BO THONG TIN VA TRUYEN THONG ~ CQNG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péc lap - Tw do - Hanh phuc

S6: 541/CATTT-TDQLGS Ha Néi, ngay 16 thang 10 nam 2017
V/v canh bao nguy co mat an toan thong
tin trén cac thiét bi sir dung mang Wi-Fi

Kinh gtr:

Ngay 16 thang 10 trén trang web cua nha nghién ciu bao mat Mathy
Vanhoef (www.krackattacks.com) dd cong bé mot nhoém 186 hong trong giao thirc
WPA/WPA2, mdt giao thirc duoc coi 14 an toan nhat cho mang khong day (Wi-
Fi) hién nay cho phép thyuc hién k¥ thuat tin cong KRACKs (Key Reinstallation
Attacks). Cu thé, d6i twong tin cong c6 thé nghe 1én, giai ma giao thirc ma hoa
va doc dugc ndi1 dung cua cac goi tin ma trudce day dugc cho la an toan. Lo héng
nay cé thé bi loi dung dé danh cap cac thong tin ca nhan, thong tin nhay cam
nhu tai khodn ngan hang, thé tin dung, tai khodn mang xa hdi, tai khoan truc
tuyén, thong tin riéng, nd1 dung chat, thu dién tir, hinh anh, video...duoc truyén
qua mang khong day.

L3 hong nay ton tai trong chinh ndi tai ciia giao thirc mang khong day Wi-
Fi chtr khong lién quan dén cac san pham hay cach thuc trién khai mo hinh
mang, bat ci thiét bi mang khong diy nao sit dung giao thirc ma hoa
WPA/WPA2 déu c6 thé 1a muc tiéu cta hinh thirc tin cong. Theo danh gia, cac
thiét bi Android, Linux, Apple, Windows, OpenBSD, MediaTek, Linksys va
nhiéu thiét bi khac ciing c6 thé bi tan cong bang viéc diéu chinh cach thirc tin
cong KRACKSs cho phu hop.

Hinh thirc tn cong nay anh hudng dén tat ca cac thiét bj phat song Wi-Fi
sir dung giao thirc WPA/WPA2. VA tiy thudc vao cau hinh cia hé thong mang,
d6i tuong tan cong tham chi con co thé thay doi ndi dung goi tin, hay dinh kém
mi doc téng tién, ma doc gian diép vao cac goi tin va dé ngudi dung tu lay
nhiém.

Nham bao dam an toan thong tin va phong tranh viéc ddi tuong tan cong
loi dung 16 héng dé thuc hién nhiing cudc tAn cong mang nguy hiém, Cuc ATTT
khuyén nghi cac quan tri vién tai cac co quan, don vi va ngudi dung thyc hién:

D061 v61 nguoi dung:



- L3 héng trén cac thiét bi phat song khong day kho c6 thé s& c6 ban va
ngay lap tirc, vi vy can thudng xuyén theo ddi cic ban cip nhat trén cac thiét bi
cam tay, cac thiét bi di dong, trinh diéu khién card mang khong day ciia may tinh
va céc thiét bj phat song Wi-Fi dé cip nhat ngay khi c6 cac ban va méi.

- Luén cén trong khi sir dung cac mang khong day dic biét 1a cac mang
khong day cong cdng, chi truy cap cac trang web su dung giao thirc bao mat
HTTPS va than trong khi nhép thong tin céc tai khoan ca nhén, hay cac thong tin
nhay cam khéc trén céc trang web.

- Tiép tuc duy tri giao thirc ma héa WPA/WPA?2 cho céc thiét bi phat song
khéng diy st dung tai gia dinh két hop v6i mat ma & mic do kho cao, do day
van 13 giao thirc mé hoa an toan nhat hién nay ngin chin duogc cac hinh thuc tin
cong giai ma khac.

Ngoai ra ddi v6i co quan, t6 chtc:

- Canh béo t6i nguoi dung trong to chiic va thuc hién cac bién phap nhu
néu trén doi véi nguoi dung;

- Chu dong theo déi cac thong tin tir cdc co quan chic ning va cac to
chtrc vé an toan thong tin dé kip thoi cip nhat cac ban va cho cac thiét bi mang
ctia minh, dong thoi don dbc cac can bo dang 1am viée trong co quan, t6 chic
chu dong thuong xuyén theo dbi va cap nhat cac thiét bi dau cudi khi cd ban cap
nhat mai.

- Lién hé ngay véi cac co quan chic ning ciing nhu cac to chirc, doanh
nghiép trong linh vuc an toan thong tin dé duoc hd tro khi can thiét.

Khi trién khai cac ndi dung néu trén, trong truong hop can thiét, Quy don
vi 6 the lién h¢ v6i Cuc An toan thong tin, sO dién thoai: 04.3943.6684, thu
dién tir ais@mic.gov.vn dé dugc phdi hop, hd tro.

Tran trong./.
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