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V/v theo do1, phong ngtra, ngan chidn ma
doc GhostTeam va mi doc tong tién
GandCrab

Ha Néi, ngay /- thang 04 nam 2018

Kinh guri: Cac don vi tryc thude Bo

~Trong thoi gian-gan day, cic co quan chirc ning-da phat-hién cac chién
dich phat tan ma doc GhostTeam va ma doc téng tién GandCrab dang tin cong
nhiéu nudc trén thé gioi, trong d6 c6 Viét Nam. Theo d6, ma doc GhostTeam
dugc phat tdn thong qua chg ng dung Google Play, véi thd doan gia mao céac
ing dung thudong ding nhu: quét ma vach, ghi 4m, trd choi ¢ vua,... Dé vuot
qua kiém tra bao mat cla Google, GhostTeam khong chira ma doc khi tai 1én
Google Play, chi ¢6 tinh ning hién thi cac quang céo. Tuy nhién, khi chay, ing
dung nay c6 thé tai cac doan ma hoic ing dung khéac vé thiét bi. GhostTeam thu
thap thong tin vé thiét bi (nhu: ID, vi tri, ngdn ngit va thong sd hién thi), danh
cap thong tin ding nhap Facebook bang cach lira dao ngudi dung ding nhap cac
dich vu Google Play hoac cac tmg dung gia mao. Cac mé JavaScript trong ung
dung doc hai thudng duge phét tin qua nut “share” (chia sé) trén trang Facebook
va lay nhiém véi “ban bé” cua nan nhan. Véi lrgng 16n nguoi dung, hé diéu
hanh Android 12 h¢ diéu hanh bj nhiéu tin tic nhdm t6i, nén Android 1 hé dicu
hanh c¢6 nguy co bi lay nhiém ma ddc hang dau hién nay. Ma doc tong tién
GandCrab duoc phat tan théng qua bd cong cu khai thac 16 hong RIG, khi bi lay
nhiém, toan bd cic tap tin dit liéu trén mdy tinh ngudi ding s& bi ma hoa va
phé“m mo rong cua tap tin bi dbi thanh *.GDCB hoidc *CRAB, déng tho1 ma doc
sinh ra mot tép CRAB-DECRYPT.txt nhdm yéu cau va hudng din ngudi dung
tra tién chudc tir 400 — 1000 USD bang céach thanh toan qua tién dién tr DASH
dé giai ma dir lidu.

Do tinh chét nguy hiém cta 02 ma doc néu trén nhu c6 thé danh cép thong
tin va ma hoa toan bd dir liéu trén may bi nhiém. Tin tic khai théc va tdn cong sé
gy ra nhidu hau qua nghiém trong khéac, Trung tdim Cong nghé'th()ng tin dé
ngh1 Quy Pon vi/Ca nhin thuc hién nghiém tic cic cdng viéc sau dé phong
ngura, ngdn chan sy tan cong cia mi doc GandCrab va GhostTeam:

1. Theo ddi, ngan chin két ndi dén cac may chi may chu didu khién ma
doc tong tién GandCrab va cép nhat vao cac hé théng bao vé nhu: IDS/IPS
Firewall, ... cac thong tin nhan dang tai Phu luc dinh kém;

2. Néu phat hién mi do6c GandCrab can nhanh chong c6 14p viung/méy bi
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“nhifmva bao cdo vé Trung tdm Cong nghé thong tin;

3. Céc cén bo cin nang cao canh gidc, khong mé va click vao cac lién két
(link) cling nhu cac tdp tin dinh kém trong email ¢ chira cac tip tin dang .doc,
pdf, zip,... dwoc gl tir ngudi la hodc néu email duoc giti tir ngudi quen nhung
cach dit tiéu d& hodc ngdn ngir khac thuong. Va can thong bao cho bd phan
chuyén trach quan tr1 hé théng hoac dam bao an toan thong tin khi nhan dugc
email nghi ngo;

4. Céac can bo khong cai dit, sir dung cac phan mém khong rd ngudn goc
trén dién thoai di dong; cAp nhat ban nang cip méi nhét cua hé diéu hanh;
5. Tang cuong cong tac bao vé bi mat nha nudce, tuyén truyén, phd bién
kién thirc bao mat cho can bd.
Moi chi tiét xin lién hé Trung tdm Cong nghé thong tin: Pia chi: Phong
503, 113 Tran Duy Hung, Cau Gidy, Ha Noi; Dién thoai: 024 39439060.

Tréan trong./. %
Noi nhan:

- Nhu trén;
- Thi truéng Pham Pai Duong (dé ble);
- Luu: TTCNTT.
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