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S0: 8 /TTCNTT—’KTHT Ha Ngi, ngay 07 thang 01 nam 2022
V/v ngan chan hoat dong tan cong mang,
khai théac 16 hong bao mat trén Apache
Log4j va Apache HTTP

Kinh guri: Cac don vi truc thudc Bo

Ngay 16/12/2021, Trung tm Cong nghé thong tin (TTCNTT) giri van ban s6
389/TTCNTT-KTHT canh bao vé 16 hong trén Apache Log4j. Tiép theo ngay
24/12/2021, TTCNTT tiép tuc guri vin ban s6 406/TTCNTT-KTHT yéu cau cac don
vi ra sodt, xtr 1y 15 hong nay. Tuy nhién, ngay 31/12/2021, B4 Cong an gui Thong
bao s6 380/TB-BCA-A05 Vé viéc ngin chin hoat dong tan cong mang, khai thac 16
hong bao mat trén Apache Log4j va Apache HTTP. Theo d6, Bo Cong an phat hién
hoat dong tan cdng mang, khai thac 15 hong bao mat nham vao cac may cha sir dung
Apache Log4j va Apache HTTP tai Viét Nam; nguy co 19, mat théng tin bi mat,
nhay cam, théng tin ca nhan cia ngudi dan Viét Nam, cu thé nhu sau:

1. L& hong bao mat trén Apache Log4j

Tt gitra thang 12/2021, cac chuyén gia cdng bé phat hién 03 16 hong bao mat
t6n tai trong Apache Log4j* phién ban tir 2.0 dén 2.16, gém: Log4Shell (CVE- 2021-
44228), CVE-2021-45046 va CVE-2021-45105 cho phép tin tac thuc thi cau Iénh
diéu khién tir xa, chiém quyén quan tri, tin cong tir chéi dich vu may cha web. Trong
d6, 16 hong Log4Shell c6 mirc d6 nghiém trong cao nhat, dic biét nguy hiém do viéc
khai thac don gian va da bi cong khai ma khai thac; nguy co anh hudng toi hang
triéu trang web, hang trim san pham cuaa cac hang cong nghé trén thé gigi? va Viét
Nam. Mac du, co quan truyén théng, bao chi trong nudc da théng tin, canh bao rong
rii nhung nhiéu co quan, to chic tai Viét Nam van chua thyc hién ra soat, khac phuc
cac 16 hong bao mat,

Qua theo ddi, B Cbng an phat hién hang nghin su kién canh bao hoat dong
tan cdng mang, khai thac 15 héng Log4Shell nham vao cac co quan, to chic tai Viét
Nam. Ra soat so bo, Bo Cong an xac dinh it nhat hang tram dia chi trang web thudc
quan ly cta 43 co quan nha nudc, ngan hang tai Viét Nam c¢6 nguy co bi anh hudng
boi 16 hong Log4Shell. Pac biét nguy hiém, cac nhom tin tic nudc ngoai da tién
hanh “vii khi hoa” cong cu khai thac 16 hong Log4Shell, tich hop cac dong ma doc
c6 tinh ning do tham, ma hoa dit liéu; phat tan qua thu dién tir lra dao, thiét bi luu
trir ngoai (USB, 6 dia xach tay) dé xam nhap, kiém soét, ty dong danh cap thdng tin,

! Thu vién hé tro viéc ghi nhat ky hoat dong cua may chii web str dung ngdn ngit Java
2 Bao gom Microfocus, F5, Forescout, Fortinet, Amazon, Apple iCloud, Cisco, HPE, NVIDIA, Cloudflare,
ElasticSearch, Imperva, NetApp, Neo4j, Nutanix, Oracle, Red Hat, Steam, Tesla, Twitter...



tai liéu trong hé thong mang; ma hoa dit liéu dé téng tién; pha hay co sé dit liéu cua
cac co quan, to chuec.

2. L& hong biao mat trén Apache HTTP

Ngay 20/12/2021, hing bao mat Sophos canh béo 02 15 héng bao mat nghiém
trong (CVE-2021-44224, CVE-2021-44790) ton tai trén Apache HTTP Server®
phién ban tir 2.4.51 tré xubng, cho phép tin tic chiém quyén quan tri tir xa may chu,
kiém so4t, danh cap théng tin, dix liéu hodc thyc hién tan cong tir chdi dich vu.

Qua theo ddi, Bo Cong an chwra ghi nhan hoat dong tan cdng, khai thac 02 15
hong trén vao cac trang web thudc quan Iy cia co quan nha nude. Tuy nhién, nhiéu
kha ning ma khai thac s& sém duogc cac dbi twong tin tac, toi pham mang chia s,
rao ban dé thuc hién tan cong mang; nguy co anh hudng téi hang tram nghin may
cha web cuaa cac co quan, to chic tai Viét Nam.

Tur tinh hinh trén, dé ting cuong bao dam an ninh mang, an toan thong tin,
TTCNTT dé nghi cac Quy don vi nghiém tdc thyc hién:

(1) Chi dao don vi chuyén trach té chuc ra soéat khac phuc 16 hong bao mat
tdn tai trong hé thdng mang theo khuyén céo caa hang phat trién, nha san xuat (tham
khao Phy luc 1);

(2) Thiét lap, cap nhat dau hiéu phat hién, ngan chian hoat dong tan cong, khai
thac 16 hong bao mat, xam nhap trai phép hé thng mang trén hé théng giam sat,
tuong lia, thiét bi phong, chdng tan cdng mang (theo Phu luc 2).

Thong béo cho TTCNTT khi phat hién dau hiéu ra quét, khai thac 15 hong
bao mat tir dia chi IP Viét Nam vao hé théng thong tin cua Quy don vi, dé kip thoi
béo céo, xur 1y theo quy dinh cta phap luat.

Trong trudng hop can thiét, Quy don vi lién hé dau mdi hd tro cua Trung tam
Cong nghé thdng tin: Phong Ky thuat ha tang, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Tréan trong./V.ﬁ

Noi nhan:

- Nhu trén;

- Thir truéng Bui Thé Duy (dé bic);

- Céng thdng tin dién tir B KH&CN:
- Luu: VT, KTHT.
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® Apache HTTP Server la phan mém dich vu méy chu web pho bién dwoc sir dung trén 31% s luong trang web
trén toan thé gidi



PHU LUC 1
HUONG DAN RA SOAT, KHAC PHUC LO HONG BAO MAT
(Kém theo Céng vansé 8 [TTCNTT-KTHT, ngay 07 /01 /2022 cia Trung tam
Cong nghé théng tin)

I. L hong bao mat trén Apache Log4j
1. Ra sodt, xdac dinh nguy co

- Tra ctru, d6i chiéu cac san pham, phan mém dang st dung tai don vi véi
danh sach cac phan mém co6 nguy co ton tai 16 hong bao mat tai duong dan:

https://github.com/cisagov/log4j-affected-db/blob/develop/SOFTWARE-LIST.md

- Béi véi cac phan mém dich vu do co quan tu xay dung, phat trién, thuc
hién tai xuong cac cong cu ra quét 156 hong bao mat Log4j tai duong dan:
https://github.com/CERTCC/CVE-2021-44228_scanner. Sau d6, tién hanh khoi
chay cau lénh kiém tra trén may chu theo hé diéu hanh twong ung:

+ Dbi voi may chit Windows, str dung PowerShell chay cau lénh:
\checkjndi.psl [dwong ddn téi thur muc chita thir vién logai]

+ Dbi vi may cha Linux, st dung terminal chay cau Iénh:

bash ./checkjndi.sh [dwong dan t&i thu muc chira thu vién log4j]

+ Hoic, str dung cdng cu dugc viét bang Python trén ca 2 hé diéu hanh c6
cai dat Python 3 vai cau Iénh:

python checkjndi.py /dwong dan téi thu muc chira thue vién log4j]
2. Khdc phuc 16 héng bdo mat
- Céch ly vat ly hoic logic may chu ang dung ton tai 16 hdng bao mat.

- Cap nhat thu vién Apache Log4j trén may cha dich vu I1én phién ban 2.17.1
tré 18n tai duong dan: https://logging.apache.org/log4j/2.x/download.html

- Truong hop chua thuc hién dugc viéc nang cap ban va:
(1) Cau hinh trong JVM args gia tri: “-Dlog4j2.formatMsgNoLookups=true”;

(2) Cau hinh tuong hra cac tap luat phat hién tin cong thong qua tudng lira
ung dung web (tham khao https://support.f5.com/csp/article/K19026212); han
ché tdi da cac cong két néi mang khéng can thiét.

(3) Tang cudng gidm sat, kiém soét an ninh mang.
I1. L& hdng bao mat trén Apache HTTP

Tién hanh cap nhat phién ban Apache HTTP Server 2.4.52 trén may chu dich
vu theo huéng dan cua nhom phét trién tai duong dan:

https://downloads.apache.org/httpd/Announcement2.4.html


https://logging.apache.org/log4j/2.x/download.html

PHU LUC 2
CAC DAU HIEU NHAN BIET, CANH BAO (10Cs)
(Kém theo Céng vansé 8 [TTCNTT-KTHT, ngay 97 lp1 /2022 cia Trung tam
Cong nghé théng tin)

STT 10Cs GHI CHU
1 | apacheorg.xyz Apache Log4j CnC
2 | nazi.uy Mirai Botnet
3 | 300gsyn.it BillGates, Elknot Botnet
4 | 1cf9b0571decff5303ee9fe3c98bb1fl Hash MD5
5 |194db367fbb403a78d63818c3168a355 Hash MD5
6 | 18cc66e29a7bc435a316d9c292c45¢cc6 Hash MD5
7 | 1780d9aaf4c048ad99fa93b60777e3f9 Hash MD5
8 |163e03b99c8ch2c71319a737932e9551 Hash MD5




PHU LUC 3
DANH SACH CAC HE THONG CUA BQ
CO NGUY CO Bl ANH HUONG BOI LO HONG LOG4SHELL
(Kém theo Céng vinsé 8  ITTCNTT-KTHT, ngay 07 /01 /2022 cuia Trung tam
Cong nghé théng tin)

STT Tén mién
bcthanhtra.most.gov.vn

nextcloud.most.gov.vn

motcuabkhcn.most.gov.vn

vistip.most.gov.vn

tthc.most.gov.vn

iprenforcement.most.gov.vn
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DANH SACH CAC PON VI NHAN VAN BAN

(Kém theo Céng van sé ITTCNTT-KTHT ngay / /2022 cua Trung tam

Cong nghé thdng tin)
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Tén don vi

Thanh tra B

Cuc Cong tac phia Nam

Cuc Ung dung va phat trién céng nghé

Cuc Nang lugng nguyén tir

Cuc Thang tin Khoa hoc va Cong nghé Qudc gia

Cuc Phat trién thi trudng va doanh nghiép khoa hoc va cong nghé

Cuc An toan buc xa va hat nhan

Cuc S¢& hiru tri tué
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.| Hoc vién Khoa hoc, Cong nghé va Boi méi sang tao
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.| Vién Khoa hoc va céng nghé Viét Nam - Han Quéc (VKIST)
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.| Vién Nang lugng nguyén tir Viét Nam
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.| Vién Khoa hoc s& htru tri tué
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.| Vién Nghién ciru va Phat trién Ving
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.| Van phong cac Chuong trinh trong diém cap nha nudc
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.| Van phong Céng nhan chat luong
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.| Van phong Pang ky hoat dong khoa hoc va céng nghé
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.| Van phong cac Chuong trinh khoa hoc va cong nghé québc gia

N
oo

Bao Khoa hoc va Phat trién
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.| Tap chi Khoa hoc va Cong nghé¢ Viét Nam
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.| Nha xuat ban Khoa hoc va Ky thuat
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.| Quy Phat trién khoa hoc va cong nghé quéc gia
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.| Quy B6i méi cdng nghé quéc gia
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.| Trung tdm Nghién cttu va Phét trién truyén thong khoa hoc va cong nghé
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.| Trung tdm Nghién cttu va Phaét trién hoi nhap khoa hoc va cdng nghé qudc té
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.| Bao dién tr Tin nhanh Viét Nam (VnExpress)
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