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S0: 61 /TTCNTT-KTHT Ha Ngi, ngay 19 thang3 nam 2021
V/v 16 hong bao mat trong Microsoft
Exchange Server

Kinh gui: Cac don vi ¢6 hé thdng cdng nghé théng tin truc thuoc Bo

Ngay 02/3/2021, Microsoft da cong bd ban va cho cac 15 hong bao mat (CVE-
2021-26855, CVE-2021-26857, CVE-2021-26858, CVE-2021-27065) anh
huéng nghiém trong dén may chi Microsoft Exchange. Céc 16 hong nay anh huéng
tGi cac phién ban Microsoft Exchange Server 2013/2016/2019, cho phép doi
tuong tan cong truy cap vao may chu hé thdng, chén va thuc thi ma tir xa (thdng tin
chi tiét vé céac 16 hong ¢ tai phu luc kém theo).

Theo danh gia so bd ctia Cuc An toan théng tin rat nhiéu may chu thu dién tor
cua Viét Nam (nhu may chu thu dién tir ciia co quan t6 chire nha nudc, t6 chic ngan
hang, tai chinh, cac doanh nghiép va cac t6 chic 16n khac) dang str dung Microsoft
Exchange.

Nham dam bao an toan thong tin cho hé thdng théng tin caa Quy don vi, Trung
tam Cong nghé thong tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat, xac minh hé thong thong tin c6 kha nang bi anh huang
bai 16 hong trén dé co phuong an xu ly, khac phuc 16 hong. Quy don vi nén cap nhat,
nang cap lén phién ban mai nhat dé khac phuc 16 hong bao mat néi trén ciing nhu
cac 16 hong bao mat mai phat hién khac; déng thoi thuc hién tim kiém dau hiéu tan
cong theo huéng dan tai phu luc kém theo.

2. Tang cudng giam sat va san sang phuong an xtr ly khi phat hién c6 dau hiéu
bi khai thac, tin cdng mang. Di voi cac co quan to chirc c6 nhan sy ky thuat tot co
thé thir nghiém xam nhap vao hé théng théng qua 16 hong nay.

Trong trudng hop can thiét c6 thé lién hé ¢au mdi hd trg cta Trung tam Cong
nghé thong tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.
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Phu luc

Thong tin vé céc 16 hong biao mat trong Microsoft Exchange Server

(Kém theo Céng vin sé

1. Thong tin cac 16 hong bao mat

ITTCNTT-KTHT ngay

[ 12021)

TT

CVE Mo ta

Link tham khao hwéng dan

1

biém CVSS: 9.1
(cao) Cho phép dbi
tuwong tan cong thuc
hién tin cong SSRF

CVE-2021-26855

https://msrc.microsoft.com/u
pdate-guide/en-
US/vulnerability/ CVE-2021-
26855

biém CVSS: 7.8
(cao) Loi inseoure
deserialization, cho
phép dbi tuwong tan
cong thyc thi ma vaéi
quyén hé théng.

CVE-2021-26857

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/CVE-
2021-26857

Diém CVSS: 7.8
(cao) Cho phép dbi
tuong tan cdng ghi
file tuy y sau xac
thuc.

CVE-2021-26858

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/CVE-
2021-26858

biém CVSS: 7.8
(cao) Cho phép dbi
tuong tan cdng ghi
file tuy y sau Xac
thuc.

CVE-2021-27065

https://msrc.microsoft.com/u
pdate-
guide/vulnerability/CVE-
2021-27065

2.Tho

ng tin cac phién ban anh hwéong va ban va

TT

Phién ban anh hwéng

Ban cap nhat

Exchange Server 2013

https://support.microsoft.com/en-
us/topic/description-of-the-security-
update-for-microsoft-exchange-server-
2019-2016-and-2013-march-2-2021-
kb5000871-9800a6bb-0a21-4ee7-b9da-
fa85b3e1d23b

Exchange Server 2016

https://support.microsoft.com/en-
us/topic/description-of-the-security-
update-for-microsoft-exchange-server-
2019-2016-and-2013-march-2-2021-




kb5000871-9800a6bb-0a21-4ee7-b9da-
fa85b3e1d23b

3 | Exchange Server 2019 https://support.microsoft.com/en-
us/topic/description-of-the-security-
update-for-microsoft-exchange-server-
2019-2016-and-2013-march-2-2021-
kb5000871-9800a6bb-0a21-4ee7-b9da-
fa85b3e1d23b

3. Hwéng din cac budc phat hién kha ning khai thac

Trong thoi gian ndy, tam thoi chua co cac bién phap dé han ché va giam
thiéu nguy co tan cong cua cac 16 hong bao mat nay. Vi vay, Trung tam Cong
nghé thong tin khuyén nghi Quy don vi cap nhat Ién phién ban sém nhat ngay
khi c6 thé.

Ngoai ra, cac quan tri vién co thé kiém tra dau hiéu khai thac bang cac
budc sau:

1. CVE-3032-26855 c0 thé dugc phat hién thong qua Exchange HttpProxy logs:
%PROGRAMFILES%\Microsoft\ExchangeServer\V15\Logging\HttpProxy

Lénh dé tim kiém kha ning khai thac:

Import-Csv -Path (Get-Childltem -Recurse -Path

“$env:PROGRAMFILES\Microsoft\Exchange Server\V15\Logging\HttpProxy” -
Filter “*.log’).FullName | Where-Object { $_.AuthenticatedUser -eq ” -and
$_.AnchorMailbox -like ‘ServerInfo~*/*"} | select DateTime, AnchorMailbox

2. CVE-2021-26858 c6 thé duoc khai thac thong qua tép Exchange log:
C:\Program Files\Microsoft\Exchange Server\\V15\Logging\OABGeneratorLog
Lénh dé tim kiém kha ning khai thac:

findstr /snip /c: “Download failed and temporary file”

“%PROGRAMFILES%\Microsoft\Exchange
Server\V15\Logging\OABGeneratorLog\*.log "

3. CVE-2021-26857 cd thé duoc khai thac thong qua Windows Application event
logs:

Source: MSExchange Unified Messaging
Entry Type: Error



Event Message Contains: System.InvalidCastException
Lénh dé tim kiém kha ning khai théac:

Get-EventLog -LogName Application -Source “MSExchange Unified
Messaging” - EntryType Error | Where-Object { $_.Message -like

“*System.InvalidCastException™*” }

4. CVE-2021-27065 cd thé phét hién thong qua céc tép Exchange log:
C:\Program Files\Microsoft\Exchange Server\\V15\Logging\ECP\Server
Lénh PowerShell dé tim kiém kha nang khai théc:

Select-String -Path “$env:.PROGRAMFILES\Microsoft\Exchange
Server\VI5\Logging\ECP\Server\*.log” -Pattern ‘Set-. + VirtualDirectory’

4. Hwéng dan kiém tra cac dau hiéu cho thay hé thong da bi khai thac

Quy don vi can kiém tra thém céc dau hiéu sau nham phét hién kha ning hé
thong thong tin da bi khai thac nhu sau:

1. D4u hiéu tin cdng Authentication Bypass
- Kiém tra 11S Log c6 truy cap toi céc file sau:

/owa/auth/Current/themes/resources/logon.css
/owa/auth/CurrenEthemes/resources/owafont_ja.css
/owa/auth/Current/themes/resources/Ignbotl.gif
/owa/auth/Current/themes/resources/owafont_ko.css
/owa/auth/Current/themes/resources/SegoeUl-SemiBold.eot

/owa/auth/Current/themes/resources/SegoeUl-SemiLight.ttf

2. DAu hiéu Webshell di bi cai dit trén hé thong

\inetpub\wwwroot\aspnet_client\ (any .aspx file under this folder or sub
folders)

\<exchange install path>\FrontEnd\HttpProxy\ecp\auth\ (any file besides
TimeoutLogoff.aspx)

\<exchange install path>\FrontEnd\HttpProxy\owa\auth\ (any file or modified
file that is not part of a standard install)




\<exchange install path>\FrontEnd\HttpProxv\owa\auth\Current\<any aspx
file in this folder or subfolders>

\<exchange install path>\FrontEnd\HttpProxv\owa\auth\<folder with version
number>\<any aspx file in this folder or subfolders>

3. Cac User-Agents kha nghi trén Web log

DuckDuckBot/1.0;+(+http://duckduckgo.com/duckduckbot.html)
facebookexternalhit/1.1+(+http://www.facebook.com/externalhit_uatext.php)

Mozilla/5.0+(compatible;+Baiduspider/2.0;++http://www.baidu.com/search/s
pider.html)

Mozilla/5.0+(compatible;+Bingbot/2.0;++http://www.bing.com/bingbot.htm)
Mozilla/5.0+(compatible;+Googlebot2.1;++http://www.google.com/bot.html

Mozilla/5.0+(compatible;+Konqueror/3.5;+Linux)+KHTML/3.5.5+(like+Gec
ko)+(Exabot-Thumbnails)

Mozilla/5.0+(compatible;+Yahoo!+Slurp;+http://help.yahoo.com/help/us/yse
arch/slurp)

Mozilla/5.0+(compatible;+YandexBot/3.0;++http://yandex.com/bots)

Mozilla/5.0+(X11;+Linux+x86_64)+AppleWebKit/537.36+(KHTML,+like+
Gecko)+Chrome/51.0.2704.103+Safari/537.36

ExchangeServicesClient/0.0.0.0
python-requests/2.19.1

python-requests/2.25.1

antSword/v2.1
Googlebot/2.1+(+http://www.googlebot.com/bot.html)

Mozilla/5.0+(compatible;+Baiduspider/2.0;++http://www.baidu.com/search/s
pider.html)

Ngoai ra, kiém tra thém cac dau hiéu tin cdng ma rong
1. Kiém tra iis log co truy cap tra vé ma 200 véi duong dan

POST /owa/auth/Current/
POST /ecp/default.flt
POST /ecp/main.css

POST /ecp/<single char>.js




2. Kiém tra cac hé thong c6 két nbi dén Exchange Server tir c4c IP:

STT

IP

STT

IP

103.77.192.219

9

192.81.208.169

185.250.151.72

1

2 104.140.114.110 10 203.160.69.66
3 104.250.191.110 11 211.56.98.146
4 108.61.246.56 12 5.254.43.18

3) 149.28.14.163 13 5.2.69.14

6 157.230.221.198 14 80.92.205.81
7 167.99.168.251 15 91.192.103.43
8




DANH SACH CAC PON VI CO HE THONG CNTT

(Kém theo Céng van sé ~ ITTCNTT-KTHT ngay / /2021)

STT

Tén don vi

Cuc Thdng tin khoa hoc va cong nghé québc gia

Cuc S¢& hiru tri tué

Tong cuc Tiéu chuan Do luong Chat luong

Hoc vién Khoa hoc, Cong nghé va DBbi méi sang tao

Vién Nang lugng nguyén tir Viét Nam

Vién Khoa hoc so httu tri tué

Quy phat trién khoa hoc va cong nghé québc gia

Cuc An toan burc xa va hat nhan

O N OO~ W IN|F

Quy d6i méi cdng nghé quéc gia

[HEN
o

Ban Quan ly Khu céng nghé cao Hoa Lac
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