BO KHOA HOC VA CONG NGHE CONG HOA XA HOI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE Péc lip - Tu do - Hanh phiic
THONG TIN

., 1 Noi, nga thang 03 na 1
36 40 /TT CNTT-KTHT Ha N¢gi, ngay A3 ang 03 nam 2019
V/v theo d6i,, ngin chan ket ndi may chu

diéu khién m3 d6¢c GandCrab 5.2

Kinh gtri: Céc don vi truc thude Bo

Theo thong bao ciia Trung tAm Umg ciru khan cAp may tinh Viét Nam tai cong
vin sb6 81/VNCERT-PPUC ngay 15/3/2019, hién nay dang c6 chién dich phat tan
M3 doc toéng tién GandCrab 5.2 (14 phién ban médi trong ho M3 ddc tong tién
GandCrab lan rdng trén toan cau trong hon mgt ndm qua) vao Vi€t Nam va cac nudc
Pong Nam A. Tai Viét Nam GandCrab 5.2 dugc phét tan thong qua thu dién tir gia
mao tir B Cong an Viét Nam vdi tiéu dé “Goi trong Cong an Nhan dan Viet Nam”,
c6 dinh kém tép tin documents.rar. Khi ngudi dung gidi nén va mé t€p tin dinh
kém, ma ddc sé dugc kich hoat va toan bd dir li€éu ngudi dung bi ma hoa, déng thoi
sinh ra mot tép nham yéu cu va hudéng dan ngudi dung tra tién chudc tir 400 - 1.000
USD bing cach thanh to4n qua ddng tién dién tir dé gidi ma dit lidu.

Thue hién chitc ning nhiém vu dugc giao vé viée diéu phéi, tmg ciru sy ¢b an
toan thong tin mang cia B6 KH&CN, Trung tim Céng nghé thong tin yéu cau céc
don vi truc thudc BJ thuc hién khén cap viéc phong ngura, ngédn chan tAn cong cua
ma ddc GandCrab 5.2 nhu sau:

1. Theo dbi, ngin chin két ndi dén cac may cha diéu khién ma doc tdng tién
GandCrab va cép nhat vao cac h¢ thong bao v¢ nhu: IDS/IPS, Firewall,...
theo céc thong tin nhan dang tai Phu luc dinh kém;

2. Néu phat hién can nhanh chéng cb 1ap viing/may da phat hién;

3. Thong bao ngudi st dung nang cao canh gidc, khong mé va click vao cac
lién két cling nhu céc tip tin dinh kem trong thu dién tir c¢6 chira cac tap
tin dang .doc, .pdf, .zip, rar,... dugc gui ti nguoi la hodc néu thu dién tt
dugc gui tir nguodi quen nhung cach dit ti€u d€ hodc ngdn ngit khac thuong,
Va cin thong bao cho bd phén chuyén trach quan tri hé théng hoac dam
bao an toan thong tin khi gap nghi ngo.

Ma doc tdng tién GandCrab rit nguy hiém, cd thé danh cip thong tin va ma
hoa toan bo dit lidu trén may bi nhiém. Tin tic khai thic va tAn cong s& giy ra nhiéu
hau qua nghiém trong khac, Trung tdm Cong nghé€ thong tin yéu cau Lanh dao cac
don vi nghiém tuc chi dao thuc hién vi€c phong ngura, ngan chan sy tdn cdng cua ma
doc nay.

Moi chi tiét xin lién hé Phong K¥ thuat ha ting — Trung tam Cong ngh¢ thong
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tin theo s& dién thoai: 024.39439060/ dia chi thu dién ti tiép nhan bdo céo sy cb:
phongktht@most.gov.vn.
»
Tréan trong./. (/(1
Noi nhan: °—GIAM POC
- Nhur trén; ' ' ¢

- Tht trudng Bui Thé Duy (88 b/c);
- Lwu: TTCNTT.
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PHUC LUC

THONG TIN VE MA PQC GANDCRAB v5.2
(Kém theo Cong van s6 60 /TTCNTT-KTHT ngay A'503/2019 ciia Trung tém Céng

nghé thong tin)
1. Hinh thirc phat tin ma déc
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Chas mimg ban ¢én v6i Cong dan Nhan Viel Mami
Ban phai bio cao cho t6a nha chinh cla Canh s41 Viet Nam tai thanh phé Ha Noi vao ngay 13 théing 3, 1c 3:00'chiu Ban n2n ¢S ho chidu hoe fal
hiets ke chng minh danh tinh ¢ ban. Dong thé, toi thong bty cho ban ring de tham gia vav cule didu &3, Ban cb quydn Ly minb mdi mdt ngudi
bao ve hodic ndp dom vag tram cho mit lat s midn ph. yéo clu sy tham gia cia lat su, ben phal thong bao tide cho ching 10 bling e-mail holic
céich khae. Chitidt ign o cda chiing tol, tlng nhwr mét tng dung mBu duoc dinh kém trong thy nay.
8§ doanh nghiep ca ban; #5382 17820
D3t ngay xudt hien tai don canh st 20180313

Xin vui 10ng doc ho so viy 8n mét cich clnthan! Ching tot dind kém kho 1w tny i tdt ¢a cic 3 i cin thit cho bire thir nay.
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Hinh dnh tép tin chira ma déc
dinh kém thu dién tir gia mao tir Bo Céng an Viét Nam

2. Danh sdch ciac mdy chi didu khién mi dgc (C&C Server)

TT Dia chi C&C Ghi chu

1 www.kakaocorp.link (IP: 107.173.49.208) Phién ban 5.2

3. Danh sach ma bam cua tép tin documents.rar

Tim kiém t€p tin documents.rar trén may tinh va kiém tra ma bim tuong Ung (néu
tim thay tép tin chira ma doc)

Ma bam Ghi cha
MDS5 [DDCA6B2B2623904A072A5AF0A9E26267 Phién ban 5.2
SHA1 |E081D35048E2DEO7BE34COEAD3B9FD16F6BADB74 [Phién ban 5.2
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