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TRUNG TAM CONG NGHE THONG TIN Poc lap - Tw do - Hanh phic
S$0: 57 /TTCNTT-KTHT Ha Ngi, ngay 17 thang 3 nam 2021
V/v 07 16 hong bao mat trong thiét bi F5
BIG-IP

Kinh gui: Cac don vi ¢6 hé thdng cdng nghé théng tin truc thuoc Bo

Ngay 10/03/2021, F5 da cong b 07 16 hong bao mat (CVE-2021-22986,
CVE-2021-22987, CVE-2021-22991, CVE-2021-22992, CVE-2021-22989, CVE-
2021-22988, CVE-2021-22990) trong cac thiét bi, anh hudng dén cac phién ban cua
san pham F5 BIG-IP tir 11.X dén 16.X. Khai thac thanh cong cac 16 hong nay cho
phép ddi tuong tan cdng chén va thuc thi ma tdy y (thng tin chi tiét vé céac 16 hong
c6 tai phu luc kem theo).

Theo thong ké tinh dén thang 3 nam 2021, c6 hon 30.000 thiét bi trén Internet
dang c6 nguy co bi tan céng boi 16 hong bao mat nay. Qua danh gia so bo ciia Cuc
An toan théng tin — Bo Thdng tin va Truyén théng, Viét Nam c6 hang trdm hé thdng
dang str dung san pham F5 BIG-IP dé bao vé cac hé thong thong tin, chong lai cac
tan cong an ninh mang da 16p hién dang anh huong téi rat nhiéu co quan to chuc.
Pay 1a nhitng hé thong dau tién nam trong muc tiéu ma dbi twong tan cong sé tim
dén.

Nham dam bao an toan théng tin cho hé thong théng tin cia Quy don vi,
Trung tdm Cong nghé thdng tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soét, xac minh hé thong théng tin ¢ sir dung thiét bi F5 va
bi anh huong boi 16 hong trén hay khong dé co phuong an xir ly, khac phuc 16
hong. Quy don vi nén cap nhat, nang cap 1én phién ban mai nhat, trong trudng
hop chua kip thoi cap nhat duoc, nén c6 cac bién phap giam thiéu thay thé dé
han ché nguy co bi tan cong (tham khao tai phu luc kém theo).

2. Tang cudng gidm sat va sin sang phuong an xtr ly khi phat hién c6
dau hiéu bi khai thac, tan céng mang. D4i voi cac co quan to chtic cd nhan sy
ky thuat tt cd thé thir nghiém xam nhap vao hé thong théng qua 16 hong nay.

Trong trudng hop can thiét cé thé lién hé dau moi hd trg ciia Trung tam Cong
nghé thong tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.
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Phu luc

Thong tin vé cac 16 hong bao mat trong thiét bi F5 BIG-IP

(Kém theo Céng vin sé

1. Théng tin cac 16 hong bao mat

ITTCNTT-KTHT ngay

[ 12021)

TT

CVE

MO0 ta

Link tham khaoe hwéng din

1

CVE-2021-22986

piém  CVSS:
(nghiém trong)
Loi trong chiic ning
iControl REST, cho
phép ddi tuong tan cong
thuc thi ma tur xa.

9.8

https://support.f5.com/csp/art
icle/K03009991

CVE-2021-22987

Piém  CVSS:
(nghiém trong)
Loi trong giao dién
TMUI, cho phép déi
twong tan cbng Véi
quyén ngudi ding (thap)
thuc thi cac I1énh tuy y.

9.9

https://support.f5.com/csp/art
icle/K18132488

CVE-2021-22991

Diém CVSS: 9.0 (cao)
Cho phep doi _tugng
tan cong gay ra loi tran
bo dém dan den tan céng
DoS, thuc thi ma tur xa.

https://support.f5.com/csp/art
icle/K56715231

CVE-2021-22992

Piém CVSS: 9.0 (cao)
Cho phep dbi _tugng
tan cong gay ra loi tran
bo dém dan dén tan céng
DoS, thuc thi ma tu xa.

https://support.f5.com/csp/art
icle/K52510511

CVE-2021-22988

biém CVSS: 8.8 (cao)
Loi trong giao dién
TMUL cho phép dbi
twong tan cbng Véi
quyén ngudi ding (cao)
thuc thi c&c 1énh tuy y.

https://support.f5.com/csp/art
icle/K70031188

CVE-2021-22989

Diém CVSS: 8.0 (cao)

Loi trong giao dién
TMUL, cho phép doi
twgng tan cdng VGi
quyén nguoi dung (cao)

https://support.f5.com/csp/art
icle/K56142644
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thuc thi c&c 1énh tuy y.

7 | CVE-2021-22990

https://support.f5.com/csp/art
icle/K45056101

tuong

piém CVSS: 6.6
(trung binh)
Loi trong giao dién

TMUL cho phép dbi
tan céng  Voi
quyén nguoi dung (cao)
thuc thi cac 1énh tuy y.

2. Thong tin cac phién ban anh hwéng va ban va

Phién ban anh | nien ban
CVE San pham ] da cap nhat
hwong .
ban va
BIG-IP (LTM, AAM, 16.0.0-16.0.1  [16.0.1.1
Advanced WAF, AFM,
Analviics. APM. ASM 15.1.0-15.1.2 15.1.2.1
CVE-2021-22986 yues, ’ ’ 14.1.0-14.1.3.1 |14.1.4
DDHD, DNS, FPS, GTM,
Link Controller, PEM 13.10:15.1.3.5 1 13.1.3.6
SSLO) 12.1.0-12.15.2 [12.1.5.3
BIG-IP (LTM, AAM, 16.0.0-16.0.1 16.0.1.1
Advanced WAF, AFM, 15.1.0-15.1.2 15.1.2.1
Analytics, APM, ASM, 14.1.0-14.1.3.1 |14.1.4
CVE-2021-22987 DDHD, DNS, FPS, GTM, |13.1.0-13.1.3.5 [13.1.3.6
Link Controller, PEM, 12.1.0-12.1.5.2 |12.15.3
SSLO) 11.6.1-11.65.2 |11.6.5.3
BIG-IP (LTM, AAM, 16.0.0-16.0.1 16.0.1.1
Advanced WAF, AFM,
Analvtics. APM. ASM 15.1.0-15.1.2 15.1.2.1
CVE-2021-22991 yues, ’ : 14.1.0-14.1.3.1 |14.1.4
DDHD, DNS, FPS, GTM,
Link Controller. PEM 13.1.0-13.1.35 |13.1.3.6
SSLO) 12.1.0-1215.2 [12.15.3
16.0.0-16.0.1
15.1.0-15.1.2 122;1
BIG-IP (Advanced WAF | 14.1.0-14.1.3.1 e
CVE-2021-22992 and ASM) 131013135 14.1.4
13.1.3.6
12.1.0-12.1.5.2 12153
11.6.1-11.6.5.2 o



https://support.f5.com/csp/art

BIG-IP (LTM, AAM, 16.0.0-16.0.1 16.0.1.1
Advanced WAF, AFM, 15.1.0-15.1.2 15.1.2.1
Analytics, APM, ASM, 141.0-14.131 (1414

DDHD, DNS, FPS, GTM, |13.1.0-13.1.3.5 |13.1.3.6
Link Controller, PEM, 12.1.0-12.152 |12.1.5.3
SSLO) 11.6.1-11.6.5.2 |11.6.5.3

CVE-2021-22988

16.0.0-16.0.1 16.0.1.1
15.1.0-15.1.2 15.1.2.1
BIG-IP (Advanced WAF | 14.1.0-14.1.3.1 |14.14

and ASM) 13.1.0-13.1.35 |13.1.36
12.1.0-12.152 |12.1.5.3
116.1-11.6.5.2 |11.6.5.3

CVE-2021-22989

16.0.0-16.0.1 16.0.1.1
15.1.0-15.1.2 15.1.2.1
BIG-IP (Advanced WAF | 14.1.0-14.1.3.1 |14.14

and ASM) 13.1.0-13.1.35 |13.1.36
12.1.0-12.152 |12.1.5.3
11.6.1-11.6.5.2 |11.6.5.3

CVE-2021-22990

3. Hwéng dan khic phuc

Phuong an tot nhat dé khiac phuc 16 hong bao mat 1a thuc hién ciap nhat
cac ban véa do hang F5 phat hanh. Trung tam Cong nghé thong tin khuyén nghi Quy
don vi nén cap nhat sém nhét co thé.

Trong trudng hop chua thé cdp nhat ngay, c4c quan tri vién nén thuc hién
cac budc thay thé tam thoi dé giam thiéu nguy co tan cong (trir 16 hong CVE-
2021-22991 chua c6 bién phap giam thiéu tam thoi):

3.1. Poi véi 05 16 hong (CVE-2021-22986, CVE-2021-22987, CVE-2021-
22988, CVE-2021-22989, CVE-2021-22990):

1. Chan quyén truy cdp téi chiee nang iControl REST va Configuration utility
thong qua dia chi 1P

- Thay d6i cai dat Port Lockdown vé Allow None cho mdi dia chi IP trong hé
thdng.

- Néu can thiét phai mo mot sé ports thi can st dung tinh ning Allow Custom,
chi y khong mo port ctaa chic nang iControl REST va Configuration utility mac
dinh & port 443.

2. Chan quyén truy cdp iControl REST va Configuration utiiity thong qua giao
dién quan ly



Pé giam thiéu 156 hong nay cho cac san pham F5 bi anh hudng, cac quan
tri vién chi nén han ché quyén truy cap quan ly ddi véi nhitng ngudi dung va
thiét bi dang tin cdy qua mang an toan (nhu quan ly mat khau va tai khoan nguoi
ding, quan ly truy cap mang, quan Iy quyén truy cap cong quan tri, quan Iy céc
dich vu va cac md-dun bd sung,...) Dé biét thém thong tin vé cach dam bao
quyén truy cap vao hé théng BIG-1P, tham khao céc bai viét sau:

- https://support.f5.com/csp/article/K13092
- https://support.f5.com/csp/article/K46122561
- https://support.f5.com/csp/article/K69354049

3.2. Poi véi CVE-2021-22991: hién tai tam thoi chua c6 bién phap giam thiéu
thay thé, vi vay Trung tdm Cong nghé thong tin, khuyén nghi Quy don vi can cap
nhat ban va sém nhat cé thé.

3.3. Poi véi CVE-2021-22992:

1. Han ché céc két néi déc hai bang iRule
- Bang nhap vao Configuration utility

- Chon Local Trafic/iRules/iRule List

- Chon Create

- bat tén cho iRule

- Trong Definition, add thém Iénh iRule:

# Mitigation for K52510511: Advanced WAF/ASM Buffer Overtlow vulnerability
CVE-2021-22992

when RULE_INIT {

# Set static::debug 1 to enable debug logging.
set static::debug 0
set static::max_length 4000

}
when HTTP_REQUEST {

if {$static::debug} {
set LogString "Client [IP::client_addr]:[TCP::client_port] -> [HTTP: :host]
[HTTP: uri]"

}
set uri [string tolower [HTTP::uri]]

}
when HTTP_RESPONSE {



https://support.f5.com/csp/article/K69354049

set header names [HTTP::header names]
set combined _header_name [join $header_names "]
set combined_header_name_len [string length $combined_header_name]
if {Sstatic:: debug} {
log local0. "==================response=================="
log localO. "$LogString (response)"
log localO. "combined header names: $combined header_name"
foreach aHeader [HTTP::header names] {
log localO. "$aHeader: [HTTP::header value $aHeader]"

log localO. "the length of the combined response header names:
$combined_header_name_len"

|og local). "======================—====—=—===—=—=====—=—===="

if { ($combined_header_name_len > $static::max_length ) } {

log local0. "In the response of '$uri’, the length of the combined header names
$combined_header_name_len exceeds the maximum value $static::max_length. See
K52510511: Advanced WAF/ASM Buffer Overflow vulnerability CVE-2021-22992"
HTTP::respond 502 content "<HTML><HEAD><TITLE>Bad

Gateway</TITLE></HEAD> <BODY><P>The server response is invalid. Please
inform the administrator. Error: K52510511</P></BODY></HTML>"

}
}

- Chon Finished

- Lién két iRule vai cac may chu 4o bi anh huong

2. Sira doi cdu hinh trong giao dién dang nhdp
- Bang nhap vao Configuration utility caa hé thong BIG-1P WAF/ASM

- Chon Security > Application Security > Sessions and Logins > Login Pages
List.

- Chon chinh sach bao mat

- Chon tén cua URL dang nhap tir Login Pages List.
- X0a tat ca cau hinh khoi ca 2 cai dt

- Chon Save dé luu thay doi



- Chon Apply Policy dé ap dung cac thay doi.
- Chon OK dé xac nhan.
3. Harden pool members

Pé giam thiéu 15 hong ndy, ban c6 thé ting cuong cac may chu web va
mang back-end caa minh dé ngin chin cac tiéu dé doc hai trong phan hdi HTTP
t6i trang dang nhap duoc gui dén hé thong BIG-1P Advanced WAF/ASM.

4. Xoa cac trang dang nhap
- Bang nhap vao Configuration utility caa hé théng BIG-1P ASM

- Chon Security > Application Security > Sessions and Logins > Login Pages
List.

- Chon chinh sach bao mat

- Chon cau hinh trang dang nhap mudn x6a

- Chon Delete

- Chon OK dé xac nhan xda

- Chon Apply Policy dé &p dung thay d6i

- Chon OK dé xac nhan.

Tham khao chi tiét tai: https://support.f5.com/csp/article/K52510511



DANH SACH CAC PON VI CO HE THONG CNTT

(Kém theo Cong van sé ITTCNTT-KTHT ngay / /2021)
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Tén don vi

Cuc Thdng tin khoa hoc va cong nghé québc gia

Cuc S¢& hiru tri tué

Tong cuc Tiéu chuan Do luong Chat luong

Hoc vién Khoa hoc, Cong nghé va DBbi méi sang tao

Vién Nang lugng nguyén tir Viét Nam

Vién Khoa hoc so httu tri tué

Quy phat trién khoa hoc va cong nghé québc gia

Cuc An toan burc xa va hat nhan
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Quy d6i méi cdng nghé quéc gia
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Ban Quan ly Khu céng nghé cao Hoa Lac
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