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S0:413 /TTCNTT-KTHT Ha Noi, ngay 31 thang 12 nam 2020
VIV canh bao nguy co tan cdng vao phan mém
SolarWinds va 15 hdng bao mat trong may cha
Microsoft Exchange

Kinh gui: Cac don vi ¢6 hé thdng cdng nghé théng tin truc thuoc Bo

Qua cong tac theo ddi, giam sat trén khoéng gian mang, cung hoat dong hop
tac, chia sé thong tin véi cac td chac 16n vé an toan thdng tin trong va ngoai nudc,
Cuc An toan thdng tin — Bo Théng tin va Truyén thdng ghi nhan nguy co bi tan cong
khi sit dung phan mém SolarWinds phién ban SolarWinds Orion 2019.4 dén
2020.2.1 va 06 16 hong bao mat (CVE-2020-17117, CVE-2020-17132, CVE-2020-
17141, CVE-2020-17142, CVE-2020-17143, CVE-2020-17144) trong cac may chu
thu dién tir s dung Microsoft Exchange (thdng tin chi tiét c6 tai phu luc kém theo).

Ung dung SolarWinds thuong duoc sir dung trong cac hé thong thdng tin caa
cac co quan, to chuc dé gidm sat mang, hé thong va co s& ha tang cong nghé théng
tin. Theo danh gia so b, 16 hong nay cé thé anh huong dén nhiéu co quan, t6 chic
& Viét Nam, dac biét 1a co quan chinh phu, ngan hang, té chic tai chinh, tap doan,
doanh nghiép va céac cong ty 16n, do cac don vi nay déu trién khai mé hinh mang c6
st dung phan mém SolarWinds dé thuan tién cho viéc quan ly.

Cac 15 hdng “CVE*” néu trén anh huong téi hau hét cac phién ban Microsoft
Exchange cho phép doi tuong tan cong chén va thuc thi ma Iénh trai phép tir d6 kiém
soat may chu thu dién tir va danh cip dir liéu trén hé thong. D6i tuong tin cong co
thé khai thac 16 hong khi c6 mot tai khoan thu dién tir thong thuong trén hé thng.
Mot s6 16 hong di ¢6 ma khai thac cong khai trén Internet (CVE-2020-17141, CVE-
2020-17143, CVE-2020-17144), da duoc Cuc An toan thdng tin kiém tra va thu
nghiém. C6 nhiéu nhém tan cong ciing dang khai thac céc 16 hong nay dé tan cong
vao cac co quan, to chuc,

Nham bao dam an toan thong tin mang cho hé théng thong tin cia Quy Pon
vi, Trung tdm COng ngh¢ thong tin d¢ nghi Quy Pon vi thyuc hién:

1. Ra soat cac may chii cé cai dat phan mém SolarWinds Orion hodc Microsoft
Exchange dé phat hién va xu ly kip thoi cac may chia cd kha nang da bi doi tuong
tan cong khai thac thong qua 16 hong trén.

2. Kiém tra, ra soat va xac dinh toan bo cac may chu bj anh huong. Cap nhat
ban va hoic khac phyc 16 hong theo huéng dan caa SolarWinds va Microsoft.

3. Tang cuong theo ddi giam sat hé théng dong thoi thuong xuyén theo ddi
kénh canh bao cua cac co quan chirc nang va cac to chac 16n vé an toan théng tin dé
phéat hién kip thoi cac nguy co tan c6ng mang.

Trong trudng hop can thiét c6 thé lién hé dau mdi hd trg cua Trung tam Cong
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nghé thong tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Tran trong./. .

Noi nhan: GIAM bOC
- Nhu trén; .

- Thtr truong Bui Thé Duy (dé biét);
- Luu: VT, KTHT.

Ha Quoc Trung



Phu luc
Théng tin 16 hong
(Kém theo Céng vin sé 413 ITTCNTT-KTHT ngay 31 /12/2020)
I. L6 héng phan mém SolarWinds

1. Thong tin chung:

- Anh huong: phién ban SolarWinds Orion 2019.4 d¢én 2020.2.1

- Doi tuong tan cdng cai cam phan mém doc hai (backdoor SUNBERST) véo céc
ban cap nhat phan mém SolarWinds Orion.

2. Hwéng din cap nhat ban va:

- Vao ngay 15 thang 12 nam 2020, SolarWinds da phat hanh ban cap nhat 2020.2.1
HF 2

dé giam thiéu nguy co bi tan cong bai 16 hong bao mat nay.
Truy cap tai: https://customerportal.solarwinds.com/
- Néu chua thé cap nhat ban va:
+) CAc quan tri vién co thé ngat két ndi Internet ddi véi cac san pham SolarWinds
Orion phién ban 2019.4 d¢én 2020.2.1 HF 1 dé tranh rii ro nguy co bi tan cong.
+) Gigi han pham vi két néi tir may chi SolarWinds dén céc thiét bi dau cudi.
+) Gigi han céc tai khoan co dic quyén cta quan tri vién trén may cha SolarwWinds.
+) Can nhic viée thay doi mat khau cho céc tai khoan c quyen truy cap vao cac san
pham cia SolarwWinds.
3. Tén mién doc hai lién quan dén backdoor SUNBERST
*.avsvmcloud.com
- Quy Pon vi nén giam sét hoac chan cac két ndi lién quan dén t&n mién nay.
Thong tin tham khao tai:

- https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-
leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html

- https://www.solarwinds.com/securityadvisory
I1. L§ hong phan mém Microsoft

STT CVE Mo ta

1 | CVE-2020-17117 |- f}iém CVSS: 7.2 (Cao)
- Anh huong: Exchange Server 2013/2016/20109.

- L& hong cho phép dbi twong tan cong chén va thuc
thi ma tur xa.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-guide/en-
US/vulnerability/ CVE-2020-17117



https://customerportal.solarwinds.com/
https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html

CVE-2020-17132

- biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Exchange Server 2013/2016/2019.

- L& hong cho phép ddi twong tan cdng chén va thuc
thi ma tur xa.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2020-17132

CVE-2020-17141

- biém CVSS: 8.4 (Cao)

- Anh huong: Exchange Server 2016/2019.

- L& hong cho phép dbi twong tan cong chén va thuc
thi ma tur xa.

- DA c6 ma khai thac cong khai trén Internet.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2020-17141

CVE-2020-17142

- biém CVSS: 9.1 (Nghiém trong)

- Anh huong: Exchange Server 2013/2016/2019.

- L& hong cho phép ddi twong tan cong chén va thuc
thi ma tur xa.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2020-17142

CVE-2020-17143

- biém CVSS: 8.8 (Nghiém trong)

- Anh huong: Exchange Server 2013/2016/2019.

- L& hong cho phép ddi twong tan cong thu thap
thong tin.

- B3 c6 ma khai thac cong khai trén Internet.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2020-17143

CVE-2020-17144

- Piém CVSS: 8.4 (Nghiém trong)

- Anh huong: Exchange Server 2010.

- L& hong cho phép dbi twong tan cong chén va thuc
thi ma tur xa.

- Pa c6 ma khai thac cong khai trén Internet.

- Cap nhat ban va bao mat tai:
https://msrc.microsoft.com/update-guide/en-
US/vulnerability/CVE-2020-17144
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