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V/v Céanh béo tin céng mang théng qua dich
vu Remote Desktop va tan cong APT

Kinh gtr:

Theo thong tin tir Cuc An toan thong tin — Bo Thong tin va Truyén thong,
dang c6 mot chién dich tan cong nhim vao cdc mdy chi tai Viét Nam. Tat ca cac
may chu tai Viét Nam dang mé cdng Remote Desktop déu 12 muc tiéu tAn cong cia
hacker. Hinh thirc tdn cong 1a do mét khau quan tri tren cac may chu Néu phat hién
tai khoan quan tri trén may chu st dyng méit khéiu yeu, dbi tuong tdn cong s€ thuc
hién ding nhép vio may chi va cai cdm ma doc Ma héa dif li¢u tong tién 1én may
chii clia nan nhéan. Chién dich tin c6ng nay chi yéu nham vao may chii & ma hoa
dit liéu trén may chu. Ddi tuong tin céng d3 mé rong chién dich tin coéng va dich
nhim t6i 12 cac may chu trén toan qubc, trong d6 c6 ca co quan, t& chirc nha nudc.

Ngoai ra, Trung tim Ung ctru khén cip may tinh Viét Nam (VNCERT) d3 ghi
nhan chién dich tdn cong c6 cha dich (APT) ciia tin tic nhdm vao cac hé théng thong
tin clia ngan hang va tb chirc cht quan hé thdng thong tin ha ting quan trong quc
gia tai Viét Nam. Muyc dich chinh cua tin tic 1a danh cap cac théng tin quan trong
cta hé thong thong tin ciia ngan hang va t6 chirc chit quan hé théng théng tin ha tang
quan trong qudc gia. Véi viée sir dung cac k¥ thuat cao de tan cong thi cac hé thong
bao vé ATTT ctia hé thong thong tin cua ngan hang va td chac chu quan hé théng
thdng tin ha ting quan trong qudc gia s& kho phat hién kip thoi va dong thoi giap tin
tac duy tri quyén kiém soat h¢ théng thong tin. /f/’ﬁ"";
0.
cac chién dich néu trén Trung tim Cong nghé théng tin d& nghi:

1. Theo doi va ngan chan két nbi dén cac may chu C&C c6 tén mién va dia \\
chi IP sau:

STT C&C ' STT C&C
1 192.227.248.189 27 192.227.248.188
2 usfinance.club 28 107.175.75.115
3 ukfinance.online 29 zzivet37.pro
4 107.174.39.144 30 wvideo.site
5 184.164.139.212 31 usfinance.store
6 shengu.tech 32 107.175.64.217
7 kalya.website 33 pixeliph.com
8 smtp3.info 34 198.46.209.171
9 urlmon.online 35 108.170.60.181




10 107.175.94.16 36 62.255.119.211
11 zivet37.services 37 192.95.14.128
12 gpcantgua.com 38 kair.xyz

13 107.172.3.16 39 autoif.online
14 107.175.75.116 40 crossft.site

15 167.114.56.226 41 dochelp.space
16 66.85.157.69 42 185.136.165.202
17 107.172.249.103 43 107.172.249.122
18 198.46.168.33 44 198.23.140.75
19 172.245.205.107 45 107.172.150.141
20 167.114.56.224 46 185.136.163.167
21 116.197.235.202 47 151.106.60.15
22 72.83.72.137 48 198.46.168.29
23 vanxuangroup.edu.vn 49 151.106.60.136
24 gpcantgua.com 50 192.227.248.181
25 192.64.119.21 51 192.64.119.87
26 192.64.119.20 52 192.64.119.86

2. Ra quét hé thdng, x6a céc thu muc va béc g& tap tin ma doc co du hidu
tuong Ung sau:

- MD5: 25376ea6e¢a0903084c45b19c57bd6e4f

- MD5: 1e2795f69¢07e¢430d9e5641d3c07f41¢

- MD5: 3be75036010f112102b6ce09a9299bca

- HSMBalance.exe MDS5: 34404a3{b9804977¢6ab86cb9911b130

- HSMBalance.exe SHA-1:b345¢e6fae155bfaf79c¢67b38cf488bb17d5be56d

- ICAS.ps1 MD5: b12325a1€6379b213d35def383da2986

- ICAS.ps1 SHA-1: c48ff39e5efc6ca60c31200344c47b5de3b3605d

- MD5: 7¢651d115109£d8f35fdfc44£d24518

- MDS5: 8a41520¢89dce75a345ab20ee352fef0

- MD5: b88d4d72fdabfc040ac7{fb768bf72dcd

- hs.exe MDS5: df934e2d23507a7f413580eael 1bb7dc

- hs.exe SHA-1:5¢ce51e¢3882¢40961caf2317a3209831ed77c¢9¢c40

- MD35: fee0b31cc956f083221cb6e80735fccs

- MD5: 4c400910031ee3f12d9958d749fa54d5

- MD5: 2e0d13266b450241533961002e882f15

- MD5: 26£09267d0ec0d339e70561a610fb1fd



- MDS5: 09¢e4£724e73fccc1f659b8a46bfa7184

- MDS5: 18c2adfc214c¢5b20baf483d09c1e1824

- MDS5: 2cd8e5d87115d6¢1a8d88b1{b7372eb0

- MD5: €9130a2551dd030e3¢c0d7bb48544aaca

- MD5: 9888d1109d6d52e971a3a3177773efaa

- MDS5: be021d903653aa4b2d4b99f3dbc98610

- MD5: 2036a9e008d16e8ac35614946034b1a5

- MD5: ef5741c4b96e19498357dc4d33498163

- MDS5: 5B7244C47104F169B0840440CDEDE788
- MD5: 53F7BE945D5755BB628EECB71CDCBF2
- MDS5: E00499E21F9DC990400B8B3C2B5

- MD5: 9¢35€9aa925 522214d704668b039¢f6

- MD5: ¢c29adb5b78300b0f1 7e566ad461b2c7

- MD5: C6774C1417BE2E8B7D14BAD1391/1DO4B

3. Ra soat toan bd may chu ctia don vi, han ché tbi da viéc mo céng dich vu
Remote Desktop. Trong trudng hop can st dung phai thiet 18p cac chinh sach bao
mét nhu: st dung VPN, gidi han IP truy cép, tai khoan dugc phép truy cép, chinh
sach mat khau manh (mat khau c6 to61 thiéu 8 ky ty, c6 day di chir hoa, chir thuong,
sO va ky tu dac biét).

* Tham khdo huong dén tai tai lidu kém theo.

4. Sao luu dir liéu quan trong trén may chu;

5. Theo d&i, giam sat hé thong dé phat hién sém, kip thoi phan Gng cac hanh
vi do quét/tan cong mang.

6. Khi phat hién bi tn cong ma héa dit liéu lién hé véi don vi cung cip dich
vu bao mat/giai ma dir li€u chuyén nghiép dé c6 bién phap khéi phuc dir liéu.

7. Sau khi theo ddi, ngin chin két ndi dén cic may chi C&C v ra quét héx,
théng, boc g& cac tip tin ma doc (néu c6), d¢ nghi cac don vi bao cao két qua vé "’o\
Phong K§ thudt ha tang — Trung tdm Cong nghé thong tin theo dia chi thu dién tém \%\\,‘é
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HUONG DAN BAO PAM AN TOAN KHI QUAN TRI TU XA DUNG
REMOTE DESKTOP

1. Sir dung tén toan khoan va mit khiu manh
Khoéng str dung tai khodn méc dinh nhu: admin, administrator. ..
Khi st dung mat khiu, cin dit mat khiu nhu sau:
- C6 ti thiéu 8 ky tu;
-Céo déy da chir hoa, chir thuong, s va ky tu dac biét:
+ Bing chit cai (vi du: a->z, A->7)
+S6(0->9)
+Cackytydachi€t (! @#$% " "&*()_+|~-=\"{[I:";'<%./)
- M4t khau khong nén bao gdm:
+ Tén username
+ Céc cum tir xut hién trong tir dién
+ Panh van nguoc
2. Gi6i han s6 14n ding nhip sai
Cac cudc te‘:m cong RDP cin Phéi dung hépg ngan, triéu’ lan d‘éing nhép lién
tyc. Vi vay co the ting th(‘)*’i gian dé thyc hién tér} cong Ién rat nhi€u 14n thi nén
khéa nguoi dung sau mot s6 1an dang nhap sai nhat dinh trong 1 khodng thdi gian
nhat dinh.
Céch thiét 1ap gidi han:
M& Administrative Tools

- Control panel -> System and Security -> Administrative Tools
Control Panel > System and Security » Administrative Tools

™

[0 Name Datemodified  Type : Size
" #% Component Services AI2MB B AM  Shortout 2KB
, ¥ Computer Management AVIANB B34 AN Shortowt 2xm
* 34 Defragment and Optimize Drives 4122018634 AN Shortout 28
o #» Disk Cleanup AIZ2IB 63 AN Shortut 2¥8
» B event Viewer 4F13/E018 634 AN Shortcut 2k8
# #h iSCSl initiator 4122018634 AM  Shortant 2kB
4% Local Security Policy AP2ANSEIS AN Shortot 2KE
7% ODBC Data Sources (32-bit) 4122018 634 AN Shortout 2K8
¥% oDBC Data Sources (64-bit) A/12/2018 634 AM  Shortout 28
£ performance Monitor AFI2/201B 634 AN Shoricut 2¥B
$# Print Management 4/12/2018 635 A% Showicat IKR
4w Recovery Drive AFEA0TB G4 AN Shortout 28
% Resource Moritor 122018634 AN Shoriout 2K8
&% Services 410186534 AN Shortout IuB
£} system Configuration Af12/I018 B34 AN Shortout %8
B system Information 412018 634 AN Shortan 2x8

5 Task Scheduler 412/NBEIA AN Shortut 2K8B
¥ Windows Defender Firewall with Adva.. 4712208 B3 AN Shortas 2B
8 windows Memory Diagnostic AFHINE BB AN Shodns TEE
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- M¢ Local Security Policy

terevat Protexcol Security UPsec) Administration. .

o

- M& tab Account Policies rdi bén trong md tab Account Lockout Policy
& tocs! Security Policy - 0O X

£ Resst arvount lockout counter sfer

+ 8 Advanced Audit Policy Configuration i
I

0

- Kich hoat gi6i han & phan Account Lockout Threshold
- Chinh thoi gian khoa tai tab Account Lockout Duration
3. Thay di cong RDP
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- Khi quét, Hacker thuong tim kiém céc két ndi sirdung cong RDP mic dinh (TCP
3;589). Céan bd quan tri g() thé an cac ket noi RDP béng céf:h thay d‘éi chg sang
cong khac. Tuy nhién can luu y tranh xung dot cong ket noi véi phan mém khac
(nhu cong 80 —HTTP , cong 443 — HTTPS ...)

- Cach thuc hién:

+ Vao Start, chon Run (hoic bdm phim Windows + R)

+ Tim dén dudng dan:

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp

C}ick dap vao PortNumber va chon Decimal sau 46 nhép vao sd port can thay
d6i ¢ muc Value data:

4. Trién khai giai phap biao dim an toan khi truy cép tir xa

- Néu cén truy cp quan tri server tir xa ding Remote Desktop, wru tién sir dung
kénh két néi VPN

- Kénh két ndi VPN c6 thé trién khai trén céc hé thbng Windows Server hosic
cac thiét bi Firewall chuyén dung.
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