BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phic

$6:389 /TTCNTT-KTHT Ha Ngi, ngay 16 thang 12 nam 2021
V/v 16 hong bao mat anh hudng nghiém
trong trong Apache Log4j

Kinh gui: Cac don vi truc thuoc Bo ¢ hé thdng théng tin

Ngay 09/12/2021 vira qua, ma khai thac cuaa 16 hng ton tai trong Apache
Logdj da dugc cong khai rong rdi trén Internet. L6 hong ndy anh huong dén
Apache Log4j phién ban tir 2.0 dén 2.14.1, cho phép ddi twong tin cong thuc thi
ma tir xa. Apache Log4j 1a mot thu vién ghi log trong Java, ton tai trong nhiéu
tng dung hién nay duoc str dung phd bién trong cac hé théng thong tin cia co
quan, to chic va doanh nghiép 16n. Theo danh gia cia Cuc An toan thong tin — Bo
Théng tin va Truyén thng, 16 hong nay kha nghiém trong va c6 muac do anh huang
Ion.

Nham bao dam an toan thong tin cho hé thong théng tin ciia Quy don vi, Trung
tam Cong nghé thong tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat va xac minh hé théng théng tin c6 sir dung Apache
Log4j. Quy don vi can cap nhat Ién phién ban méi nhat (log4j-2.15.0-rc2) dé khac
phuc 15 hong bao mat noi trén ciing nhu cac 16 hdng bao mat mai phét hién khéc;
dong thoi nang cap cac ung dung va thanh phan lién quan cé kha niang bi anh
huong (vi du nhu srping-boot-strater-log4j2, Apache Solr, Apache Flink, Apache
Druid,...).

2. Tang cudng giam st va san sang phuong an xu 1y khi phét hién c6 dau
hiéu bi khai thac, tan cdng mang; dong thoi thuong xuyén theo ddi kénh canh bao
Clia cac co quan chirc ning va cac to chic 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cong mang.

Trong trudng hop can thiét, Quy don vi lién hé ¢au mdi hd trg cua Trung tam
Cong nghé thong tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Tréan trong./%

Noi nhan:

- Nhu trén;

- Thi trueng Bui Thé Duy (dé b/c);

- Cong thdng tin dién tir B KH&CN;
- Luu: VT, KTHT.




Phu luc
Théng tin 16 hong bao mat
(Kém theo Cong van sé 389/TTCNTT-KTHT ngay 16 £2 /2021
cua Trung tdm Cong ngh¢ thong tin)

1. Théng tin 16 héng bao mat

- M@ ta: L5 hong nay ton tai trong Apache Log4j2, cho phép déi twong tan
cong thuc thi ma tur xa.

- Anh hwéng: 2.0 <= Apache log4j <= 2.14.1. C4c tng dung va thanh phan d&
bi anh huong srping-boot-strater-log4j2, Apache Solr, Apache Flink, Apache Druid.

2. Danh sach cac hang c6 san pham bi anh hwéng:

https://gist.github.com/SwitHak/b66db3a06¢2955a9¢ch71a8718970c592+#file-
20211210-tlp-white_log4j-md

3. Danh sach IP/Tén mién ddc hai cho dén thoi diém hién tai:

https://hominido.medium.com/iocs-para-log4shell-rce-0-day-cve-2021-
44228-98019dd06f35

4. Hwéng dan khic phuc

Bién phap tét nhat dé khac phuc 15 hong ndy nang cap Ién phién ban méi nhat
(log4j-2.15.0-rc2). Tham khao thong tin tai: https://github.com/apache/logging-
log4j2/releases/tag/log4j-2.15.0-rc2.

Trong trudng hop chua thé nang cap, Quy don vi ¢6 thé sir dung bién phéap khac
phuc thay thé bang cach thém —Dlog4j2.formatMsgNoLookups=true trong JVM
args.

5. Nguén tham khao

- https://github.com/apache/logging-
log4j2/commit/bac0d8a35¢7e354a0d3f706569116dff6c6bd658

- https://www.lunasec.io/docs/blog/log4j-zero-day/


https://github.com/apache/logging-log4j2/releases/tag/log4j-2.15.0-rc2
https://github.com/apache/logging-log4j2/releases/tag/log4j-2.15.0-rc2
https://github.com/apache/logging-log4j2/commit/bac0d8a35c7e354a0d3f706569116dff6c6bd658
https://github.com/apache/logging-log4j2/commit/bac0d8a35c7e354a0d3f706569116dff6c6bd658

DANH SACH CAC PON VI CO HE THONG CNTT
(Kem theo Cong van so 389/TTCNTT-KTHT ngayje /12 /2021 cua Trung tam
Cong nghé théng tin)
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Tén don vi

Téng cuc Tiéu chuan Do luong Chat luong

Cuc Thdng tin Khoa hoc va Céng nghé Quéc gia

Cuc An toan buc xa va hat nhan

Cuc So hivu tri tué

Ban quan ly khu cong nghé cao Hoa Lac

Hoc vién Khoa hoc, Cong nghé va B6i méi sang tao

Vién Nang Iuong nguyén tir Viét Nam

Vién Khoa hoc s¢ hitu tri tué
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Quy Phat trien khoa hoc va cong nghé quéc gia
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.| Quy Bo6i méi cong nghé quéc gia
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