BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 13p - Tw do - Hanh phic

_ S0: 359TTCNTT-KTHT Ha Ngi, ngay 17 thang 10 ndam 2022
VIV 16 hong bao mat anh huéng nghiém
trong trong cac san pham cua Fortinet va
Microsoft

Kinh gui: Bon vi chuyén trach CNTT/ATTT cua cac don vi truc thudc
B Khoa hoc va Céng nghé

Thuc hién céng tac Gng ciu sy ¢d, an toan théng tin mang, Trung tam
Cong nghé thong tin (TTCNTT) canh béo 16 hong bao mat anh huéng nghiém
trong dén cac san pham cua Fortinet va Microsoft, nhu sau:

- Ngay 07/10/2022, Fortinet di cong bd thong tin vé 16 hong bao mat
CVE-2022-40684, anh huong nghiém trong trong cac san pham FortiOS va
FortiProxy ciia minh. L3 hong nay cho phép d6i tuong tan cong chua xac thuc
chiém quyén truy cap vao giao dién quan tri tir xa. Tai Viét Nam, mot s6 nhém
tan cong mang da st dung 156 hong nay dé tan cong vao hé thong thong tin cua
nhiéu co quan, t6 chac (Théng tin chi tiét 16 hong bao mdt 6 tai Phu luc | guri
kem theo).

- Ngay 11/10/2022, Microsoft da phat hanh danh sach ban va thang 10 vai
85 15 hong bao mat trong cac san pham caa minh. Ban phat hanh thang nay dac
biét dang chu ¥ cac 156 hong bao mat c6 mic anh huong cao va nghiém trong
sau:

+ L& hdéng bao mat CVE-2022-41033 trong Windows COM + Event
System Service cho phép déi tugng tan cong thuc hién nang cao dic quyén. LS
hong nay da dugc mot sé nhém tan cong khai thac trong thuc té.

+ 02 16 hong bao mat CVE-2022-37987, CVE-2022-37989 trong
Windows Client Server Run-time Subsystem (CSRSS) cho phép ddi twong tan
cong thuc hién nang cao dic quyén.

+ L& hong bao mat CVE-2022-37968 trong Azure Arc-enabled
Kubernetes cluster Connect cho phép ddi twong tan céng thuc hién nang cao dic
quyén.

+ 03 16 hong bao mat CVE-2022-38048, CVE-2022-41043, CVE-2022-

38001 trong Microsoft Office cho phép ddi tuong tan cong thuc thi ma tir xa, thu
thap thdng tin, tdn cdng gia mao (Spoofing). Trong d6 16 hong CVE-2022-

1



41043 da dugc cong bd rong réi trén Internet.

+ 03 16 hong bao mat CVE-2022-41036, CVE-2022-41037, CVE-2022-
41038 trong Microsoft SharePoint Server cho phép ddi twong tan cong thyc thi
ma tu xa.

+ L& héng bao mat CVE-2022-41031 trong Microsoft Word cho phép d6i
tuong tan cdng thuc thi ma tir xa.

+ L& hong bao mat CVE-2022-37976 trong Active Directory Certificate
Services cho phép d6i twong tan céng thyuc hién nang cao dic quyeén.

Thong tin chi tiét cac 16 hang bdo mdt co tai Phu luc 11 kém theo.

Nham dam bao an toan théng tin cho hé théng théng tin cua Quy don vi
dong thoi gop phan bao dam an toan cho cac hé théng théng tin cia Bo Khoa
hoc va Cong nghé, TTCNTT khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat cac san pham FortiOS, FortiProxy va Microsoft dang
st dung c¢6 kha niang bi anh hudng bai 16 hong trén. Thuc hién cap nhat ban va
kip thoi dé tranh nguy co bi tin céng (tham khao thong tin tai phu luc kém theo).

2. Tang cudng gidm sat va san sang phuong an xu ly khi phét hién cé dau
hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo ddi kénh canh
b&o cha cac co quan chirc ning va cac to chic 16n vé an toan thong tin dé chu
dong phat hién kip thoi cac nguy co tan cong mang.

Trong truong hop can thiét, Quy don vi co thé lién hé dau méi hd tro cua
Trung tdm Cong nghé thong tin: Phong Ky thuat ha ting, dién thoai
024.39439060, thu dién ti: phongktht@most.gov.vn.
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. . Phu luc | .
Thong tin vé 15 hong bao mét trong san pham Fortinet
(Kem theo Cong van s0359 [TTCNTT-KTHT ngay17 /10/2022
cua Trung tdm Cong ngh¢ thong tin)
1. Théng tin cac 16 hong bao mat

- M6 ta: LS hong anh huong dén FortiOS va FortiProxy, cho phép ddi
tuong tan cong chua xac thuc co quyén truy cap vao giao dién quan tri tir xa
thong qua HTTP/HTTPS requests doc hai.

- Anh hwéng: FortiOS phién ban 7.0.0 d&én 7.0.6; 7.2.0 dén 7.2.1,
FortiProxy phién ban 7.0.0 ¢én 7.0.6, 7.2.0.

2. Hwéng dan khic phuc

Bién phap tot nhat dé khac phuc 16 hong bao mat n6i trén la cap nhat 1én
phién ban méi (FortiOS 7.0.7 va 7.2.2, FortiProxy 7.0.7 va 7.2.1). Trong truong
hop chua thé nang cap, Quy don vi can thuc hién bién phap khic phuc tam thoi
bang cach thiét 1ap chinh sach va han ché quyén truy cap cac dia chi IP vao giao
dién quan tri, trién khai xac thuc da yéu té (MFA) dé khong bi 16 théng tin giao
dién quan tri va tranh nguy co bi tin céng khai théc.

3. Tai liéu tham khao

https://www.tenable.com/blog/cve-2022-40684-critical-authentication-
bypass-in-fortios-and-fortiproxy

https://docs.fortinet.com/document/fortigate/7.2.2/fortios-release-
notes/289806/resolved-issues

https://docs.fortinet.com/document/fortigate/7.2.0/best-
practices/127480/user-authentication-for-management-network-access


https://www.tenable.com/blog/cve-2022-40684-critical-authentication-bypass-in-fortios-and-fortiproxy
https://www.tenable.com/blog/cve-2022-40684-critical-authentication-bypass-in-fortios-and-fortiproxy

Phu luc Il

Thong tin vé 16 hong bao mat trong san pham Microsoft
(Kém theo Cong van sé 359 ITTCNTT-KTHT ngay 17 /10/2022
cua Trung tdm Cong ngh¢ thong tin)

1. Théng tin cac 16 hong bao mat

Stt

CVE

Mo ta

Link tham khao

CVE-2022-41033

- biém CVSS: 7.8 (Cao)

- Lb héng trong Windows
COM + Event System
Service cho phép dbi tugng
tdn cong thuc hién nang cao
dac quyén. L6 hong nay da
dugc mot s6 nhdm tan cong
khai théc trong thuc té.

- Anh huwong: Windows
7/8.1/10/11, Windows

Server
2008/2012/2016/2019/2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41033

CVE-2022-37987

- biém CVSS: 7.8 (Cao)

- L& hong trong trong
Windows Client Server Run-
time Subsystem (CSRSS)
cho phép dbi twong tan cong

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-37987

2 thuc hién nang cao dic
CVE-2022-37989 quy?n https://msrc.microsoft.
7 7 _ com/update-
- Anh huong: Windows | o jigenyinerability/CV
7/8.1/10/11, Windows E-2022-37989
Server
2008/2012/2016/2019/2022.
- Piém CVSS: 10 (Nghiém
trong) https://msrc.microsoft.
3 | CVE-2022-37968 | - LO hong trong Azure Arc- | com/update-

enabled Kubernetes cluster
Connect cho phép dbi tuong
tin cong thuc hién nang cao

guide/vulnerability/CV
E-2022-37968



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37987
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37987
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37987
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37987

Stt

CVE

MO ta

Link tham khao

dac quyén.

- Anh huoéng: Azure Stack
Edge, Azure Arc-enabled
Kubernetes cluster
1.6.19/1.5.8/1.7.18/1.8.11

CVE-2022-38048
CVE-2022-41043
CVE-2022-38001

- biém CVSS: 7.8 (Cao)

- L& hong trong trong
Microsoft Office cho phép
d6i tuong tan cong thuc thi
ma tur xa, thu thap thong tin,
tan céng gia mao (Spoofing).

- Anh huong: Microsoft
Office 2013/2016/2019,
Office 365 Apps, Office
LTSC.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-38048

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41043

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-38001

CVE-2022-41036
CVE-2022-41037
CVE-2022-41038

Piém CVSS: 8.8 (Cao)

- L& hong trong Microsoft
SharePoint Server cho phép
d6i tuong tan cong thuc thi
ma tu xa.

- Anh huong: Microsoft

SharePoint Server
2016/2019, SharePoint
Foundation/Enterprise
Server 2013.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41036

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41037

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41038



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41043
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41043
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41043
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41043
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41036
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41036
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41036
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41036
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41037
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41037
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41037
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41037

Stt CVE Mo ta Link tham khao
- biém CVSS: 7.8 (Cao)
- L hod Mi _
¢ ong trorlg A.ICI‘OSOft https://msrc.microsoft.
Word cho phép doi tugng com/undate-
6 | CVE-2022-41031 | thn cong thuc thi ma tir xa, P

- Anh huong: Microsoft 365
Apps, Microsoft Office
2019/LTSC.

guide/vulnerability/CV
E-2022-41031

CVE-2022-37976

Piém CVSS: 8.8 (Cao)

- L& hong trong Active
Directory Certificate
Services cho phép dbi tugng
tin coéng thuc hién nang cao
dac quyén.

- Anh huwong: Windows
Server
2008/2012/2016/2019/

2022

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-37976

2. Hwéng din khic phuc
Bién phap tot nhat dé khic phuc la cap nhat ban va cho cac 16 hong bao

mat noi trén theo hudng dan cua hang. Quy don vi tham khao cac ban cap nhat
phl hop cho cac san pham dang st dung tai link nguon tham khao tai myc 1 cua
phu luc.

security-update-review

3. Tai ligu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Oct
https://www.zerodayinitiative.com/blog/2022/10/11/the-october-2022-




DANH SACH CAC PON VI NHAN VAN BAN

(Kém theo Cong van sé 359/TTCNTT-KTHT ngay17 /10/2022 cua Trung tam

Cong nghé thdng tin)

_|
_|

Tén don vi

Thanh tra Bo

Cuc Cong tac phia Nam

Cuc Ung dung va phét trién céng nghé

Cuc Nang luong nguyén tur

Cuc Thdng tin Khoa hoc va Céng nghé Qudc gia

Cuc Phat trién thi truong va doanh nghiép khoa hoc va cong nghé

Cuc An toan buc xa va hat nhan

Cuc So hiru tri tué

WO N o O~ -

Téng cuc Tiéu chuan Do luong Chat luong

[HEN
o

Ban quan ly khu cong nghé cao Hoa Lac

[EEN
=

Hoc vién Khoa hoc, Cong nghé va Boi méi sang tao

[EEN
N

.| Vién Khoa hoc va céng nghé Viét Nam - Han Quéc (VKIST)

[EEY
w

.| Vién Nghién cau sang ché va Khai thac céng nghé

[HEN
P

Vién Nang Iuong nguyén tir Viét Nam

[HEN
(9

.| Vién Ung dung cong nghé

[HEN
D

.| Vién Banh gia khoa hoc va Binh gid cong nghé

[EEY
\l

.| Vién Khoa hoc s¢ hiru tri tué

[EEY
o

.| Vién Nghién ciru va Phat trién Ving

[EEY
O

.| Van phong cac Chuong trinh trong diém cip nha nudc

N
o

.| Van phong Cong nhan chat luong

N
[

.| Van phong Pang ky hoat dong khoa hoc va céng nghé

N
N

.| Van phong cac Chuong trinh khoa hoc va cng nghé qubc gia

N
w

.| B4o Khoa hoc va Phat trién

N
&

Tap chi Khoa hoc va Cong nghé Viét Nam

)
o

Nha xuat ban Khoa hoc va K¥ thuat

N
»

.| Quy Phét trién khoa hoc va cong nghé quéc gia

N
-~

.| Quy B6i méi cdng nghé quéc gia

N
(00)

.| Trung tdm Nghién ctu va Phat trién truyén théng khoa hoc va cong nghé

N
O

.| Trung tdm Nghién czu va Phét trién hoi nhap khoa hoc va cong nghé quéc té
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