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TRUNG TAM CONG NGHE THONG TIN Doc 1ap - Tw do - Hanh phtc
S6:336 ,/TTCNTT—KTHT N Ha Néi, ngay 10 thang 11 nam 2020
Vv hoat dong tan cdng mang, khai thac 16
hong

Kinh gui: Cac don vi truc thuéc Bo

Hién tai Bo Cong an phat hién nhiéu nhém téi pham mang gia ting hoat dong
tan cdng c6 cha dich (APT) thong qua khai thac 16 hong bao mat trén mét sé dong
thiét bi DrayTek, anh huong truc tiép dén an ninh mang, an toan théng tin cta cac
co quan, t6 chtc, bd, ban, nganh, noi dung cu thé nhu sau:

1. Theo cdng bé tir thang 2/2020 cua cac hdng bao mat trén thé gigi va cua
DrayTek, mot s6 thiét bi dinh tuyén va chuyén mach cia hang nay (c6 danh sach
kém theo) c6 16 hong bao mat nghiém trong (ma 16i CVE-2020-8515). Tin tic khai
thac thanh cong 15 hong bao mat nay co6 thé dat quyén truy cap cao nhat (quyén
root) vao thiét bi. Dic biét nguy hiém vai cac thiét bi dinh tuyén, thuong duoc st
dung 1a diém két ndi gitta mang Internet véi hé thong mang cuc bo (LAN) bén
trong. Sau khi kiém soét thiét bi nay, tin tic co thé ra quét, thu thap thong tin he
théng mang; nghe trom di liéu trén duong truyén dé thu thap thong tin tai khoan
dang nhap véi cac giao thic khdng ma hoa; chinh stra cau hinh, chuyén huéng
truy cap mang nham cai cim ma doc vao cac may chu, may tram bén trong; tiép
tuc mé rong tan cong, kiém soat hé thong mang; thu thap tai liéu ndi bo, bi mat
nha nuéc hoic x6a, ma hda dir liu doi tién chudc gay thiét hai 16n cho cac co
quan, to chirc. Bén canh cac thiét bi dinh tuyén, mot so6 thiét bi chuyén mach cua
hdng nay c6 15 hong ciing kéo theo nguy co bi tin tic tan cong, thay doi cau hinh
VLAN, cho phép tin tac truy cip cac phan ving mang duoc bao vé trong hé thdng
mang cuc bo.

Qua diéu tra hoat dong tan céng mang, Bo Cong an nhan thay thoi gian qua
d3 c6 nhiéu co quan, doanh nghiép bi tin cong mang théng qua 16 hong bao mat
trén thiét bi mang DrayTek. Mic du hang DrayTek d phat hanh ban cap nhat
phan sun (Firmware) cho céc san pham c6 16 hong bao mat, tuy nhién, dén nay
van c6 khoang 2453 thiét bi dinh tuyén DrayTek Vigor két ndi Internet ¢ Viét Nam
c6 thé ton tai 16 hong bao mat, chua duoc cap nhat ban va. Néu khong xir 1y, khic
phuc kip thoi c6 thé 1a muc tiéu tin cdng clia cac nhoém toi pham mang.

2. Tur tinh hinh trén, dé bao ¢am an ninh mang, Trung tdm Coéng nghé thdng
tin d& nghi cac don vi c6 hé théng théng tin truc thudc Bo cha dong thuc hién cac
bién phép sau:



- T6 chuc kiém tra, ra soat cac thiét bi DrayTek duoc sir dung trong hé thong
mang; kiém tra cau hinh, cap nhat phién ban firmware mai nhat; x6a bo cac tai
khoan la; tit tinh nang quan tri tir xa qua mang Internet (néu khong can thiét).

- Tang cuong giam sat an ninh mang, kip thoi phét hién hoat dong tan cong
mang, phdi hop véi Trung tdm Cong nghé thdng tin trong diéu tra, xac minh, Xt
Iy d6i twong thuc hién tan céng mang.

- Két qua kiém tra, ra soat dé nghj trao doi bang van ban gui vé Trung tam
Cong nghé théng tin, dia chi: 113 Tran Duy Hung, Cau Gidy, Ha Noi truéc ngay
24/11/2020.

Trong trudng hop can thiét cé thé lién hé dau moi hd trg ciia Trung tam Cong
nghé thong tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Trantrong./. /-

Noi nhgn: GIAM bOC
- Nhu trén;

- Thtr truong Bui Thé Duy (dé biét);
- Luu: VT, KTHT.

Ha Quéc Trung



Danh sach thiét bj DrayTek ton tai 16 hong bao mat CVE-2020-8515
(Kém theo Cong van s6336 [TTCNTT-KTHT ngay 10 /11/2020)

STT Tén thiét bi Phién ban Firmware
1 | DrayTek Vigor2960 <151
2 | DrayTek Vigor300B <151
3 | DrayTek Vigor3900 <151
4 | DrayTek VigorSwitch20P2121 <232
5 | DrayTek VigorSwitch20G1280 <232
6 | DrayTek VigorSwitch20P1280 <232
7 | DrayTek VigorSwitch20G2280 <232
8 | DrayTek VigorSvvitch20P2280 <232
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