BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phic

S0: 32 ITTCNTT-KTHT Ha Ngi, ngay 09 thang 02 nam 2022
Vv 16 hong bao mat CVE-2021-4034
trong Polkit pkexec anh hudéng nghiém
trong dén hé diéu hanh Linux

Kinh guri: Cac don vi truc thudc Bo ¢6 hé théng théng tin

Ngay 25/01/2022, cac nha nghién citu bao mat da cong bd théng tin canh
bao vé 16 hong bao mat CVE-2021-4034 (hay con goi la PwnKit) trong thanh phan
pkexec cua Polkit anh huong nghiém trong dén hé diéu hanh Linux, cho phép dbi
tuong tan cdng thuc hién tan cong leo thang dac quyén vai mot tai khoan nguoi
ding bat ky trong hé thong muc tiéu.

Polkit 12 mot thanh phan mic dinh cia nhiéu ban phan phéi Linux dugc
dung dé kiém soét va quan 1y cac dac quyeén trong hé thong. LS hong nay c6 muc
anh huong kha 16n do hé diéu hanh Linux dang duoc sir dung kha pho bién trong
nhiéu hé thdng thdng tin cua co quan, té chic hién nay. Hién tai d c6 ma khai
thac dugc cong bo rong réi trén Internet.

Théng tin chi tiét 16 hong bao mat co tai Phu luc kém theo.

Nham bao dam an toan théng tin cho hé théng thdng tin cia Quy don vi,
Trung tdm Cong nghé thdng tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat, xac dinh cac hé thong théng tin st dung hé diéu hanh
Linux c6 kha ning bi anh huong. Thuc hién ciap nhat ban va kip thoi dé tranh
nguy co bi tin coéng trong trudng hop chua thé cap nhat ban va can thuc hién cac
buéc khic phuc thay thé dé giam thiéu nguy co bi tan céng (tham khao thong tin
tai Phu luc kém theo).

2. Ra soat, giam sat cac dau hiéu lién quan dén cac hanh vi khai thac 15
hong nay trén toan bo hé thong thong tin dé phat hién va xir ly kip thoi cac dau
hiéu tan cong mang; dong thoi thuong xuyén theo ddi kénh canh béo cua céc co
quan chirc nang va cac té chirc 16n vé an toan thong tin dé phét hién kip thoi cac
nguy co tin céng mang.

3. Bao cao két qua xu ly 16 hong néu trén vé Trung tdm Cong nghé théng
tin: Phong K§ thuat ha tang, thu dién ti: phongktht@most.gov.vn truéc ngay
23/2/2022.

Trong truong hop can thiét, Quy don vi lién hé dau méi hd trg cua Trung
tam Cong nghé thdng tin: Phong K§ thuat ha tang, dién thoai 024.39439060, thu
dién ti: phongktht@maost.gov.vn.



Tréan trong.lw.ﬁ

Noi nhan:

- Nhu trén;

- Tht truong Bui Thé Duy (dé b/c);

- Céng théng tin dién tir Bo KH&CN;
- Luvu: VT, KTHT.




Phu luc
Théng tin vé céc 16 hong bao mat CVE-2021-4034
(Kém theo Céong van sé 32 [TTCNTT-KTHT ngay 09 02 /2022 cia Trung tam
Cong nghé thdng tin)

1. Théng tin 16 héng bao mat
- CVSS: 7.8 (cao)

- M6 ta: Lb hdng ton tai trong pkexec cua polkit, cho phép ddi twong tan cong
thuc hién tan cong leo thang dac quyén vai mot tai khoan ngudi ding bat ky.

- Anh hwéng: Red Hat Enterprise Linux 6/7/8, Red Hat Virtualization 4, cac
cau hinh mic dinh trén Ubuntu, Debian, Fedora va CentOS,....

2. Hwéong dan khic phuc

Bién phap tt nhat dé khac phuc 1 cap nhat ban va cho 15 hong bao mat néi
trén. Tuy nhién trong trudng hop chua thé cap nhat, Quy don vi ¢6 thé thuc hién cac
buéc khac phyc thay thé nhu sau:

Poi véi hé diéu hanh Red Hat
Budce 1: Cai dat required systemtap packages va dependencies
https://access.redhat.com/solutions/5441.
Buéc 2: Cai dat thong tin g& 15i polkit

debuginfo-install polkit

Buac 3: Tao script systemtap va dat tén la pkexec-block.stp

probe process("/usr/bin/pkexec").function(*main™) {
if (cmdline_arg(1) =="")
raise(9);

¥

Budc 4: Tai systemtap module vao kernel dang chay

stap -g -F -m stap_pkexec_block pkexec_block.stp

Budéc 5: Kiém tra dam bao module d3 duoc tai vao kernel

Ismod | grep -i stap_pkexec_block
stap_pkexec_block 434176 0

Budc 6: Sau khi polkit package da duogc cap nhat Ién phién ban da c6 chira
ban V4, systemtap generated kernel module c6 thé xda bang céach chay

rmmod stap_pkexec_block

Luu y: Cac buéc giam thiéu nay khong duoc ap dung ddi véi hé théng c6 si
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dung Secure Boot.
Poi véi cac ban phan phéi Linux khac
C6 thé thuc hién bang cach bo quyén suid véi Just/bin/pkexec bang cach

thue hién cau 1énh sau véi quyén root

chmod 0755 /usr/bin/pkexec

Hoac

chmod u-s /usr/bin/pkexec

Lueu y: Viéc ndy c6 thé khién cho hé diéu hanh cé thé hoat dong khong nhu
mong muon.

3. Tai liéu tham khao

https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkit-local-
privilege-escalation-vulnerability-discovered-in-polkits-pkexec-cve-2021-4034

https://access.redhat.com/security/vulnerabilities/RHSB-2022-001



DANH SACH CAC PON VI NHAN VAN BAN

(Kém theo Céong van sé 32 [TTCNTT-KTHT ngay09 b2 /2022 cia Trung tam

Cong nghé thdng tin)

TT Tén don vi

1. | Thanhtra Bo

2. | Cuc Coéng tac phia Nam

3. | Cuc Ung dung va phat trién cong nghé

4. | Cuc Nang luong nguyén tir

5. | Cuc Thong tin Khoa hoc va Cong nghé Qudc gia

6. | Cuc Phat trién thi trudng va doanh nghiép khoa hoc va cong nghé
7. | Cuc An toan birc xa va hat nhan

8. | Cuc So htru tri tué

9. | Tong Cuc tiéu chuan do luong chat luong
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Quy Phat trién khoa hoc va cong nghé quéc gia
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.| Trung tdm Nghién cttu va Phaét trién truyén thong khoa hoc va cong nghé
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.| Trung tdm Nghién cttu va Phaét trién hoi nhap khoa hoc va cdng nghé qudc té
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