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Sé: 309 /TTCNTT-KTHT Ha Ngi, ngay 3 thing A0nam 2020
V/v nguy co tan cong vao cac co quan to chirc
qua 16 hong trong VMware vCenter

Kinh gti: Cac don vi ¢6 hé théng thong tin truc thudc Bo

Theo canh béo ciia Cuc An toan thong tin — Bo Thong tin va Truyén thong vé
xu huéng khai théc 16 héng trong VMware vCenter, cho phép ddi tuong tan cong
doc tep tuy y. Theo danh gia so bd VMware vCenter 1a ing dung dugc su dung tat
rat nhiéu co quan td chiic trong vi€éc quan ly tdp trung cac mdy ao va may chu
ESX/ESXi (c6 it nhit hon 20 hé thong méay chi dang hoat dong cong khai trén
Internet, chira ké nhiéu hé thdng khong cong khai).

Pau thang 10, Cuc An toan thong tin phat hién mot s6 ma khai thac da duoc
cong khai trén Internet, nhitng ma khai thac ndy co thé sir dung dé tan cong vio cic
méay chi VMware vCenter qua d6 kiém soat hé théng thong tin clia cac co quan to
chirc trong cac chién dich tin cong nguy hiém.

Nhim dam bao an toan thong tin cho hé théng thong tin ctia quy don vi, Trung
tam Cong ngh¢ thong tin yéu cau don vi trién khai quyét 1iét mot s6 khuyén nghi
sau:

1. Kiém tra, ra soat, xac minh hé théng thong tin ¢6 kha ndng bi anh huong
boi 16 hdng trén va c6 phuong an xir 1y, khic phuc 16 hdng. Quy don vi nén cip
nhat, ning cép 1én phién ban VMware vCenter m&i nhat dé khic phuc 16 hong bao
mat ndi trén va cac 16 hdng bao mat moi phat hién khac. I'6 héng bao mat nay da
dugc va tai VMware vCenter phién ban 6.5ul.

2. Tang cudng giam sat va sin sing phurong an xir Iy khi phat hién c6 dau hiéu
bi khai thac, tdn cong mang. Ddi véi cac co quan t6 chirc ¢6 nhan su k¥ thuat tot co
thé thir nghiém xam nhap vao hé thdng thong qua 16 hong nay.

Trong trudng hop can thiét c6 thé lién hé dau mdi hd trg cia Trung tim Cong
nghé thong tin: Phong K¥ thuat ha tang, dién thoai 024.39439060, thu dién tu:
phongktht@most.gov.vn. ﬁ

Tréan trong./.
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Phu luc
Huéng din chi tiét va 16 hong bio mat
(Kem theo Cong van s6 803 /TTCNTT-KTHT ngay 38 /40 /2020)

L3 hdng ton tai trong phién ban VMware 6.5.0a-f. Tuy nhién 16 hong nay
con anh hudng dén ca phién ban tir 6.0.0 dén 6.5.0 va c6 thé anh hudng ca dén cac
phién ban cii hon. Vi vay dé tranh nguy co bi khai théc, Trung tim Cong nghé thong
tin khuyén nghi cdc quan tri vién cap nhat hé théng 1én phién ban VMware vCenter
méi nhat. Thuc hién va 16 hong bao mat nay theo céc cach sau:

Ciach 1: Nang cép 1én phién ban VMware vCenter méi nhét. Thuc hién theo
huéng din ctia nha phét trién tai: https://my.vmware.com/group/vmware/patch.

Cach 2: Cip nhit cac ban va bdo mat da biét. Mdi ban va s& co cach cap nhat
va su tuong thich khac nhau, can thyuc hién theo huéng dan ctia nha phat trién.

- VMware phan phéi cic ban vé c6 san & 2 dang: mo hinh dua trén ISO va md
hinh va dua trén URL.

Ban va dang hinh anh ISO ¢6 thé tai tai:
hitps://my.vmware.com/group/vmware/natch

Quan tri vién ciing c6 thé tai cac ban va dang ZIP tai:
https://my.vmware.com/web/vmware/downloads va xay dyng 1 kho luu triv tuy
chinh trén may cha web cuc bg, tén tép tai xudng 13 VMware-vCenter-Server-
Appliance- product version - build_number -updaterepo.zip

Dudi day 1a chi tiét cac budc cip nhét cho phién ban VMware vCenter 6.5ul:
B1: Truy cép vao trang web nha phat trién va tai tép
VMware-vCenter-Server-Appliance-6.5.0.12000-7116595-patch-FP.iso
B2: Pua ban va di tai xuéng vao hé théng cai dit ciu hinh vCenter Server
B3: Bam dup vao ISO_mount_directory / autorun.exe

B4: Nhip vao Patch All
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Thoéng tin tham khao thém tai: htips:/kb.vmware.com/s/article/2 150220

Céch 3: Trong truong hop chua thé nang cép kip thoi can thwe hién bién phéap dé
ngin chin tn cdng khai thac 16 héng trén bing cach st dung hé théng tuong lia.


https://kb.vmware

		CỤC CTSBMTT - VGCA(04.3773.8668 | ca@bcy.gov.vn)
	2020-10-26T14:21:41+0700
	Việt Nam
	Trung tâm Công nghệ thông tin<ttcntt@most.gov.vn> đã ký lên văn bản này!




