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TRUNG TAM CONG NGHE THONG TIN Poc lap - Tw do - Hanh phic
S6: 283TTCNTT-KTHT Ha Ngi, ngay 26 thang 08 ndm 2022
V/v canh b&o 16 hong bao mat nghiém trong
trén GitLab

Kinh guri: Cac don vi truc thudc Bo
(Danh séch cu thé kém theo)

Ngay 22/8/2022 vira qua, GitLab di phat hanh ban vé cho 16 hong bao mat
nghiém trong CVE-2022-2884 (CVSS: 9,9). L5 hong trong GitLab CE/EE cho
phép cac dbi twong tan cbng thyuc thi ma tir xa thong qua tinh ning import tir
GitHub. L& hong nay anh hudng dén céac phién ban Gitlab CE/EE tir 11.3.4 dén
trudc 15.1.5, Gitlab CE/EE tir 15.2 dén truée 15.2.3 va Gitlab CE/EE tir 15.3 dén
trudc 15.3.1. Hién tai, GitLab da phat hanh phién ban 15.3.1, 15.2.3, 15.1.5 cho
GitLab Community Edition (CE) va Enterprise Edition (EE) dé khac phuc 16 hong
trén.

GitLab 14 mot trong nhitng phan mém duogc st dung phé bién dé quan ly
ma ngudn hién nay. Nham bao dam ATANTT cuaa Quy don vi, Trung tm Cong
nghé thong tin dé nghi Quy don vi thyc hién ra soat, cap nhat ban va (néu co),
trong trudng hop chua thé cap nhap ngay cé thé thuc hién bién phap khic phuc
thay thé bang céch Disable GitHub import. Tham khao chi tiét
tai: https://about.gitlab.com/releases/2022/08/22/critical-security-release-gitlab-
15-3-1-released/.

~ Thong tin lién hé: Trung tam Cong ngh¢ thong tin, Ong Vii Xuan Phuong;
so dién thoai: 0941202428, thu dién tir: vxphuong@most.gov.vn.

Tran trong./.
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DANH SACH PON VI NHAN VAN BAN

(Kém theo Céng van so 283 TTCNTT-KTHT ngay26 thangog nam 2022 cua

Trung tam Cong nghé thong tin)
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Cuc Cong tac phia Nam

Cuc Ung dung va phat trién cong nghé

Cuc Nang lugng nguyén tir

Cuc Théng tin Khoa hoc va Cong nghé Qudc gia

Cuc Phat trién thi truong va doanh nghiép khoa hoc va cong nghé

Cuc An toan burc xa va hat nhan
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Nha xuat ban Khoa hoc va Ky thuat
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