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'S6:279 [TTCNTT-KTHT Ha Ngi, ngay 28 thang 09ndm 2021
V/v 16 hong bao mat nghiém trong trong
Camera IP Hikvision

Kinh guri: Cac don vi truc thudc Bo

Ngay 19/9/2021 vira qua, Hikvision vira céng bd 16 héng bao mat CVE-
2021-36260 trong san pham Camera IP. L3 hong nay c6 diém CVSS: 9.8 (nghiém
trong), cho phép ddi tuong tan cdng thuc thi ma tir xa ma khdng can xac thuc, tir
d6 chiém toan quyén kiém soét thiét bi, thong qua do6 co thé truy cap va tan cong
mang ndi bd cua co quan, to chuc.

Camera IP dugc cac co quan to chirc, doanh nghiép sir dung kha phd bién
hién nay vi vay 16 hong nay anh huéng kha 16n va c6 thé gay rai ro cho cac co s
ha tang quan trong. Theo danh gia so bo tir cac chuyén gia bao mat, 16 hong nay
anh hudng dén hon 100 triéu thiét bi trén toan cau trong d6 c6 ca Viét Nam. Cuc An
toan thong tin — B6 Thong tin va Truyén thdng danh gia kha nang ma khai thac cua
16 hong nay s& som duoc cong khai trén Internet trong thoi gian sap toi.

Nham bao dam an toan thong tin cho hé thong théng tin ciia Quy don vi, Trung
tam Cong nghé thong tin khuyén nghi Quy don chi dao thuc hién:

1. Kiém tra, ra soat va xac dinh hé thong thdng tin ¢ st dung va nhiing hé
théng thdng tin c6 két ndi véi thiét bi Camera IP Hikvision; néu st dung can thuc
hién cap nhat firmware, tach riéng dai mang ding cho camera va han ché truy cap
dén cac dai mang khac.

2. Tang cuong gidm séat va sin sang phuong an xt ly khi phat hién c6 dau
hiéu bi khai thac, tin cdng mang; dong thoi thuong xuyén theo di kénh canh bao
clia cic co quan chirc ning va cac to chic 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cong mang.

Trong trudng hop can thiét, Quy don vi lién hé dau mdi hd trg cua Trung tam
Cong nghé thong tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Trén trong./.

Noi nhan:

- Nhu trén;

- Thi trueng Bui Thé Duy (dé b/c);

- Céng thong tin dién tir B KH&CN:
- Luu: VT, KTHT%

Ha Quéc Trung



Phu luc
~ Thdng tin 16 hong bao mat
(Kem theo Cong van s0279 ITTCNTT-KTHT ngay28 09 /2021 cua Trung tam
Cong nghé thdng tin)
1. Théng tin 18 hong bao mat
- M0 ta: L3 hong anh hudng dén san phiam camera IP Hikvision, cho phép dbi
tuong tan cdng thuc thi ma tir xa ma khdng can xac thuc, tir d6 chiém toan quyén
kiém soéat thiét bi va cd thé truy cap va tan cong mang ndi bo ciia muc tiéu.
- Piém CVSS: 9.8 (nghiém trong)

- Anh huwéng:

Tén san pham Phién ban 4nh huéng

DS-2CVxxx1 Versions which Build time before 210625
DS-2CVxxx5
DS-2CVxxx6

HWI-XXXX
IPC-XXxX
DS-2CD1xx1

DS-2CD1x23
DS-2CD1x43(B)
DS-2CD1x43(C)
DS-2CD1x43G0E
DS-2CD1x53(B)
DS-2CD1x53(C)

DS-2CD1xx7G0

DS-2CD2xx6G2
DS-2CD2xx7G2

DS-2CD2xx2WD
DS-2CD2x21G0
DS-2CD2xx3G2

DS-2CD3xx6G2
DS-2CD3xx7G2

DS-2CD3xx7GOE

DS-2CD3x21G0
DS-2CD3x51G0

DS-2CD3xx3G2

DS-2CD4xx0
DS-2CD4xx6




DS-2CD5xx7
DS-2CD5xx5
iDS-2XM6810
iDS-2CD6810

DS-2XE62X7FWD (D)
DS-2XE30x6FWD (B)
DS-2XE60X6FWD (B)
DS-2XE62x2F (D)
DS-2XC66X5G0
DS-2XE64x2F (B)

DS-2CD7xx6G0
DS-2CD8Cx6G0

KBA18 (C) -83x6FWD

(i) DS-2DEXxxxx

(i) DS-2PTxxxX

(i) DS-2SE7xxxx

DS-2DY Hxxxx

DS-DY 9xxxx

PTZ-Nxxxx

HWP-NXxxxXx

DS-2DF5xxxx
DS-2DF6xxxx
DS-2DF6xxxx-Cx
DS-2DF7xxxx
DS-2DF8xxxx
DS-2DF9xxxx

IDS-2PT9xxxx

IDS-2SK7xXxxx
IDS-2SK8xxxx

IDS-2SR8xxxx

IDS-2VSxxxx

DS-2TBxxx
DS-Bxxxx
DS-2TDxxxxB

DS-2TD1xxx-xx
DS-2TD2xxx-Xx

DS-2TD41xx-xx [ WX
DS-2TD62xx-xx [ WX
DS-2TD81xx-xx / Wx
DS-2TD4xxx-xx [ V2

Versions which Build time before 210702




DS-2TD62xx-xx [ V2
DS-2TD81xx-xx [/ V2

DS-76xXxXNI-K1xx
DS-76xxXNI-QxX
DS-HiLookl-NVR-1xxMHxx V4.30.210 Build201224 - VV4.31.000
DS-HiLookI-NVR-2xxMHxx Build210511
DS-HiWatchl-HWN-41xxMHxx
DS-HiWatchl-HWN-42xxMHxx

DS-71xxXNI-Q1xx
DS-HiLookl-NVR-1xxMHxx
DS-HiLookI-NVR-1xxHxx
DS-HiWatchl-HWN-21xxMHxXx
DS-HiWatchl-HWN-21xxHxXx

V4.30.300 Build210221 - V4.31.100
Build210511

2. Hwong dan khic phuc

Pé khac phyc 16 hong bao mat néi trén, nguoi dung nén tai ban cap nhat
firmware phu hop véi san pham dang st dung, tach riéng dai mang dung cho
Camera IP, han ché truy cap dén cac dai mang khac.

Thoéng tin cac ban cap nhat firware cd tai:
https://www.hikvision.com/en/support/download/firmware
3. Nguén tham khao

https://www.hikvision.com/en/support/cybersecurity/security-advisory/security-
notification-command-injection-vulnerability-in-some-hikvision-products



DANH SACH CAC PON VI NHAN VAN BAN

(Kém theo Céng van sé ITTCNTT-KTHT ngay / /2021 cua Trung tam

Cong ngh¢ thong tin)

TT Tén don vi

1. | Thanhtra Bo

2. | Cuc Coéng tac phia Nam

3. | Cuc Ung dung va phat trién cong nghé

4. | Cuc Nang lugng nguyén tir

5. | Cuc Thdng tin Khoa hoc va Céng nghé Quéc gia

6. | Cuc Phat trién thi trudng va doanh nghiép khoa hoc va cong nghé
7. | Cuc An toan birc xa va hat nhan

8. | Cuc So htru tri tué

9. | Tong Cuc tiéu chuan do luong chat luong
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.| Vién Nghién ciru sang ché va Khai thac céng nghé
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.| Vién Nang lugng nguyén ti Viét Nam
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.| Vién Ung dung céng nghé
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.| Vién Banh gia khoa hoc va Binh gia cong nghé

|
\l

.| Vién Khoa hoc s¢ hiru tri tué
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.| Vién Nghién ciru va Phat trién Ving
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.| Van phong cac Chuong trinh trong diém cap nha nudc
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.| Van phong Cong nhan chat luong
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.| Van phong Pang ky hoat dong khoa hoc va cong ngh¢
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.| Van phong cac Chuong trinh khoa hoc va cong nghé québc gia
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B&o Khoa hoc va Phat trién
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.| Tap chi Khoa hoc va Céng nghé Viét Nam
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Nha xuat ban Khoa hoc va K¥ thuat
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.| Quy Phat trién khoa hoc va cong nghé quéc gia
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.| Quy Bo6i méi cong nghé quéc gia
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.| Trung tdm Nghién cttu va Phaét trién truyén thong khoa hoc va cong nghé

N
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.| Trung tdm Nghién cttu va Phaét trién hoi nhap khoa hoc va céng nghé qudc té
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