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§6: 0212 ITTCNTT-KTHT Ha Néi, ngay 28 thang 07nam 2021
V/v 06 16 hong bao mat maéi anh hudng cao
va nghiém trong trong Oracle WebLogic
Server

Kinh guri: Cac don vi truc thudc Bo ¢6 hé théng théng tin

Ngay 20/7/2021, Oracle da cong bd 342 ban va trong ban phat hanh céc ban
V4 quan trong thang 7/2021 cho cac diém yéu, 15 hong trén san pham cua minh,
dic biét trong d6 c6 nhiéu 16 héng bao mat c6 mic anh huong nghiém trong. Noi
bat 12 06 13 héng bao mat (CVE-2021-2394, CVE-2021-2397, CVE-2021-2382,
CVE-2021-2378, CVE-2021-2376, CVE-2021-2403) trong san phim Oracle
WebLogic Server. Trong d6 03 16 hong bao mat (CVE-2021-2394, CVE-2021-
2397, CVE-2021-2382) c6 muc anh huong nghiém trong, cho phép ddi tugng tan
cong thuc thi ma tir xa ma khong can xéc thuc (thdng tin chi tiét vé cac 16 hong
¢ tai phu luc kem theo).

Theo danh gia so bd, WebLogic Server duoc sir dung nhiéu trong cac hé
théng thong tin cua cac co quan, té chic ¢ Viét Nam, dic biét 1a co quan chinh
phii, ngan hang, t6 chic tai chinh, tap doan, doanh nghiép va céc cong ty 16n. Trén
co s& d6 va thuc té trién khai cong tac giam sét an toan thong tin nhirng nam qua,
Cuc An toan théng tin du bao nhitng 156 hdng nay s& sém c6 ma khai thac cong
khai trén Internet. Diéu ndy c6 thé dan dén nguy co tan cong mang trén dién rong
trong thoi gian tai.

Nham bao dam an toan théng tin cho hé théng thdng tin cia Quy don vi,
Trung tdm Cong nghé thdng tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat va xac dinh may cha web c6 sir dung Oracle WebLogic
dé phat hién va xu Iy kip thoi nguy co tan cong thong qua céac 16 hong bao mat
trén va cac san pham khac cé trong danh sach canh bao cua Oracle cd tai
https://www.oracle.com/security-alerts/cpujul2021.html. Tién hanh cap nhat ban
vé 15 hong bao mat cho cac may chu bi anh huong (tham khao hudng dan tai phu
luc kém theo).

2. Tang cuong giam séat va san sang phuong an xtr Iy khi phét hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh canh bao
Clia cac co quan chirc nang va cac to chic 1on vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cdng mang.

Trong truong hop can thiét, Quy don vi lién hé dau méi hd tro cua Trung
tam Cong nghé thong tin: Phong Ky thuat ha tang, dién thoai 024.39439060, thu
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dién ti: phongktht@maost.gov.vn.
Tréan trong./.Mg
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Phu luc

Thong tin vé 16 hong bao mat
(Kem theo Cong van so 212/TTCNTT-KTHT ngay28 07 /2021 cua Trung tam
Cong nghé thdng tin)

1. Théng tin vé 16 hong biao mat

TT

CVE

MO0 ta

Link tham khao

1

CVE-2021-2394

- L& hong trong Oracle
WebLogic Server, cho
phép ddi twong tan cong
truy cap trai phép, tur do
chiém quyén diéu khién
may chu muc tiéu.
- Piém CVSS:
(nghiém trong)

- Anh huéng: WebLogic
phién ban 10.3.6.0.0,
12.1.3.0.0, 12.2.1.3.0,
12.2.1.4.0va 14.1.1.0.0.

9,8

https://www.oracle.com/securi
ty-alerts/cpujul2021.html

https://nvd.nist.gov/vuln/detail
/CVE-2021-2394

CVE-2021-2397

- L& hong trong Oracle
WebLogic Server, cho
phép ddi twong tan cong
truy cap trai pheép, tu do
chiém quyén diéu khién
may chu muc tiéu.
- Piém CVSS:
(nghiém trong)

- Anh huéng: WebLogic
phién ban 10.3.6.0.0,
12.1.3.0.0, 12.2.1.3.0,
12.2.1.4.0va 14.1.1.0.0.

9,8

https://www.oracle.com/securi
ty-alerts/cpujul2021.html

https://nvd.nist.gov/vuln/detail
ICVE-2021-2397

CVE-2021-2382

- L& hong trong Oracle
WebLogic Server, cho
phép ddi twong tan cong
truy cap trai phép, tu do
chiém quyén diéu khién
may chu muyc tiéu.
- Diém CVSS:
(nghiém trong)

- Anh huong: WebLogic
phién ban 10.3.6.0.0,
12.1.3.0.0, 12.2.1.3.0,
12.2.1.4.0va 14.1.1.0.0.

9,8

https://www.oracle.com/securi
ty-alerts/cpujul2021.html

https://nvd.nist.gov/vuln/detail
/ICVE-2021-2382




4 | CVE-2021-2378

- L& hong trong Oracle
WebLogic Server, cho
phép ddi twong tan cong
truy cap trai phép may
cha muc tiéu.

- Biém CVSS: 7.5 (cao)
- Anh huéng: phién ban
10.3.6.0.0, 12.1.3.0.0,
12.2.1.3.0, 12.2.1.4.0,
14.1.1.0.0

https://www.oracle.com/securi
ty-alerts/cpujul2021.html

https://nvd.nist.gov/vuln/detail
/CVE-2021-2378

5 | CVE-2021-2376

- L& hong trong Oracle
WebLogic Server, cho
phép ddi twong tan cong
truy cap trai phép may
chu muc tiéu.

- biém CVSS: 7.5 (cao)
- Anh huéng: phién ban
10.3.6.0.0, 12.1.3.0.0,
12.2.1.3.0, 12.2.1.4.0,
14.1.1.0.0.

https://www.oracle.com/securi
ty-alerts/cpujul2021.html

https://nvd.nist.gov/vuln/detail
/CVE-2021-2376

6 | CVE-2021-2403

- L& hong trong Oracle
WebLogic Server, cho
phép ddi twong tan cong
truy cap trai phép may
cha muc tiéu.

- Piém CVSS: 5.3 (trung
binh)

- Anh huéng: phién ban
10.3.6.0.0, 12.1.3.0.0.

https://www.oracle.com/securi
ty-alerts/cpujul2021.html

https://nvd.nist.gov/vuln/detail
ICVE-2021-2403

2. Hwéng din khic phuc

Céch tét nhat dé khac phuc céc 16 hong bao mat nay 1a cap nhat ban va theo
huéng din caa Oracle. Tai thoi diém nay, Oracle chua c6 cong bd vé cac bién phap
khic phuc thay thé dé giam thiéu nguy co tan cong. Vi vay, Quy don vi can thuc
hién cap nhat ban va trong thoi gian sém. Tham khao thdng tin cac ban va tai:
https://www.oracle.com/security-alerts/cpujul2021.html
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(Kém theo Cong van sé 212 [TTCNTT-KTHT ngay 28 07 /2021 cia Trung tam

Cong nghé théng tin)
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Tén don vi

Tdng Cuc tiéu chuan do ludng chit lwgng

Cuc Thdng tin Khoa hoc va Cong nghé Quéc gia

Cuc An toan buc xa va hat nhan

Cuc S& hivu tri tué

Ban quan ly khu cdng nghé cao Hoa Lac

Hoc vién Khoa hoc, Céng nghé va Bbi mai sang tao

Vién Nang lugng nguyén tir Viét Nam

Vién Khoa hoc so httu tri tué

Wl N o | ix|wid -

Quy Phat trién khoa hoc va cong nghé quéc gia
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