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BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Pjc 1ap - Tw do - Hanh phic
S6:21 /TTCNTT-KTHT Ha Ngi, ngay 13 thang 01 ndm 2023

VIv 16 hong bao mat anh hudng cao va
nghiém trong trong cac san pham Microsoft
céng bo thang 01/2023

Kinh gui: Cac don vi truc thuéc Bo

Ngay 10/01/2023, Microsoft da phat hanh danh sach ban va thang 01 véi 98
16 héng bao mat trong cac san pham cia minh. Ban phat hanh thang nay dac biét
dang chu ¥ cac 16 hong bao mat c6 mac anh hudng cao va nghiém trong sau:

- L5 hdéng bao mat CVE-2023-21674 trong Windows Advanced Local
Procedure Call (ALPC) cho phép ddi tugng tan cong thuc hién nang cao dac quyén.
L hong nay dang bi khai thac trong thyc té.

- 03 15 hong bao mat CVE-2023-21743, CVE-2023-21744, CVE-2023-21742
trong Microsoft SharePoint Server, trong d6 CVE-2023-21743 cho phép ddi tuong
tan cdng thuc hién tin cong vuot qua co ché bao mat; 02 16 hong CVE-2023-21744,
CVE-2023-21742 cho phép d6i tuong tan cong thuc thi ma tir xa.

- 04 16 hdng bao mat CVE-2023-21763, CVE-2023-21764, CVE-2023-21762,
CVE-2023-21745 trong Microsoft Exchange Server, trong d6 02 156 hong CVE-2023-
21763, CVE-2023-21764 cho phép ddi twong tan cong thuc hién nang cao dic quyén;
02 15 hong CVE-2023-21762, CVE-2023-21745 cho phép ddi twong tin cong thuc
hién tan cong gia mao.

- L& hong bao mat CVE-2023-21549 trong Windows Workstation Service
cho phép dbi twong tin cong thuc hién nang cao dic quyén. LS hong nay da duoc
cong bé rong rai trén Internet.

- 02 16 hong bao mat CVE-2023-21561, CVE-2023-21551 trong Microsoft
Cryptographic Services cho phép d6i twong tin cong nang cao dic quyén.

- 02 16 hong bao mat CVE-2023-21734, CVE-2023-21735 trong Microsoft
Office cho phép di twong tan céng thuc thi ma tir xa.

Théng tin chi tiét c&c 16 hong bao mdt c6 tai phu luc kém theo.

Nham dam bao an toan théng tin cho hé théng thdng tin caa Quy Pon vi,
Trung tdm Céng nghé thdng tin khuyén nghi Quy Pon vi thuc hién:

1. Kiém tra, ra soat, xac dinh may tinh sir dung hé diéu hanh Windows c6 kha
nang bi anh hudong. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan
céng (tham khao théng tin tai phu luc kem theo).

2. Tang cuong giam sat va sin sang phuwong an xu ly khi phat hién co
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dau hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh canh
b&o cta cac co quan chirc nang va cac t6 chic 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cdng mang.

Trong trudng hop can thiét, Quy Pon vi lién hé ¢au méi hd trg caa Trung tam
Cong nghé thdng tin: Phong Ky thuat ha tang, sé dién thoai 024.39439060, thu dién
tir phongktht@most.gov.vn.

Tréan trong.%

Noi nhan:

- Nhu trén;

- Thi truong Bui Thé Duy (dé b/c);

- Cong thong tin dién tir B KH&CN;
- Luu: VT, KTHT.
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG
SAN PHAM CUA MICROSOFT

(Kem theo Céng vin s6 21

ITTCNTT-KTHT ngay 13 /01 /2023

cua Trung tam Cong ngh¢ thong tin)
1. Théng tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao

1 | CVE-2023-21674 |- biém: CVSS: 8.8 (cao) | https://msrc.microsoft.
- Mb ta: 15 héng trong | com/update-
Windows Advanced Local | guide/vulnerability/CV
Procedure Call (ALPC) | E-2023-21674
cho phép d6i tuong tin
cong thuc hién nang cao
dic quyén. L& hong nay
dang bi khai thac trong
thuyc té.
- Anh hudng: Windows
8.1/10/11, Windows
Server 2012/2019/2022.

2 | CVE-2023-21743, | - Biém: CVSS: 8.8 (cao) | https://msrc.microsoft.

CVE-2023-21744,
CVE-2023-21742

- M6 ta: 16 hong trong
trong Microsoft
SharePoint  Server cho
phép d6i tuong tan cong
thuc hién tan coéng vuot
qua co ché bao mat
(Bypass), thuc thi ma tu
Xa.

- Anh huong: Windows
8.1/10/11, Windows
Server 2012/2019/2022.

com/update-
guide/vulnerability/CV
E-2023-21743

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2023-21744

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2023-21742

CVE-2023-21763,
CVE-2023-21764,
CVE-2023-21762,
CVE-2023-21745

- Piém: CVSS: 8.0/7.8
(cao)

- M6 ta: 16 hong trong
trong Microsoft Exchange
Server cho phép ddi
tugng tan cong thuc hién
nang cao dic quyén, tan
cong gia mao (Spoofing).
- Anh huéng: Microsoft
Exchange Server
2016/2019.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2023-21763

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2023-21764

https://msrc.microsoft.
com/update-
guide/vulnerability/CV



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21764
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21764
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21764
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21764

E-2023-21762

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2023-21745

4 | CVE-2023-21549 |- biém: CVSS: 8.8 (cao) | https://msrc.microsoft.
- M6 ta: 16 héng trong | cOm/update-
Windows Workstation guide/vulnerability/CV
Service cho phép ddi | E-2023-21549

tugng tan cong thuc hién
nang cao dic quyén. Lo
hong nay da duoc cong bd
rong rai trén Internet.

- Anh hudng: Windows
7/8.1/10/11,  Windows

Server 2012/2019/2022.
5 | CVE-2023-21561, |- Dbiém: CVSS: 8.8/7.8 | https://msrc.microsoft.
CVE-2023-21551 | (cao) com/update-

- M6 ta |6 héng trong gUIdG/VUlnerablllty/CV
Microsoft Cryptographic | E-2023-21561
Services cho phép dbi | https://msrc.microsoft.
tuong tan coéng thuc hién | com/update-

nang cao dac quyén. guide/vulnerability/CV
- Anh huong: Windows | E-2023-21551
7/8.1/10/11, Windows
Server
2008/2012/2016/2019/

2022.

6 | CVE-2023-21734, | - Biém: CVSS: 7.8 (cao) | https://msrc.microsoft.
CVE-2023-21735 |- M6 ta: 16 hdng trong | com/update-
Microsoft Office cho phép | guide/vulnerability/CV
d6i twong tan cong thyc | E-2023-21734

thi ma tur xa. https://msrc.microsoft.
- Anh huong: Microsoft | com/update-

Office LTSC for Mac | guide/vulnerability/CV
2021, Microsoft 365, | E-2023-21735
Microsoft Office 2019
for Mac.

2. Hwéng din khic phuc

Bién phép tot nhat dé khac phuc 1a cap nhat ban va cho cac 15 hong bao mat
néi trén theo huéng dan cua hang. Quy Pon vi tham khao cac ban cap nhat phu


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21561
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21561
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21561
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21734
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hop cho céc san pham dang sir dung tai link ngudn tham khao tai muc 1 cta Phu
luc.
3. Tai ligu tham khao

https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2023/1/10/the-january-2023-
security-update-review
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DANH SACH CAC PON VI NHAN VAN BAN

Cong nghé thdng tin)

—
—

Tén don vi

Vu Khoa hoc X&a hoi, Nhan van va Tu nhién

Vu Khoa hoc va Cong nghé cac nganh kinh té - k§ thuét

Vu Panh gia, Tham dinh va Giam dinh céng nghé

Vu Cong nghé cao

Vu K& hoach -Tai chinh

Vu Phép ché

Vu T6 chire can bo

Vu Hop tac quéc té

OO N OO Dd W iIN|PF

Vu Thi dua - Khen thuong

[EEN
o

Vu Phét trién khoa hoc va cong nghé dia phuong

[EEN
[EEN

Van phong Bg

[EEN
N

Thanh tra Bo
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w

Cuc Cong tac phia Nam

[EEY
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Cuc Ung dung va phat trién cong nghé
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ol

Cuc Nang lugng nguyén tir

[EEY
(o]

Cuc Thdng tin Khoa hoc va Céng nghé Qudc gia

[EEY
\l

Cuc Phét trién thi trudng va doanh nghiép khoa hoc va cong nghé

[EEY
oo

Cuc An toan birc Xa va hat nhan

[EEY
O

Cuc So hau tri tué

N
o

Tong cuc Tiéu chuan Po ludng Chat lugng

N
[y

Ban quan ly khu cong nghé cao Hoa Lac

N
N

Hoc vién Khoa hoc, Cong nghé va Boi méi sang tao

N
w

Vién Khoa hoc va cong nghé Viét Nam - Han Quéc (VKIST)

N
D

Vién Nghién ctru sang ché va Khai thac cong nghé

N
(6]

Vién Nang lugng nguyén tir Viét Nam

N
»

Vién Ung dung cong nghé

N
|

Vién Panh gia khoa hoc va Binh gia cong nghé

N
(00)

Vién Khoa hoc s hitu tri tué

N
O

Vién Nghién ctru va Phét trién Ving

W
o

Vin phong cac Chuong trinh trong diém cap nha nudéc
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31

Vin phong Cong nhan chat luong

32

Van phong Pang ky hoat dong khoa hoc va cong nghé

33

Vin phong cac Chuong trinh khoa hoc va cong nghé qudc gia

34

Bao dién tir Tin nhanh Viét Nam (VnEXxpress)

35

Tap chi Khoa hoc va Cong nghé Viét Nam

36

Nha xuat ban Khoa hoc va Ky thuat

37

Quy Phét trién khoa hoc va cdng nghé quéc gia

38

Quy B6i méi cong nghé québc gia

39

Trung tdm Nghién ciru va Phat trién truyén thong khoa hoc va céng nghé

40

Trung tdm Nghién ciu va Phat trién hoi nhap khoa hoc va cong nghé quéc té
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