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S6: 204 /TTCNTT-KTHT Ha Ngi, ngay ]0 thang 07 nim 2020
VIV nguy co tan céng vao hé thong théng tin
clia cac co quan, td chtc sir dung thiét bi F5
BIG-IP

Kinh guri: Cac don vi truc thuoc Bo (cd hé thdng cong nghé thong tin)

Theo noi dung Cong vin sé 564/CATTT-NCSC ngay 07/07/2020 cua Cuc An toan
théng tin; Thuc hién chirc ning dau mdi an toan thdng tin mang cua B, Trung tm Coéng
nghé thdng tin canh bao Quy don vi Vé nguy co tan cdng vao hé thong thong tin cua cac
co quan, to chiic sir dung thiét bi F5 BIG-IP théng qua 16 hong trong thiét bi F5 BIG-IP
Traffic Management User Interface (TMUI) (CVE-2020-5902). Nhitng 15 hong nay anh
huong céc phién ban cua BIG-IP tir 11.x dén 15.x cho phép dbi twong tan céng chén va
thuc thi ma tir xa, chiém quyén kiém soat hé thong.

Day 1a 156 hong bao mat dic biét nghiém trong (CVSS = 10.0), duoc phat hién trong
giao dién ngudi ding quan 1y luu luong truy cap cia thiét bi BIG-1P. Khai thac thanh cong
15 hong nay, d6i tugng tin cong c6 thé thu thap thdng tin, c6 kha ning tao hoic xda tép, vo
hiéu hda cac dich vy, chay cac 1énh hé thong vai mé Java tuy y, chiém quyén kiém soat hé
thong muc tiéu.

Nham dam bao an toan thong tin cho hé théng thong tin caa Quy don vi, Trung tam
Cong nghé thong tin dé nghi Quy don vi thuc hién:

1. Kiém tra, ra soat hé thdng théng tin cé kha ning bi anh huong bai 16 hong trén
va c6 phuong an xtr ly, khac phuc 16 hong.

2. Ra soét lai toan bo hé thdng théng tin cua Quy don vi, thuong xuyén kiém tra,
danh gia dé chi dong phat hién va xu Iy kip thoi cac 16 hong bao mat.

3. Tang cuong theo dbi giam sat hé thong dong thoi thuong xuyén theo ddi kénh
canh bao cua cac co quan chirc ning va cic to chiic 16n vé an toan dé phat hién kip thoi
cac nguy co tan cong mang.

Trong truong hop can thiét co thé lién hé dau mdi hd tro caa Trung tam Cong nghé
thong tin: Phong K§ thuat ha tang, dién thoai 024.39439060, thu dién tu:
phongktht@maost.gov.vn.
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