BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Déc 1ap - Tu do - Hanh phuc

S6: 60/BC-CATTT Ha Noi, ngay 12 thang 12 nam 2017

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 49/2017
(tir ngay 04/12/2017 den ngay 10/12/2017)

Cuc An toan thong tin la co quan c6 chiic nang tham muu, gitip B truong
Bo Thong tin va Truyén thong quan 1y nha nudc va to chire thuc thi phap luat vé
an toan thong tin. Qua cong tac thu thap, theo ddi, trich xuat, phan tich thong tin
trong tuan 49/2017 (tr ngay 04/12/2017 dén ngay 10/12/2017), Cuc An toan

thdng tin thyc hién tong hop tom tat vé an toan thong tin dién ra trong tuan.

Cuc An toan thong tin gui tom tit tinh hinh dé cic co quan, to chuc, ca

nhan tham khao va c6 cac bién phap phong ngtra hop ly.

BANG TONG HQP

1. Doanh nghiép cong nghé Trung Qudc dau tu cho an toan thong tin nhiéu
hon 23,5% so v&i mic trung binh trén thé gidi.

2. Ngay 06/12/2017, Microsoft da cong bd cac diém yéu an toan thong tin co
thé anh huong dén cic san phim bao dam an toan thong tin ctia Microsoft
bao gdm: Windows Defender; Microsoft Security Essentials; Microsoft
Forefront Endpoint Protection; Microsoft System Center Endpoint
Protection; Windows Intune Endpoint Protection.

3. Trong tudn ghi nhan 05 nhém 16 hong, diém yéu duogc cho 13 co thé giy

anh hudng 10n dén nguoi dung tai Viét Nam.

1. Piém tin dang chu y

1.1. Két qua khao sat cong bd ngay 07/12/2017 cua PwC cho thay céc
doanh nghiép cong nghé Trung Qudc dang cha trong dic biét tdi dau tu cho an
toan thong tin, vdi mic dau tu cao hon 23,5% so véi mic trung binh trén thé
gidi, thudc nhém din dau. Dic biét, cic doanh nghiép Trung Quéc chu trong
dau tu cho linh vuc an toan thong tin voi thiét bi IoTs. Song song v&i viée quan
tam dau tu, c6 ngdy cang nhiéu cac doanh nghiép tuyén dung giam ddc nhan sy
chuyén trach (CI1SO — Chief Information Security Officer).
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1.2. Ngay 06/12/2017, Microsoft dd cong bd cac diém yéu an toan thong
tin nghiém trong trén cac san pham bao dam an toan thong tin ciia Microsoft bao
gdm: Windows Defender; Microsoft Security Essentials; Microsoft Forefront
Endpoint Protection; Microsoft System Center Endpoint Protection; Windows
Intune Endpoint Protection. Cac diém yéu an toan thong tin c6 ma 15i quéc té 13
CVE-2017-11937 va CVE-2017-11940 cho phép chén va thuc thi ma 1énh tir d6
d6i twong tAn cong co thé tin cong chiém quyén diéu khién may tinh cta nan
nhan. Pén thoi diém thuc hién bdo céo nay, Microsoft van chua dua ra ban va
cap nhat cho cac diém yéu trén. Cyc An toan thong tin khuyén nghi nguoi ding
cudi va quan tri vién tai cac co quan, t6 chire lién tuc theo doi, cap nhat tinh hinh

tor Microsoft d61 védi 2 diém yéu trén qua cac dudong dan sau:

https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2017-
11937

https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2017-
11940

2. L6 hong/diém yéu an toan théng tin trong tuin

2.1. Trong tudn 49/2017, cac to chuc qudc té di phat hién va cong bo it
nhat 313 16 hong, trong d6 c6 07 16 hong dd c6 mi khai thac, 37 16 hong cho
phép chén va thyc thi ma I¢nh.

2.2. Heé thong k¥ thuat ciia Cyuc An toan thong tin chu dong ra quét trén
khong gian mang Viét Nam, danh gia, théng ké cho thiay c6 05 nhom 18 hong
trén cac san pham, dich vu CNTT pho bién, co6 thé gay anh huong 1on dén nguoi
ding ¢ Viét Nam, nhu: Nhom 30 16 hong hé diéu hanh Android; Nhém 05 15
hong trén cac dich vy, tng dung cua hé diéu hanh Windows .v.v...

Thoi diém céac 16 hong, diém yéu nay dugc cong bd theo mde thdi gian
(timeline) sau:

Thir 2 (04/12/2017):

016 héng © QThtM (06/12/2017) Thir 6 (08/12/2017): Chu nhat (10/12/2017)
CVE-2017-0876 CVE-2017-11937 0 |ﬁ h@[‘g, ©
CVE-2017-0837 CVE-2017-11940
CVE-2017-0874 CVE-2017-17113
CVE-2017-0871 CVE-2017-17112
CVE-2017-0872 CVE-2017-17114
Thir 3 (05/11/2017)  CVE-2017-17450 Thik 5 (07/12/2017): OM 7 (09/12/2017):
018 héng @ CVE-2017-17449 CVE-2017-1355 CVE-2017-16382
CVE-2017-1498 CVE-2017-11289
CVE-2017-1482 CVE-2017-11299
CVE-2017-1487 CVE-2017-11295
CVE-2017-1465 CVE-2017-11296
CVE-2017-1341 CVE-2017-11282

CVE-2017-11304

Hinh 2: Cdc 16 hong c6 kha ndng anh huong téi nhiéu nguoi ding tai Viét Nam
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11937
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11937
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11940
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-11940

2.3. Chi tiét vé thong tin mot sb 16 hong trén cac san phadm/dich vu phd

bién tai Viét Nam cu thé nhu sau:

STT

San pham/
dich vu

Ma loi quoc té

Mo ta ngan

Ghi chu

Adobe

CVE-2017-16382
CVE-2017-11289
CVE-2017-11299
CVE-2017-11295
CVE-2017-11296
CVE-2017-11282
CVE-2017-11304

Nhom 88 16 hong trén cac
san pham, phan mém cua
Adobe (bao gdm Adobe
Connect, Adobe Acrobat va
Reade, Adobe Digital
Editions, Adobe DNG
Converter, Adobe Flash
Player, Adobe InDesign,
Adobe Photoshop, Adobe
Shockwave) cho phép thuc
hién nhiéu hinh thic tan
cong khac nhau nhu: 16
hong CVE-2017-1639,
CVE-2017-16410 trong
Adobe Reader va Acrobat
cho phép chén va thuc thi
ma 1énh, 10 héng CVE-
2017-11294 trong Adobe
Shockwave ciling cho phép
thuc thi ma Iénh

Pba co ma

khai thac.

Pa c6 ban
va

Google -
Android

CVE-2017-0876
CVE-2017-0837
CVE-2017-0874
CVE-2017-0871
CVE-2017-0872

Nhém 30 16 héng hé diéu
hanh Android cho phép thuc
hién nhiéu hinh thic tin
cong khic nhau bao gdm:
tan cong leo thang thong
qua cac trinh diéu khién
(SCSI, MediaTek, video
v412...) dac biét cho phép
chén va thuc thi ma 1énh
thong qua libmpeg2, libavc,

Pa co ban
va
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libskia (cac thanh phan dé
xu ly video)

CVE-2017-1355
CVE-2017-1498
CVE-2017-1482
CVE-2017-1487
CVE-2017-1465
CVE-2017-1341

3 IBM

Nhom 15 16 hong trong céc
giai phap, san phim cua
IBM (bao gom: Atlas
eDiscovery Process
Management, IBM
Connections, Sterling B2B
Integrator Standard Edition,
Sterling  File  Gateway,
WebSphere, Security
Guardium...) cho phép an
trom thong tin nhay cam,
chén ma 1énh, chuyén huéng
nguodi ding dén cac trang
doc hai, tin cong SQL
Injection...

Pa co6 ban
va

CVE-2017-17450
CVE-2017-17449

4 | Linux-Kernel

Nhém cac 16 hong trong
nhan cac h¢ diéu hanh Linux
cho phép dbi twong tin cong
thuc hién tin cong tur chbi
dich vy, tin cong leo thang
dé chiém tai khoan cao nhat

trén hé thong. thi ma 1énh.

Céc 16 hong anh hudng toi
cac phién ban Samba 4.x va
trudec 4.7.3 trén tit ca hé
diéu hanh Linux bao gdm ca
Ubuntu, Redhat, Debian,
Centos ....

Pa co6 ban
va

5 Microsoft CVE-2017-11937

Nhém 05 16 hong trén céc
dich vy, ung dung cua hé

Chua co6

© Phién ban phat hanh réng rdi




CVE-2017-11940
CVE-2017-17113
CVE-2017-17112
CVE-2017-17114

diéu hanh Windows (bao
gdbm Microsoft Forefront,
MistServer, Microsoft
Defender) cho phép dbi
tuong tan cong thuc hién
nhiéu hinh thirc tin cong
khac nhau trong do6 nguy
hiém nhat 13 16 hong CVE-
2017-11937, CVE-2017-
11940 cho phép chen va
thuc thi ma Iénh

ban va

3. Hoat dong mot so6 mang botnet, APT, ma ddc tai Viét Nam

3.1 Mang botnet Mirai

Mang botnet Mirai dugc phat hi¢n tur thang 8/2016. Ma ddc nay duogc

thiét ké nham vao thiét bi IoT chira 15 héng hodc bao mat kém van dang str dung

cac mat khau mic dinh. Khi ma déc Mirai xAm nhdp thanh cong vao mot thiét bi

ToT, thi thiét bi nay tham gia vao mang botnet Mirai va cé thé bj diéu khién dé

thuc hi€n cac cudc tan cong mang, chang han nhu tan cong tir choi dich vu.

Thong ké s6 luong IP nam trong mang botnet Mirai
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Tai Viét Nam, cling co ) lugong khong it cac thiét bi bi nhiém ma doc

Mirai. Du6i day 1a mot s6 thong ké vé mang botnet Sality tai Viét Nam trong

tudn ma Cuc An toan thong tin dang theo ddi.
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3.2. Danh sach IP/tén mién doc hai c¢é nhiéu két néi tir Viét Nam

TT Tén mién/IP

1 anurybadovaqy.biz

2 christianneunderwood.net

3 crowdsmell.net

4 jumpover.net

5 katherinarichardson.net

6 Ik9x.net

7 pndbkijge.com

8 sundayserve.net

9 ugikoxomyturo.biz

1-2-7-8-6-0-3-2-0-0-6-6-8-1-8-6-7-2-5-5-0-4-7-5-8-7-6-5-0-1-5-.0-

10
0-0-0-0-0-0-0-0-0-0-0-0-33-0-0-0-0-0-0-0-0-0-0-0-0-0.info

4. Khuyén nghi ddi véi cac co quan, don vi

Theo thong ké sé luong may tinh Viét Nam nim trong mang botnet qudc
té 1 khong nho. Nham bao dam an toan thong tin trong hé thong mang cua céac
co quan don vi, Cuc An toan thong tin khuyén nghi:

- Theo doi va cap nhat ban va cho cac 16 héng, dic biét 1a 16 héng néu
trén.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khodi hé théng mang. Cuc
An toan sin sang phdi hop voi cac co quan t6 chic tién hanh kiém tra va boc g&
ma doc botnet trén hé théng cua co quan don vi. Pé xac minh cac may tinh bi
nhiém mi doc botnet, Quy don vi c6 thé lién hé voi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xir Iy cac thiét bj trong toan bo hé théng mang néu co diu
hiéu két ndi dén cac tén mién doc hai Cuc An toan thong tin di chia sé, dic biét

la cac tén mién da néu trong bao c4o nay.
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Thong tin lién hé Cuc An toan thong tin, ting 8, sé 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; sb dién thoai: 024.3943.6684; thu dién tir

ais@mic.gov.vn.

Tran trong./.

Noi nhdn:

- Bo trudng va cac Thir trudng (dé b/c);

- Thu ky Lanh dao B9;

- Pon vi chuyén trach vé CNTT céc bg, nganh;
-S& TT&TT céac tinh, thanh phé true thudc TW;
- Vu Khoa giao - Van xa, Van phong Chinh phu;
- Trung tdm CNTT, Van phong Trung uong Pang;
- Trung tim CNTT, Vin phong Qudc Hoi;

- Trung tam CNTT, Van phong Chu tich nudc;

- Cac Tép doan kinh t&; Tng cong ty nha nudc;
T chirc tai chinh va Ngan hang;

- Co quan, don vi thudc B9;

- Lanh dao Cuc;

- Luu: VT, TBQLGS.
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KT. CUC TRUONG
PHO CUC TRUONG

(email)

Nguyén Huy Diing



PHU LUC
|. Béo cdo dwoc xiy dung dwa trén cic ngudn thong tin:
- Hé thdng xir 1y tAn cong mang Internet Viét Nam, hé thong trang thiét bi

k¥ thuat phuc vu cho cong tac quan 1y nha nude vé an toan thong tin do Cuc An
toan thong tin quan 1y van hanh;

- Kénh lién lac quéc té vé an toan thong tin; hoat dong hop tac gitra Cuc
An toan thong tin va cac to chirc, hang bao mat trén thé gidi.

- Hoat dong theo ddi, phan tich, tong hop tinh hinh an toan thong tin mang
trén cac trang mang uy tin.

I11. Gi6i thiéu vé Hé thong theo déi, xir Iy tin cong mang Internet
Viét Nam truc thugc Cuc An toan thong tin:

Trung tdm Tu van va HJ trg nghi¢p vu ATTT truc thuoc Cuc An toan
thong dang trién khai va van hanh cic hé théng k¥ thuat phuc vu cong tac bao

dam ATTT mang qudc gia nhu sau:

1. Hé théng phén tich, phat hi¢n tin cong mang tiv xa da nén ting

Vietnam Cyber Attack Map - Authority of Information Security

mic.gov.un

LIVE ATTACK

Hé théng dugc xay dung dua trén cac cong nghé Al, thudong xuyén do
quét, kiém tra cidc muc tiéu dyua trén hé théng sensor san ¢6 cua Cuc An toan
thong tin va céc sensor khac trén toan thé gidi, tir d6, tuw dong phat hién, canh
b4o sém céac cudc tin cong mang nhdm vao cac muc tiéu dugc cdu hinh sén,
nhanh chéng thong bdo cho quan tri vién biét cac tinh trang cua cac cudc tan

cOng mang nay.
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2. Hé thong phan tich, do quét, tw dong phat hién tin cong tir xa cac

website, cong thong tin dién tir

HENRARNRN:
-
|4

oO0oPOOOOO ;
000000000

Trude tinh hinh cac hé théng website, trang/cong thong tin dién tir ctia cac
co quan, to chic duoc st dung dé cung cip théng tin dén ngudi din, doanh
nghiép, ban bé qubc té ciing nhu st dung dé cung cip cac dich vu cong truc
tuyén ludn phai d6i mit v6i cac nguy co tdn cong, thay doi giao dién, cai ma doc
trén website. ..

Cuc An toan thong tin di xay dung, phat trién va trién khai Hé thong phan
tich, do quét, tw dong phat hién tAn cong tir xa cac website, céng thong tin dién
tar. Hé théng dugc thiét ké dé hd tro viée theo doi, giam sat va canh bao sém vé
mirc 30 ATTT cuia cac website. Hé thong thuc hién gidm sat tir xa nhung khong
can thi€p, khong cai dat phﬁn mém hay thiét bi vao ha téng cua cac co quan chu
quan website do.

3. Hé thong theo doi, phat hién ma ddc, mang botnet tir xa

Hé théng theo doi cap nhat vé tinh hinh ma ddc hai duoc xay dung va
trién khai dé hd tro dac luc trong viéc ndm bt cu thé va déy du nht vé tinh hinh
lay nhiém ma doc trong Viét Nam. Tir d6 c¢6 thong tin dé xay dung ké hoach va
phuong an xtr 1y boc g& cac ma ddc trén dién rong.

Vi hé théng nay cho phép cac can bd quan ly, phan tich nim bét duoc
chi tiét cac dong mé doc, cac mang botnet dang hoat dong trén khong gian mang
Viét Nam.
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Vietnam botnet activities

—
5
H

Bén canh d6 hé thong con gitip cac can bo phan tich nhanh chong nam bat
dugc xu thé lay lan, phat trién ctia cac ho ma doc, tir d6 dé ra cac phuong &n ing
pho kip thoi cho ting thoi diém.

4. H¢ thong giam sat va phong, chong tan cong mang

Hé théng giam sat va phong, chdng tin cong mang ctia Cuc ATTT duoc
xay dung trén co so két hop gitta giai phap thuong mai va giai phap nguén ma,
bao dam khéng phu thudc vao bat ky mot hing hay mot cong nghé cu thé nio

trong viéc hd tro bao vé cac hé théng thong tin.

Co quan, td chirc c6 thé lién hé dé duoc tu van, hd trg trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Piang ky nhén thong tin canh bao chung vé ATTT, lién hé: Ong Ha Vin
Hiép, s6 dién thoai: 0968689111, thu dién tir: hvhiep@mic.gov.vn;

- Ping Kky theo ddi, giam sat trang/cong thong tin dién tir, lien hé: Ong
Nguyén Son Tung, sé dién thoai: 0977325416, thu dién tir: nstung@mic.gov.vn;

- Diang ky theo doi, giam sat, xir ly ma doc, lira ddo qua mang, lién hé: Ba
Bui Thi Huyén, sb dién thoai:0932481987; thu dién tir: bt_huyen@mic.gov.vn;

- Piang ky hd tro cai dit cam bién (sensor) dé giam sat, phong, chong tin
cong mang, lién hé: Ong Nguyén Phu Diing, sé dién thoai: 01676611700, thu

dién tr: npdung@mic.gov.vn
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