BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Déc 1ap - Tu do - Hanh phuc

S6: 58/BC-CATTT Ha Noi, ngay 05 thang 12 nam 2017

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 48/2017
(tir ngay 27/11/2017 den ngay 03/12/2017)

Cuc An toan thong tin 1a co quan c6 chirc nang tham muu, gitp B trudng
Bo Thong tin va Truyén thong quan 1y nha nudc va to chire thuc thi phap luat vé
an toan thong tin. Qua cong tac thu thap, theo ddi, trich xuat, phan tich thong tin
trong tuan 48/2017 (tr ngay 27/11/2017 dén ngay 03/12/2017), Cuc An toan
thong tin thyc hién tong hop tom tit vé an toan thong tin dién ra trong tuan.

Cuc An toan thong tin gii tom tit tinh hinh dé cic co quan, to chtc, ca
nhan tham khao va c6 cac bién phap phong ngtra hop ly.

BANG TONG HQP

1. Ngay 27/11/2017, Intel da phat hanh cong cu hd tro kiém tra, phat hién
cac 16 hong, diém yéu Intel-SA-00086 trén cac dong vi xtr 1y cta Intel da

duoc Cuc An toan théng tin dé cap t6i trong béo céo tudn trude (tudn 47).

2. Trong tudn ghi nhian 05 nhom 18 hong, diém yéu duoc cho 13 co thé giy
anh hudng 10n dén nguoi dung tai Viét Nam.

1. Piém tin dang chi y

Trong B4o c&o tudn 47, Cuc An toan thong tin da canh bao vé cac 15
héng, diém yéu an toan thong tin anh hudng dén cac cong nghé 16i CPU cua
Intel nhu: Intel Management Engine (ME); Intel Server Platform Server (SPS);
Intel Trusted Execution Engine (TXE).

Nham khéc phuc cac diém yéu trén, ngay 27/11/2017, Intel da phat hanh
cong cy hd trg kiém tra, phat hién cac 16 héng, diém yéu Intel-SA-00086, déng
thoi cap nhat thong tin cac ban va cho cac dong vi xtr 1y bi anh hudng béi cac 16
héng, diém yéu nay.

CAac co quan, t chirc, don vi c6 thé tham khao huéng din do Cuc An toan
thong tin xay dung tai Phu luc 1 kém theo bao cao nay.
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2. L6 hong/diém yéu an toan thong tin trong tuin

2.1. Trong tuan 48/2017, cac t6 chic qubc té di phat hién va cong bo it
nhit 198 15 hong, diém yéu an toan thong tin bao gdm: 06 16 hong & murc trung
binh, 192 156 hong chua dugc danh gia. Trong d6 c¢6 11 16 hong dd c6 ma khai
thac.

2.2. Hé thong k¥ thuat ctia Cuc An toan thong tin chu dong ra quét trén
khong gian mang Viét Nam, danh gia, thong ké cho thdy ¢4 05 nhém 16 hong va
trén cac san pham, dich vu CNTT pho bién, co thé gay anh huong 16n dén nguoi
ding & Viét Nam, nhu: Nhom 08 16 hong trén cac san pham phan mém cua
Adobe (bao gom Adobe ColdFusion, Adobe Flash Player, Adobe RoboHelp);
Nhém 04 15 hong trén nhiéu dong thiét bi cua TP-Link ( bao gdm TP-Link TL-
WVR, TL-WAR, TL-ER, va TL-R ) .v.v...

Thoi diém céac 16 hong, diém yéu nay duoc cong bd theo mde thoi gian
(timeline) sau:

Thiv 2 (27/11/2017):

CVE-2017-14746 Thir 4 (29/111/2017) Thir 6 (01/12/2017): Chu nhat (03/12/2017)
CVE-2017-15275 016 héng & CVE-2017-11285 018 héng ©
CVE-2017-11286

CVE-2017-16957 CVE-2017-11283

CVE-2017-16958 CVE-2017-11284

CVE-2017-16959 CVE-2017-11282

CVE-2017-16960 CVE-2017-11281
Thie 3 (28/11/2017) Thir 5 (30/111/2017):  CVE-2017-3105 Thir 7 (02/12/2017):
CVE-2017-8019 CVE-2017-12297 CVE-2017-3104 0 |§ @Q @
CVE-2017-8020 CVE-2017-12359
CVE-2017-8001 CVE-2017-12360

CVE-2017-12365
CVE-2017-12366
CVE-2017-12363

Hinh 2: Cdc 16 hong c6 kha ndang dnh huéng téi nhiéu nguoi dimg tai Viét Nam

2.3. Chi tiét vé thong tin mot sb 16 hong trén cac san pham/dich vu pho
bién tai Viét Nam cu thé nhu sau:

San pham/

STT dich vu

Mai 16i qudc té M ta ngin Ghi chu

Nhom 08 16 hong trén san
pham phan mém cia Adobe
CVE-2017-11285 |(bao gom Adobe
CVE-2017-11286 |ColdFusion, Adobe Flash|{ba c6 ma
CVE-2017-11283 |Player, Adobe RoboHelp)|khai thac
1 Adobe CVE-2017-11284 |cho phép thuc hién c&c hinh|DPa c6 ban
CVE-2017-11282 |thic tin cOng khac nhau,| Va

CVE-2017-11281 |trong d6 c6 02 16 hong cua
CVE-2017-3105 |Adobe Flash Player (CVE-
CVE-2017-3104 |2017-11282, CVE-2017-
11281) da c6 ma khai thac.
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2 | Cisco - webex

CVE-2017-12297
CVE-2017-12359
CVE-2017-12360
CVE-2017-12365
CVE-2017-12366
CVE-2017-12363

Nhom céc 16 hong trén Cisco
WebEx Meeting cho phép
thyc hién nhiéu hinh thtc tin
cong khic nhau bao gdm:
chuyén huéng nguoi dung
té1 trang web doc hai, thuc
thi ma 1énh trén hé thong
dich, tn cong XSS, truy cip
va stra d6i noi dung cac
thong diép thong bao cua
may chu

Pa co6 ban
va

CVE-2017-8019
CVE-2017-8020
CVE-2017-8001

Nhom 03 18 hong trong giai
phdp, cong ngh¢ EMC
ScalelO — giai phap cho
phép tao mang luu tritr SAN
ctia Dell cho phép dbi tuong
tan cong thyc thi ma 1énh véi
quyén root trén hé théng,

Pa c6 ban
va

CVE-2017-14746
CVE-2017-15275

Nhom 02 16 hong trong dich
vu Samba - dich vu chia sé
file phd bién trén cac hé diéu
hanh Linux, trong d6 15 hong
CVE-2017-14746 cho phéep
d6i tuong tan cong thuc thi
ma lénh.

Céc 16 hong anh huong toi
cac phién ban Samba 4.x va
trude 4.7.3 trén tat ca hé diéu
hanh Linux bao gém ca
Ubuntu, Redhat, Debian,
Centos ....

Pa co6 ban
va

3 Dell-EMC
ScalelO

4 Samba

5 TP-Link

CVE-2017-16957
CVE-2017-16958
CVE-2017-16959
CVE-2017-16960

Nhom 04 16 hong trén nhiéu
dong thiét bi cua TP-Link
( bao gdbm TP-Link TL-
WVR, TL-WAR, TL-ER, va
TL-R ) déu cho phép thuc
hién ma Iénh thong qua
nhiéu ham, chic ning khic
nhau

Pa co ban
va
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3. Hoat dong mot sé6 mang botnet, APT, mi doc tai Viét Nam
3.1 Mang botnet Sality

Mang botnet Sality con goi 1a hay KuKu, 1a tdp hop ctia nhiéu loai vi-r(t,
trojan cung hoat dong. Loai md ddc ndy tdn cong vao cac may tinh st dung hé
diéu hanh Windows, 1an dau tién bi phat hién vao 04/6/2003. Thoi diém d6 ma
doc Sality dugc tim théy 1a mot ma doc 1ay nhiém vao hé théng qua cac doan ma
chén vao dau tap tin host dé giip md cira hau va lay trom thong tin ban phim.

Pén nam 2010 xuét hién bién thé Sality nguy hiém hon va trd thinh mot
trong nhitng dong ma doc phic tap va nguy hiém nhat d6i voi an toan ciia hé
thong. M4y tinh bi nhiém mi doc s& tré thanh mot diém trong mang ngang hang
dé tiép tuc phat tan ma doc sang cac may tinh khic. Mang botnet Sality chu yéu
dé phat tan thu rac, tao ra cac proxy, an cip thong tin c4 nhan, 1dy nhiém vao céc
méay chii web dé bién cac mdy chil nay thanh mdy chu diéu khién cua mang
botnet dé tiép tuc mé rong mang botnet.

Dudi day 1a mot sd thong ké vé mang botnet Sality tai Viét Nam trong
tudn ma Cuc An toan thong tin dang theo dbi.

Thong ké s6 luong IP ndm trong mang botnet Sality
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3.2. Danh sach IP/tén mién déc hai cé nhiéu két néi tir Viét Nam

TT Tén mién/IP

1 CX4AXzZuwesx.com
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2 drinkbreak.net

3 monerocash.pw

4 montgomeryamethyst.net

S nosepudymy.biz

6 owawolyk.biz

7 rodujuhocafy.biz

8 rsymdhk.info

9 ufadagim.biz

10 | www.german-banks.net

4. Khuyén nghi déi véi cac co quan, don vj

Theo thong ké sé luong may tinh Viét Nam niam trong mang botnet qudc
té 12 khong nho. Nhim bao dam an toan thong tin trong hé thong mang ctia céac
co quan don vi, Cuc An toan thong tin khuyén nghi:

- Theo ddi va cap nhat ban va cho cac 16 hé)ng, dic biét 1a 16 héng néu
trén.

- Chu dong kiém tra, ra soat, boc g0 ma ddc ra khdi hé théng mang. Cuc
An toan san sang phdi hop véi cac co quan t6 chic tién hanh kiém tra va boc g&
ma doc botnet trén hé théng cua co quan don vi. Pé xac minh cac may tinh bi
nhiém ma doc botnet, Quy don vi c6 thé lién hé vdi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xir Iy cac thiét bi trong toan bd hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién doc hai Cuc An toan théng tin di chia sé, dic biét
13 cAc tén mién d4 néu trong bo cdo nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tur
ais@mic.gov.vn.

Tran trong./.
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Noi nhén: KT. CUC TRUONG
- Bo trudng va cac Thir trudng (dé b/c); PHO CUC TRU’()’NG
- Thu ky Lanh dao B9; *
- Pon vi chuyén trach vé CNTT céc bg, nganh;

- S6 TT&TT cac tinh, thanh phé truc thude TW;

- Vu Khoa giao - Vin xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung uong Pang;
- Trung tim CNTT, Vin phong Québc Hoi; (email)
- Trung tam CNTT, Van phong Chu tich nudc;
- Cac Tép doan kinh t&; Tong cong ty nha nudc;
T4 chue tai chinh va Ngan hang;

- Co quan, don vi thudc B9;

- Lanh dao Cuc;

- Luu: VT, TBQLGS.

Nguyén Huy Diing

© Phién ban phat hanh réng rdi



PHU LUC 1
Hwéng din kiém tra va cap nhat ban va Intel-SA-00086

Buwéc 1: Kiém tra thiét bi c6 bi anh huong hay khong bang cach tai cong
cu phat hién diém yéu an toan thong tin Intel-SA-00086 tai dudng dan:

https://downloadcenter.intel.com/download/27150

........

Hinh 1: Tai céng cu phdt hién diém yéu an toan théng tin Intel-SA-00086

Buéc 2: Cai dat cong cy. Néu thiét bi khong co 16 hong thi s& co thong

bao:
(5] INTEL-5A 00086 Detectio (CE—
Risk Assessment

Based on the analysis performed by this tool: This system is not vulnerable.

For more information refer to the INTEL-SA-00086 Detection Tool Guide or the Intel
Security Advisory Intel-SA-00086 at the following link: https://www.intel com/sa-00086-
support

INTEL-SA-00086 Detection Tool

Application Version: 1.0.0.135
Scan date: 11/29/2017 10:15:44 AM

m

Host Computer Information

Name: THUHOAI-PC

Manufacturer: Dell Inc.

Model: Inspiron 3420

Processor Name: Intel(R) Core(TM) i5-3210M CPU @ 2.50GHz
0S8 Version: Microsoft Windows 7 Professional

Intel(R) ME Information
Engine: Intel(R) Management Engine

Version: 8.0.4.1441
SVN: 1

e 4
Hinh 2: Théng bdo khéng cé diém yéu Intel-SA-00086

Néu thiét bi c6 diém yéu cong cu phat hién diém yéu s& thong béo:
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https://downloadcenter.intel.com/download/27150

= INTEL-5A-00086 Detection Tool - [m] x

Risk Assessment

Based on the analysis performed by this tool: This system is vulnerable.

Explanation:

The detected version of the Intel(R) Management Engine firmware is considered
vulnerable for INTEL-SA-00086. Contact your system manufacturer for support and
remediation of this system.

For more information refer to the INTEL-SA-00086 Detection Tool Guide or the Infel
Security Advisory Intel-SA-00086 at the following link: hitps //www infel com/sa-00086-
support

INTEL-SA-00086 Detection Tool

Application Version: 1.0.0.135
Scan date: 11/29/2017 9:45:29 AM

Host Computer Information

Name: DESKTOP-JDAMSNI

Manufacturer: FUJITSU

Model: ESPRIMO_D556

Processor Name: Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz
08 Version: Microsoft Windows 10 Pro

Intel(R) ME Information

Engine: Intel(R) Management Engine

Version: 11.0.12.1008
SVN: 1

I
Hinh 3: Théng bdo c6 diém yéu Intel-SA-00086
Buwée 3: Cai dit ban vé 1ong phu hop véi timg thiét bi tai trang web hd tro

V]

cua Intel tai duong dan:
https://www.intel.com/content/www/us/en/support/articles/000025619/sof
tware.html

Tham khao

Mot sb thong tin vé nha cung cip thiét bi va ban va tham khao tai céac
duodng dan bén dudi:
https://www.intel.com/content/www/us/en/support/articles/0000256
19/software.html
http://www.dell.com/support/article/us/en/19/sIn308237/dell-client-
statement-on-intel-me-txe-advisory--intel-sa-00086-?lang=en
http://www.dell.com/support/article/us/en/19/gnad44242/dell-server-
statement-on-intel-me-txe-advisory--intel-sa-00086-?lang=en
http://www.fujitsu.com/global/support/products/software/security/p
roducts-f/itsa-00086e. html
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https://www.intel.com/content/www/us/en/support/articles/000025619/software.html
https://www.intel.com/content/www/us/en/support/articles/000025619/software.html
https://www.intel.com/content/www/us/en/support/articles/000025619/software.html
https://www.intel.com/content/www/us/en/support/articles/000025619/software.html
http://www.dell.com/support/article/us/en/19/sln308237/dell-client-statement-on-intel-me-txe-advisory--intel-sa-00086-?lang=en
http://www.dell.com/support/article/us/en/19/sln308237/dell-client-statement-on-intel-me-txe-advisory--intel-sa-00086-?lang=en
http://www.dell.com/support/article/us/en/19/qna44242/dell-server-statement-on-intel-me-txe-advisory--intel-sa-00086-?lang=en
http://www.dell.com/support/article/us/en/19/qna44242/dell-server-statement-on-intel-me-txe-advisory--intel-sa-00086-?lang=en
http://www.fujitsu.com/global/support/products/software/security/products-f/itsa-00086e.html
http://www.fujitsu.com/global/support/products/software/security/products-f/itsa-00086e.html

PHU LUC 2
|. Béo cdo dwoc xiy dung dwa trén cic ngudn thong tin:
- Hé thdng xir 1y tAn cong mang Internet Viét Nam, hé thong trang thiét bi

k¥ thuat phuc vu cho cong tac quan 1y nha nude vé an toan thong tin do Cuc An
toan thong tin quan 1y van hanh;

- Kénh lién lac quéc té vé an toan thong tin; hoat dong hop tac giita Cuc
An toan thong tin va cac to chirc, hang bao mat trén thé gidi.

- Hoat dong theo ddi, phan tich, tong hop tinh hinh an toan thong tin mang
trén cac trang mang uy tin.

I11. Gi6i thiéu vé Hé thong theo déi, xir Iy tan cong mang Internet
Viét Nam truc thugc Cuc An toan thong tin:

Trung tdm Tu van va HJ trg nghi¢p vu ATTT truc thuoc Cuc An toan
thong dang trién khai va van hanh cic hé théng k¥ thuat phuc vu cong tac bao

dam ATTT mang qudc gia nhu sau:

1. Hé théng phén tich, phdt hi¢n tdn cong mang tiv xa da nén ting

Vietnam Cyber Attack Map - Authority of Information Security

mic.gov.un

Hé théng duoc xdy dung dua trén cac cong nghé Al thudng xuyén do
quét, kiém tra cac muc tiéu dya trén hé théng sensor san co cua Cuc An toan
thong tin va cac sensor khac trén toan thé gidi, tir d6, tu dong phat hién, canh
b4o sém céac cudc tin cong mang nhdm vao cac muc tiéu dugc cdu hinh sén,
nhanh chéng thong bdo cho quan tri vién biét cac tinh trang cua cac cudc tan

coOng mang nay.
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2. Hé thong phan tich, do quét, tw dong phat hién tin cong tir xa cic

website, cong thong tin dién tir

HENRARNRN:
-
|4

oO0oPOOOOO ;
000000000

Trude tinh hinh cac hé théng website, trang/cong thong tin dién tir ctia cac
co quan, to chic duoc st dung dé cung cip théng tin dén ngudi din, doanh
nghiép, ban bé qubc té ciing nhu st dung dé cung cip cac dich vu cong truc
tuyén ludn phai d6i mit v4i cac nguy co tin cong, thay doi giao dién, cai ma doc
trén website. ..

Cuc An toan thong tin di xay dung, phat trién va trién khai Hé thong phan
tich, do quét, tuy dong phat hién tan cong tur xa cac website, cé)ng thong tin dién
tar. Hé théng dugc thiét ké dé hd tro viée theo doi, giam sat va canh bao sém vé
mirc 30 ATTT cuia cac website. Hé thong thuc hién gidm sat tir xa nhung khong
can thiép, khong cai dit phin mém hay thiét bi vao ha ting cta cac co quan chu
quan website do.

3. Hé thong theo doi, phat hién ma ddc, mang botnet tir xa

Hé théng theo doi cap nhat vé tinh hinh ma ddc hai duoc xay dung va
trién khai dé hd tro dac luc trong viéc nam bit cu thé va dﬁy du nhat vé tinh hinh
lay nhiém ma doc trong Viét Nam. Tir d6 c¢6 thong tin dé xay dung ké hoach va
phuong an xtr 1y boc g& cac ma ddc trén dién rong.

Vi hé théng nay cho phép cac can bd quan ly, phan tich nim bét duoc
chi tiét cac dong ma doc, cac mang botnet dang hoat dong trén khong gian mang
Viét Nam.
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Vietnam botnet activities

—
5
H

Bén canh d6 hé thong con gitip cac can bo phan tich nhanh chong nam bat
dugc xu thé lay lan, phat trién ctia cac ho ma doc, tir d6 dé ra cac phuong &4n ing
pho kip thoi cho ting thoi diém.

4. H¢ thong giam sat va phong, chong tan cong mang

Hé théng giam sat va phong, chdng tin cong mang ctia Cuc ATTT duoc
xay dung trén co so két hop gitta giai phap thuong mai va giai phap ngudén ma,
bao dam khéng phu thudc vao bat ky mot hing hay mot cong nghé cu thé nao

trong viéc hd tro bao vé cac hé théng thong tin.

Co quan, td chirc c6 thé lién hé dé duoc tu van, hd trg trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Piang ky nhén thong tin canh bao chung vé ATTT, lién hé: Ong Ha Vin
Hiép, s6 dién thoai: 0968689111, thu dién tir: hvhiep@mic.gov.vn;

- Ping Kky theo ddi, giam sat trang/cong thong tin dién tir, lien hé: Ong
Nguyén Son Tung, sé dién thoai: 0977325416, thu dién ti: nstung@mic.gov.vn;

- Diang ky theo doi, giam sat, xir ly ma doc, lira dio qua mang, lién h¢: Ba
Bui Thi Huyén, sb dién thoai:0932481987; thu dién tir: bt_huyen@mic.gov.vn;

- Piang ky hd tro cai dit cam bién (sensor) dé giam sat, phong, chdng tin
cong mang, lién hé: Ong Nguyén Phu Diing, sé dién thoai: 01676611700, thu

dién tr: npdung@mic.gov.vn
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