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S0: 193 ITTCNTT-KTHT Ha Noi, ngay 19 thang 07 nam 2021
V/v 16 hong mai trong SolarWinds
Serv-U Manager File Transfer va
Serv-U Secure FTP

Kinh guri: Cac don vi truc thudc Bo ¢6 hé théng théng tin

Ngay 12/7/2021, SolarWinds di cong bé vé 16 hong bao mat (CVE-2021-
35211) trong Serv-U Manager File Transfer va Serv-U Secure FTP, anh huéng
dén phién ban Serv-U v15.2.3 HF1 (phat hanh ngay 05/5/2021) va tat ca c4c phién
ban trude d6. Doi tugng tan céng c6 thé khai thac 16 hong bao mat nay théng qua
giao thuc SSH, tir d6 thuc thi ma tir xa véi dac quyén cao hon trén may chu muc
tiéu.

Serv-U Manager File Transfer va Serv-U Secure FTP [a 2 phan mém, {ng
dung duoc sir dung trong nhiéu hé théng théng tin cia cac co quan, to chire dé quan
ly, kiém soat viéc truyén, chia sé tép tin bén trong va bén ngoai don vi. Theo danh
gia so b caa Cuc An toan thong tin — Bo Théng tin va Truyén thong, tai Viét Nam
c6 khoang 700 hé thng thdng tin ciia cac co quan to chie st dung SolarWinds dang
dugc cong khai trén Internet, trong d6 c6 rat nhiéu hé théng cua tip doan, doanh
nghiép va cac cong ty lon.

Nham bao dam an toan thong tin cho hé thong théng tin ciia Quy don vi, Trung
tam Codng nghé thong tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat may chu co cai dat SolarWinds Serv-U Manager File
Transfer va Serv-U Secure FTP dé phét hién va xir ly kip thoi cac may chi ¢ kha
nang bi ddi twong tan céng khai thac théng qua 15 hong trén. Nang cap phién ban
tuong (ing theo phat hanh cua hang. Trong trudng hop chua thé nang cap Quy don
vi c6 thé ap dung bién phap khic phuc dé giam thiéu nguy co bi tin cong (tham
khao huéng dan kém theo).

2. Tang cuong giam séat va san sang phuong an xur ly khi phat hién c6 dau
hiéu bi khai thac, tan cong mang.

Trong truong hop can thiét, Quy don vi lién hé dau méi hd trg cia Trung tam
Cong nghé thong tin: Phong Ky thuat ha tang, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Tréan trong./%

Noi nhgn: GIAM POC
- Nhu trén; ) i ,
- Thir truéng Bui The Duy (dé b/c);

- Céng thdng tin dién tir B KH&CN: HS
- Luu: VT, KTHT. oG e b

Ha Quéc Trung



Phu luc
Théng tin 16 hong bao mat
(Kém theo Céong van s6193 [TTCNTT-KTHT ngay 19 07 /2021
cua Trung tdm Cong ngh¢ thong tin)

1. Théng tin vé céc 16 hong

M4 18 hong: CVE-2021-35211

M ta: L hong ton tai trong Serv-U Manager File Transfer va Serv-U
Secure FTP. Ddi twong tin cong co thé khai thac 16 hong bao mat nay théng qua
giao thuc SSH, tir d6 thuc thi ma tir xa véi dac quyén cao hon trén may chu muc
tiéu.

San pham bi anh hwéng: phién ban Serv-U v15.2.3 HF1 (phat hanh ngay
05/05/2021) va cac phién ban trude do.
2. Hwéong dan khic phuc

Cach khac phuc tét nhat 1a nang cap 1én phién ban méi nhat (hién tai la Serv-
U v15.2.3 HF2). Dudi day 1a danh sach cac phién ban bj anh huéng va huéng dan
cap nhat twong ng:

Phién ban bi anh hwéng Huwoéng dan cap nhat

Cap nhat phién ban Serv-U 15.2.3 HF2, c6 san trong

Serv-U 15.2.3 HF1 Customer Portal

Cap nhat lan luot theo thu tu 1&n phién ban Serv-U
Serv-U 15.2.3 15.2.3 HF1 va Serv-U 15.2.3 HF2, c6 san trong
Customer Portal

Cap nhat lan luot theo tha tu 1&n phién ban Serv-U
15.2.3, Serv-U 15.2.3 HF1, Serv-U 15.2.3 HF2, c0 san
trong Customer Portal

All  Serv-U versions
prior to 15.2.3

Trong trudng hop chua thé nang cap phién ban, Quy don vi thuc hién bién
phap khic phuc thay thé bang céch vo hiéu hoa quyén truy cap SSH trén cé4c san
pham bi anh huong néu trén.

3. Ngudn tham khao
https://www.solarwinds.com/trust-center/security-advisories/cve-2021-35211



DANH SACH CAC PON VI CO HE THONG THONG TIN

(Kém theo Céng van sé ITTCNTT-KTHT ngay / /2021 cua Trung tam

Cong nghé théng tin)
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Tén don vi

Thanh tra Bo

Cuc Cong tac phia Nam

Cuc Ung dung va phét trién céng nghé

Cuc Nang luong nguyén tur

Cuc Thdng tin Khoa hoc va Céng nghé Qudc gia

Cuc Phat trién thi tredng va doanh nghiép khoa hoc va cong nghé

Cuc An toan buc xa va hat nhan

Cuc S¢ hiru tri tué

O IO N gk wWIN

Téng Cuc tiéu chuan do ludng chat luong

[HEN
o

Ban quan ly khu cong nghé cao Hoa Lac

[HEN
[EEN

.| Hoc vién Khoa hoc, Cong nghé va B6i méi sang tao

[HEN
N

.| Vién Khoa hoc va cdng nghé Viét Nam - Han Quéc (VKIST)

[HEN
w

.| Vién Nghién cau sang ché va Khai thac cong nghé

[HEN
SN

.| Vién Nang luong nguyén tir Viét Nam

[HEN
(9

.| Vién Ung dung cong nghé

[HEN
D

.| Vién Danh gia khoa hoc va Binh gid cong nghé

[HEN
\l

.| Vién Khoa hoc s¢ httu tri tué

[HEN
o

.| Vién Nghién ciru va Phat trién Ving

[HEN
O

.| Van phong cac Chuong trinh trong diém cap nha nudc

N
o

.| Van phong Céng nhan chat lugng

N
[

.| Van phong Pang ky hoat dong khoa hoc va céng nghé

N
N

.| Vin phong cac Chuong trinh khoa hoc va cng nghé qudc gia

N
w

Bao Khoa hoc va Phat trién

N
N

.| Tap chi Khoa hoc va Cong nghé¢ Viét Nam

N
i

Nha xuat ban Khoa hoc va Ky thuat

N
»

.| Quy Phét trién khoa hoc va cdng nghé quéc gia

N
-~

.| Quy B6i méi cong nghé quéc gia

N
oo

.| Trung tdm Nghién ctu va Phat trién truyén théng khoa hoc va cong nghé

N
O

.| Trung tdm Nghién ctru va Phat trién hoi nhap khoa hoc va cdng nghé qudc té
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