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TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phic

S6:180 /TTCNTT-KTHT Ha Ngi, ngay 09 thang 07 nam 2021
Vv 16 hong bao mat mai trong WinRAR

Kinh gui: Cac don vi truc thuéc Bo

Ngay 02/07/2021, Cuc An toan thong tin da ghi nhan diém yéu, 16 hong bao
mat méi (CVE-2021-35052) trong phan mém WIinRAR. WInRAR 14 cong cu hd trg
ngudi dung trong viéc nén va giai nén cac tep tin. Theo danh gia so bo, day 1a 16
hong c6 pham vi anh hudng tuong d6i 16n, do WinRAR duoc sir dung pho bién hién
nay trong cac co quan to chic ciing nhu ngudi ding ca nhan. Khai thac thanh cong
156 hong nay, ddi twong tan cdng cd thé thuc hién tan cong vao hang loat cac may
tinh nguoi dung dang st dung WIinRAR, tir d6 ¢ thé dan dén céc chién dich tan
cong cd chu dich trén dién rong.

Nham dam bao an toan thong tin cho hé thong théng tin ciia Quy don vi, Trung
tam Con nghé thdng tin khuyén nghi Quy don vi théng b&o rong rai dén toan thé céan
b6 va thuc hién:

1. Kiém tra, ra soat may tinh dang st dung WinRAR c6 kha nang bi anh
huong bai 16 hong trén dé c6 phuong an xu ly, khic phuc 16 hong. Cap nhat 1én
phién ban mai nhat (hién tai 1a 6.02) theo phat hanh cua hdng (tham khao hudng
dan kém theo).

2. Tang cuong giam séat va san sang phuong an xtr ly khi phat hién c6 dau
hiéu bi khai thac, tan céng mang.

Trong trudng hop can thiét, Quy don vi lién hé dau mdi hd tro cua Trung tam

Cong nghé thdng tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn. |
V’/

Trén trong./.

Noi nhan:

- Nhu trén;

- Thir truéng Bui Thé Duy (dé bic);

- Cong thong tin dién tir B KH&CN:
- Luu: VT, KTHT.




Phu luc
Thong tin 18 hong bao mat
(Kém theo Céng vin sé ITTCNTT-KTHT ngay / /2021
cua Trung tdm Cong nghé thdng tin)

1. Théng tin vé céc 16 hong

L5 hong bao mat CVE-2021-35052 ton tai do cac phan mém WIinRAR phién
ban bj anh hudng (tir phién ban 6.01 trg xudng) str dung két ndi khong an toan khi
truy cap noi dung théng bao tir phia may chia caa WinRAR théng qua web notifier
window cua tng dung nay, din dén cd thé khai thac dé thay d6i noi dung truyén
tir may chi bang cach can thiép vao duoc dit liéu trén dudng truyén Internet hoic
thay d6i vao ban ghi DNS. Khai thac 15 hng trén, ké tan céng théng qua WinRAR
c6 thé thuc thi mot tép tin voi dudong dan bat ky, tir d6 c6 thé chiém quyén diéu
khién may tinh caa nguoi dung.

2. Hwéng dan khic phuc

Dé khic phuc 16 hdng, Trung tdm Giam sat an toan khdng gian mang qudc
gia (NCSC) khuyén nghi nén thuc hién cap nhat phién ban mai nhat (hién tai 1a
6.02) ciia phan mém dé han ché tan cong.

- B1: Kiém tra phién ban phan mém hién tai dang sir dung
+ Va0 muc Tre gitip (Help) > Vé WIinRAR (about WinRAR)
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- B2: Néu phién ban phan mém hién tai chua phai méi nhat (WIinRAR 6.02), truy
cap https://www.win-rar.com/, vdo muc Download dé tai phién ban cao nhat
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+ Chon phién ban méi nhat, pht hop véi hé diéu hanh (64/32bit), ngdn ngit (Tiéng
Anh, ...) can tai vé:

Download WinRAR
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- B3: M¢& bo cai vira tai vé, chon Install dé cai dat
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w Browse...

This is a trial version of WinRAR archiver. Anyone may use it dunng a
test period of 40 days [ ]

PLEASE CAREFULLY READ THE LICENSE AGREEMENT BELOW
BEFORE CONTINUING THE INSTALLATION PROCESS.

END USER LICENSE AGREEMENT

The following agreement regarding RAR (and its Windows version - WinRAR)
archiver - referred to as “software” - is made between win.rar GmbH - referred
to as “licensor” - and anyone who is installing, accessing or in any other

If you agree to the END USER LICENSE AGREEMENT (EULA), please dick [Install]. If you do not
agree, please dick [Cancel].
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- B4: Thiét 1ap chon cac dinh dang dé WInRAR hd tro sir dung, chon OK dé
hoan thanh
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These opbons control WinRAR integraion into Windows. The first group of options allows to
chaese anchive types ko handle by WirRLAR. The second group selacts places to add links to
Ehe WinRLAR executable, The last group conbrals inbegration inko the Windows chell, Shell
ntegration provides handy features ke "Extract” ibem in archive conbext menus, so usualy
there is no neasan to disable it

Prass "Help” button to read the detailed deseription of thess options.
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- B5: Chon Done dé hoan thanh

WinRAR Setup X

WrRAR has been suctessfully instaled to the folder

C:'\Program Fles WirRAR

Use "Settings...” command from the WinRAR "Options” menu for further customization.
If you instalied WinR AR for the first time, please do not forget to read the onkine help,

Please note that WInRAR s not free saftware, Only ¥ you purchase a kcence, you wil allow
us to continue to make imgrovements,

Fleass vt WrRAR home page to download the latest WnRAR version. Mere you can also
purchase your kcence for WINRAR via our secure transaction server.

Read help View hoenze Order Home page

Thank you for using WinRAR!




- B6: Kiém tra lai phién ban phan mém vira cai dat:

+ Muc dich dé kiém tra phan mém da duoc cap nhat, cai dat thanh cong hay

chua

+ Thuyc hién lai B1 dé kiém tra lai phién ban phan mém

ﬂ Mew WinRAR ZIP archrve.zip [evaluation copy)
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+ Phan mém da cap nhat phién ban mai nhat tai thoi diém hién tai (WinRAR

6.02)

About WinRAR
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3. Tai ligu tham khao

https://www.win-
rar.com/singlenewsview.html?L=0&tx ttnews][tt

news]=165&cHash=1



https://www.win-rar.com/singlenewsview.html?L=0&tx_ttnews%5btt_news%5d=165&cHash=1
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DANH SACH CAC PON VI CO HE THONG CNTT

(Kém theo Céng van sé ITTCNTT-KTHT ngay / /2021 cua Trung tam

Cong nghé théng tin)

_|
_|

Tén don vi

Vu Khoa hoc Xa hoi, Nhan van va Ty nhién

Vu Khoa hoc va Cong nghé cac nganh kinh té - ky thuat

Vu Panh gia, Tham dinh va Giam dinh cdng nghé

Vu Cong nghé cao

Vu K& hoach -Tai chinh

Vu Phap ché

Vu Tb chic can bo

O N O IW N

Vu Hop tac qudc té

\/u Thi dua - Khen thuong

.| Vu Phét trién khoa hoc va cong nghé dja phuong

.| Van phong Bd

.| Thanh tra Bo

Cuc Cong tac phia Nam

.| Cuc Ung dung va phét trién céng nghé

Cuc Nang luong nguyén tir

Cuc Thdng tin Khoa hoc va Céng nghé Qudc gia

Cuc Phat trién thi truong va doanh nghiép khoa hoc va cong nghé

Cuc An toan burc xa va hat nhan

Cuc So hiu tri tué

.| Tong Cuc tiéu chuan do luong chat luong

.| Ban quan ly khu cdng nghé cao Hoa Lac

.| Hoc vién Khoa hoc, Cong nghé va B6i mai sang tao®

.| Vién Khoa hoc va céng nghé Viét Nam - Han Quéc (VKIST)

.| Vién Nghién ciu sang ché va Khai thac céng nghé

.| Vién Nang lugng nguyén ti Viét Nam

.| Vién Ung dung cdng nghé

.| Vién Panh gia khoa hoc va Pinh gid cong nghé

.| Vién Khoa hoc s& httu tri tué

.| Vién Nghién ciru va Phat trién VVing

.| Vin phong cac Chuong trinh trong diém cip nha nudc

.| Vian phong Cong nhan chat lugng

.| Van phong Pang ky hoat dong khoa hoc va céng nghé

.| Vin phong cac Chuong trinh khoa hoc va cng nghé qudc gia

Bao Khoa hoc va Phét trién

.| Tap chi Khoa hoc va Cong ngh¢ Viét Nam

.| Nha xuét ban Khoa hoc va Ky thuat

.| Qu¥ Phat trién khoa hoc va cng nghé quéc gia

.| Quy Bo6i méi cong nghé quéc gia

.| Trung tdm Nghién ctru va Phat trién truyén théng khoa hoc va cong nghé

.| Trung tdm Nghién ctru va Phat trién hoi nhap khoa hoc va cdng nghé qudc té
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