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~S(‘)ﬁ: ISUTTCNTT-KTHT Ha Noi, ngay 02 thang 06 nam 2022
V/v 16 hong bao mat CVE-2022-30190
trong Microsoft Support Diagnostic Tool

Kinh gui: Cac don vi truc thuéc Bo

Ngay 30/5/2022, Microsoft da chinh thtc cdng bb vé 16 héng bao mat CVE-
2022-30190 trong Microsoft Support Diagnostic Tool (MSDT), anh huong dén
Microsoft Office phién ban Office 2013/2016/2019/2021 va céac phién ban
Professional Plus. L& hong nay cho phép ddi twong tan cong thuc thi ma ty y; tir
d6 co quyén xem, thay d6i hoac xda dit liéu,...

Thong tin chi tiét 16 hang bdo mdt 6 tai Phu luc kém theo.

L5 hong CVE-2022-30190 hay con c6 tén goi “Follina” dugc phét hién véi
nhitng dau hiéu khai thac dau tién tir ngay 12/4/2022 khi st dung tai lieu Word
doc hai dé thuc thi ma PowerShell. Thoi diém hién tai Microsoft van chua phat
hanh ban vé cho 16 hong nay trong khi ma khai thac cia Follina di dugc cong bd
rong rai trén Internet; cho thiy muc d6 anh huong cua 16 hong nay rat 16n.

Nham bao dam an toan thong tin cho hé thdng théng tin ciia Quy don vi, Trung
tam Cong nghé thong tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha
nang bi anh huong. Hién Microsoft chua phat hanh ban va cho 156 hong bao mat
noi trén, vi vay Quy don vi can thuc hién cac budc khic phuc thay thé dé giam
thiéu nguy co tan céng va chd dén khi ban va duoc céng bd tir hdng (tham khao
thong tin tai Phu luc kem theo).

2. Tang cudng giam sat va sin sang phuong an xir Iy khi phét hién cé dau hiéu
bi khai thac, tin cdng mang; ddng thoi thuong xuyén theo déi kénh canh
bdo cua cac co quan chic ning va cac to chic 16n vé an toan thong tin dé phét
hién kip thoi cac nguy co tan cdng mang.

Trong trudng hop can thiét, Quy don vi lién hé dau mdi hd trg cua Trung tam
Cong nghé thong tin: Phong Ky thuat ha tang, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Tran trong./%

Noi nhan:

- Nhu trén;

- Thir truéng Bui Thé Duy (dé bic);

- Céng thong tin dién tir B KH&CN:
- Luu: VT, KTHT.




Phu luc
Thong tin vé 16 hong bao mat CVE-2022-30190
(Kém theo Céng van so 180 [TTCNTT-KTHT ngay 02 b6 /2022 cia Trung tam
Cong nghé thdng tin)

1. Théng tin 16 hong bao mat

- M6 ta: L3 hong ton tai trong Microsoft Windows Support Diagnostic
Tool (MSDT) cho phép doi tugng tan cong thuc thi ma tay y.

- Piém CVSS: 7.8 (Cao)

- Anh hwéng: Windows Server 2008/2012/2016/2019/2022, Windows
7/8.1/10/11.

2. Hwéng dan khic phuc

Thoi diém hién tai hiang chwa phat hanh ban va cho 16 hong bao mat nay.
Vi vay, Quy don vi can thuc hién céac bién phap khac phuc thay thé dé giam thiéu
nguy co tan cdng bang cach vd hiéu hoa giao thirc URL MSDT. Cu thé nhu sau:

Budc 1: Chay Command Prompt véi quyén Admin.

Budc 2: Dé sao luu registry key, chay 1énh

reg export HKEY CLASSES ROOT\ms-msdt filename

Budéc 3: Chay Iénh

reg delete HKEY_ CLASSES ROOT\ms-msdt /f

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-
30190

https://msrc-blog.microsoft.com/2022/05/30/guidance-for-cve-2022-
30190-microsoft-support-diagnostic-tool-vulnerability/
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