BO KHOAHQC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc lap - Ty do - Hanh phuc

S0: 178 [TTCNTT-KTHT HaNgi, ngay 09 thang 07 nam 2021
V/v 04 16 hong méi trong BIOS ctua may
tinh, thiét bi Dell

Kinh giri: Cacdon vi tructhuocBo

Ngay 24/6/2021, Cuc An toanthong tin da ghi nhan 04 diém yéu, 15 hdng bao
mat méi (CVE-2021-21571, CVE-2021- 21572, CVE-2021-21573, CVE-2021-
21574) trong tinh ning BIOSConnect va HTTPS Boot (tinh niing, cong cu €O sin
trén hau hét cac may tinh, thiét bi caa hang Dell dé hd tro viéc cap nhat firmware va
khoi phuché diéu hanh tirxa) trén BIOS cua cac may tinh, thiét bi hang Dell.

Theo danh gia so bo, day 1a nhiing 16 hong cd pham vi anh hudng tuong d6i
I6n, dén khoang 30 triéu thiét bi tuong ing vaéi 129 dong may tinh xach tay, may
tinh bang va may tinh ban. Pac biét 04 16 hong nay co thé két hop véi nhau trong
cac chién dich tan cong co cha dich dé tan cong, kiém soat may tinh, thiét bi cia
ngudi dung, tir 6 tan cdng sau hon vao cac hé thong thdng tin quan trong khac
(théngtin chi tiét co tai phu luc kém theo).

Nham dambao antoan théng tin cho hé théng théng tin cia Quy don vi, Trung
tam COng nghé thong tin khuyén nghi Quy don vi thdng b&o rong rai ¢én toan thé
can bo va thuc hién:

1. Kiém tra, ra soat may tinh, thiét bi c6 kha niang bi anh huong bai cac 16
héng trén dé co phuong an xtr Iy, khac phuc kip thoi. Cap nhat ban va tuong tng
theo phat hanh cua hang. Trong trudng hop chua c6 ban va can c6 phuong an dé
ngan chan viéc khai thac 15 hong, déng thoi theo ddi thuong xuyén thong tin vé 15
héng dé cap nhat ngay khi cd ban va (tham khao hudng dan kém theo).

2. Tang cuong giam sat va sin sang phuong an xt ly khi phat hién cd dau
hiéu bi khai thac, tin cong mang.

Trong trudng hop can thiét, Quy don vi lién hé dau mdihd trg caia Trung tam
Congnghéthdngtin: Phong Ky thuat ha tang, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Trantrong./. ,
=

Noi nhgn: GIAM POC
- Nhu trén;

- Tha trusng Bui Thé Duy (dé b/c);

- Congthdngtin dién tir Bo KH&CN;
- Luu: VT, KTHT.




Phu luc
Théng tin 16 hong bio mat
(Kém theo Congvansé ~ [TTCNTT-KTHTngay / /2021
cua Trung tam Céng nghéthdngtin)

1. Thong tin vé c4c 16 hdng

TT Ma 15i Mic do M0 ta
L3 hong trong Dell BIOSConnect
1 | CVE-2021-21571 Trung binh va Dell HTTPS Boot cho phép gia

CVSS (3.1):5.9 ,
mao ching thu so.

L&i tran bo dém cho phép vuot qua

cac co chékiém soatdé thuc thi cac
CVE-2021-21572,

5 | CVE-2021-21573, Cao
CVSS (3.1):7.2 |dungquan tri.
CVE-2021-21574

Khai thac duoc khi c6 quyén truy

doan ma doc hai véi quyén nguoi

cap cuc bo.

2. Cacsan pham bi anh hwéng

San pham anh Blﬁéegﬁkr)\acnﬁ Supports Supports Ngay phat hanh
hwéng Ahat P IBIOSConnect HTTP(s) Boot | (MM/DD/YYYY)
pajenware mis 1323 Yes Yes 6/21/2021
ChengMing
3990 1.4.1 Yes No 6/23/2021
ChengMing
3991 1.4.1 Yes No 6/23/2021
Dell G15 5510 1.4.0 Yes Yes 6/21/2021
Dell G15 5511 1.3.3 Yes Yes 6/21/2021
Dell G3 3500 1.9.0 Yes No 6/24/2021
Dell G5 5500 1.9.0 Yes No 6/24/2021
Dell G7 7500 1.9.0 Yes No 6/23/2021
Dell G7 7700 1.9.0 Yes No 6/23/2021
Inspiron 14
5418 2.1.0 A06 Yes Yes 6/24/2021
Inspiron 15
5518 2.1.0 A0O6 Yes Yes 6/24/2021
Inspiron 15 1.04 Yes Yes 6/23/2021




7510

Inspiron 3501 1.6.0 Yes No 6/23/2021
Inspiron 3880 1.4.1 Yes No 6/23/2021
Inspiron 3881 1.4.1 Yes No 6/23/2021
Inspiron 3891 1.0.11 Yes Yes 6/24/2021
Inspiron 5300 1.7.1 Yes No 6/23/2021
Inspiron 5301 1.8.1 Yes No 6/23/2021
Inspiron 5310 2.1.0 Yes Yes 6/23/2021
Inspiron 5400 1.7.0 Yes No 6/23/2021
2nl

Inspiron 5400 1.4.0 Yes No 6/23/2021
AIO

Inspiron 5401 1.7.2 Yes No 6/23/2021
Inspiron 5401

AIO 1.4.0 Yes No 6/23/2021
Inspiron 5402 151 Yes No 6/23/2021
ispiron 5496 15.1 Yes No 6/23/2021
Inspiron 5408 1.7.2 Yes No 6/23/2021
Inspiron 5409 151 Yes No 6/23/2021
'anﬁ”lon >410 210 Yes Yes 6/23/2021
Inspiron 5501 1.7.2 Yes No 6/23/2021
Inspiron 5502 151 Yes No 6/23/2021
Inspiron 5508 1.7.2 Yes No 6/23/2021
Inspiron 5509 151 Yes No 6/23/2021
Inspiron 7300 1.8.1 Yes No 6/23/2021
ispiron 7300 1.3.0 Yes No 6/23/2021
pispiron 7396 15.1 Yes No 6/23/2021
Inspiron 7400 1.8.1 Yes No 6/23/2021
Inspiron 7500 1.8.0 Yes No 6/23/2021
Inspiron 7500

on1 - Black 1.3.0 Yes No 6/23/2021
Inspiron 7500 1.3.0 Yes No 6/23/2021
2n1 - Silver

Inspiron 7501 1.8.0 Yes No 6/23/2021
ispiron 7506 15.1 Yes No 6/23/2021
Inspiron 7610 1.04 Yes Yes 6/23/2021
Inspiron 7700 1.4.0 Yes No 6/23/2021




AlO

Inspiron 7706

onl 15.1 Yes No 6/23/2021
Latitude 3120 1.1.0 Yes No 6/23/2021
Latitude 3320 1.4.0 Yes Yes 6/23/2021
Latitude 3410 1.9.0 Yes No 6/23/2021
Latitude 3420 1.8.0 Yes No 6/23/2021
Latitude 3510 1.9.0 Yes No 6/23/2021
Latitude 3520 1.8.0 Yes No 6/23/2021
Latitude 5310 1.7.0 Yes No 6/24/2021
'Z'?E]'tfde >310 1.7.0 Yes No 6/24/2021
Latitude 5320 1.7.1 Yes Yes 6/21/2021
'z‘_a‘itr']t_‘ide 5320 171 Yes Yes 6/21/2021
Latitude 5410 1.6.0 Yes No 6/23/2021
Latitude 5411 1.6.0 Yes No 6/23/2021
Latitude 5420 1.8.0 Yes Yes 6/22/2021
Latitude 5510 1.6.0 Yes No 6/23/2021
Latitude 5511 1.6.0 Yes No 6/23/2021
Latitude 5520 1.7.1 Yes Yes 6/21/2021
Latitude 5521 1.3.0 A03 Yes Yes 6/22/2021
'Z-f‘itr']t_‘ide 7210 17.0 Yes No 6/23/2021
Latitude 7310 1.7.0 Yes No 6/23/2021
Latitude 7320 1.7.1 Yes Yes 6/23/2021
'Baettggggglgzo 1.4.0 A4 Yes Yes 6/22/2021
Latitude 7410 1.7.0 Yes No 6/23/2021
Latitude 7420 1.7.1 Yes Yes 6/23/2021
Latitude 7520 1.7.1 Yes Yes 6/23/2021
Latitude 9410 1.7.0 Yes No 6/23/2021
Latitude 9420 14.1 Yes Yes 6/23/2021
Latitude 9510 1.6.0 Yes No 6/23/2021
Latitude 9520 152 Yes Yes 6/23/2021
Latitude 5421 1.3.0 A03 Yes Yes 6/22/2021
OptiPlex 3080 2.1.1 Yes No 6/23/2021
SFF’tF'P'eX 3090 120 Yes Yes 6/23/2021
Opiiblex 3260 1.7.0 Yes No 6/23/2021
OptiPlex 5080 1.4.0 Yes No 6/23/2021




OptiPlex 5090

Tower 1.1.35 Yes Yes 6/23/2021
Xf’gp'ex 2490 130 Yes Yes 6/24/2021
OptiPlex 7080 1.4.0 Yes No 6/23/2021
(T)g\f\'/zex 7090 1.1.35 Yes Yes 6/23/2021
SEtF'P'eX 7090 12.0 Yes Yes 6/23/2021
Opaiplex 1480 1.7.0 Yes No 6/23/2021
Optiblex 490 13.0 Yes Yes 612412021
Opaiplex 1780 1.7.0 Yes No 6/23/2021
oo 1.8.2 Yes No 6/9/2021
Precision 3440 1.4.0 Yes No 6/23/2021
Precision 3450 1.1.35 Yes Yes 6/24/2021
Precision 3550 1.6.0 Yes No 6/23/2021
Precision 3551 1.6.0 Yes No 6/23/2021
Precision 3560 1.7.1 Yes Yes 6/21/2021
Precision 3561 1.3.0 A03 Yes Yes 6/22/2021
Precision 3640 1.6.2 Yes No 6/23/2021
orecision 565 120 Yes Yes 6/24/2021
Precision 5550 18.1 Yes No 6/23/2021
Precision 5560 1.3.2 Yes Yes 6/23/2021
Precision 5760 1.1.3 Yes Yes 6/16/2021
Precision 7550 1.8.0 Yes No 6/23/2021
Precision 7560 1.1.2 Yes Yes 6/22/2021
Precision 7750 1.8.0 Yes No 6/23/2021
Precision 7760 1.1.2 Yes Yes 6/22/2021
Vostro 14 5410 2.1.0 A06 Yes Yes 6/24/2021
Vostro 155510 2.1.0 A06 Yes Yes 6/24/2021
Vostro 157510 1.04 Yes Yes 6/23/2021
Vostro 3400 1.6.0 Yes No 6/23/2021
Vostro 3500 1.6.0 Yes No 6/23/2021
Vostro 3501 1.6.0 Yes No 6/23/2021
Vostro 3681 2.4.0 Yes No 6/23/2021
Vostro 3690 1.0.11 Yes Yes 6/24/2021
Vostro 3881 2.4.0 Yes No 6/23/2021




Vostro 3888 2.4.0 Yes No 6/23/2021
Vostro 3890 1.0.11 Yes Yes 6/24/2021
Vostro 5300 1.7.1 Yes No 6/23/2021
Vostro 5301 1.8.1 Yes No 6/23/2021
Vostro 5310 2.1.0 Yes Yes 6/23/2021
Vostro 5401 1.7.2 Yes No 6/23/2021
Vostro 5402 15.1 Yes No 6/23/2021
Vostro 5501 1.7.2 Yes No 6/23/2021
Vostro 5502 15.1 Yes No 6/23/2021
Vostro 5880 1.4.0 Yes No 6/23/2021
Vostro 5890 1.0.11 Yes Yes 6/24/2021
Vostro 7500 1.8.0 Yes No 6/23/2021
XPS 13 9305 1.0.8 Yes No 6/23/2021
;(;fols 2inl 233 Yes No 6/23/2021
XPS 139310 3.0.0 Yes No 6/24/2021
XPS 15 9500 1.8.1 Yes No 6/23/2021
XPS 159510 1.3.2 Yes Yes 6/23/2021
XPS 17 9700 1.8.2 Yes No 6/9/2021
XPS 17 9710 1.1.3 Yes Yes 6/15/2021

3. Huéng dan khiacphuc

3.1. Poivéi nhimg may tinh cgp nhdtban va BIOS

C6 nhiéu cach dé cap nhat BIOS. Theo khuyén nghi ciia hang, nguoi ding c6
thé st dung mot trong cac cach sau:

Cach 1: Cai datung dungcaa Dell Notification d& nhan thong bao tu dong va
cap nhat khicd ban va méi.

Céach 2: Tai ban va va cai dat thu cong.

3.1.1. Céch 1: Cai ddt vng dung hé tre ciia DELL dé nhgn thdng bao cdp
nhdtva cdp nhatkhico bdanva mai.
a) Cai datung dung SupportAssistcria DELL

- B1: Truy cap vao trang: https://www.dell.com/support/contents/en-
vn/article/product-support/self-support-knowledgebase/software-and-
downloads/supportassist chon Download SupportAssist



https://www.dell.com/support/contents/en-vn/article/product-support/self-support-knowledgebase/software-and-downloads/supportassist
https://www.dell.com/support/contents/en-vn/article/product-support/self-support-knowledgebase/software-and-downloads/supportassist
https://www.dell.com/support/contents/en-vn/article/product-support/self-support-knowledgebase/software-and-downloads/supportassist

D&LLTe

Products Services Support Community

Product Support Knowledge Base Warranty & Contracts Service Requests & Dispatch Status Order Support Contact Support

fr Support Product Support Support Library Software And Downloads Dell SupportAssist for PCs

Dell SupportAssist for PCs

Automated, proactive, and predictive support

o
1

At Dell, we understand you have more important things to do than troubleshoot issues. SupportAssist is the smart technology that keeps
your computer running at its best. SupportAssist proactively checks the health of your system’s hardware and software. When an issue is
detected, the necessary system state information is sent to Dell for troubleshooting to begin. Dell will contact you to start the resolution
conversation, preventing issues from becoming costly problems.

Customers with Premium Support or Premium Support Plus enjoy the automated issue detection, notification, and case creation offered
by SupportAssist. ProSupport Plus or Premium Plus service entitlements enjoy the full set of features, including predictive issue detection

and failure prevention on batteries, fans, solid state drives, and hard drives.

SupportAssist is preinstalled on most Dell devices running Windows operating system and can be found in the Start menu under All
Programs in the Dell or Alienware folder. If it is not preinstalled, you can download SupportAssist below:

b, Download SupportAssist h

- B2: Caidat b cai SupportAssistinstaller.exe

SupportAssist Installer

Getting application files

Downloading and installing SupportAssist start-up files.
0%

Depending on the speed of your BC. this installation can take several minutes Cancel
LepeEnaing on the spesd of your L, TS Installaticn Can 1ake sEviera MUTEE.

- B3: Sau khi cai dat, vao tng dung SupportAssist. Tai muc Get driver & Downloads
chon Run dé bat dau kiém tra cac ban va, cap nhat caa may



SupportAssist

Home Troubleshooting History

We're ready to help

You can keep your computer runn

é

Get drivers &
downloads

Last run:
Jun 26, 2021

Get Support

ing at its best by performing the tests below.

| (Y (2]
Scan Clean Tune
hardware files performance

Service Tag: 4594284 & Profile &

—
—
—

o

Optimize
network

- B4: Sau khi chay, néu cd ban cap nhat, tng dung sé& hién thongbéo

@ SupportAssist

Home Troubleshooting History Get Support
Updates are available
Click Update Now to update the drivers
a2
& )
i i)
Get Drivers & S Clean Tune
Downloads Files Performance
Update Now Run Now Run Now Run Now
Ny
[ —

A Profile

Run All

T
-~

Optimize
Network

Run Now

+ Chon Update Now dé kiém tra thong tin cac ban cap nhat da tai vé. Chon cac ban
cap nhat duoc cai/khong duoc cai vao may bang cach tich vao 6 dau mdiban cap

nhat

+ Chon Install dé bat dau qua trinh cap nhat, khaidong lai may néu tng dung yéu

A

cau



@ SupportAssist

Home Troubleshooting History Get Support A Profile &

We're ready to update your PC. P

Review the list of updates below, and click Install to begin. You can restore your PC drivers to previous version through your History
Update Details File Size Version Status
Urgent

HNo drivers available to update

Recommended

AMD Radeon Graphics Controller More Detal 541.92 MB 1

400,102

b) Cai datimg dung DELL Update

- B1: Truy cap trang: https://www.dell.com/support/kbdoc/en-vn/000177325/dell-
command-update

+ Chon Version Dell Update va download ttng dung

Dell Command Update

Summary: Download Dell Command Update and read release notes and specifications.

ARTICLE CONTENT Article Content

ARTICLE PROPERTIES
Symptoms

RATE THIS ARTICLE Dell Command | Update is a stand-alone application, for commercial client computers, that provides updates for system software that is released by

Dell. This application simplifies the BIOS, firmware, driver, and application update experience for Dell commercial client hardware. This application
can also be used to install drivers after the operating system and network drivers are installed based on the computer identity.

You can use KB article 180507: Dell Command Cloud Repository Manager to create a repository of computer updates for Dell commercial client
devices and help further streamline update efforts. Dell Command | Update can be used at the endpoint to install these updates.

Note: Recommendations: Dell highly recommends applying the latest Dell Command | Update during your next scheduled update cycle. Updates
contain feature enhancements or changes that improve the reliability and availability of your computer.

Dell Command | Update 4.2.1

Dell Command | Update 4.2.1 (released June 2021)

There are two downloads available for Dell Command | Update:

« Universal Windows Platform version for Windows 10 32 and 64 bit

« Windows 32 and 64-bit version for Microsoft Windows 7, 8,8.1 and 10 h

Documentation Links

+ Chon download tai trang vira mé ra sau khiclick vao link trén


https://www.dell.com/support/kbdoc/en-vn/000177325/dell-command-update
https://www.dell.com/support/kbdoc/en-vn/000177325/dell-command-update

Dell Command | Update Application for Windows 10

This Universal Windows Platform (UWP) package contains the Dell Command Update for systems running the Windows 10 build 14393 (Redstone 1) or later. Dell Command Update is a
stand-alone application for client systems, that provides updates for system software that is released by Dell. This application simplifies the BIOS, firmware, driver, and application update
experience for Dell client hardware.

Get the latest driver
Enter Details
Please enter your product details to view the latest driver information for your system.

Fixes & Enhancements

- Enhanced download mechanism.
- Improved telemetry event logging mechanism.

Version Category
Version 4.2.1, AOO Systems Management

Release date
04 Jun 2021

Importance

Recommended

Available formats

File Format: Update Package for MS Windows 32-Bit

File Name: Dell-Command-Update-Application-for-Windows-10_W1RMW_WIN_4.2.1_AQ0.EXE

Download Type: HTTP

File Size: 27.79MB

Format Description: Dell Update Packages (DUP) in Microsoft Windows 32bit format have been designed to run on Microsoft Windows 64bit Operating

Systems. Dell Update Packages (DUP) in Microsoft Windows 64bit format will only run on Microsoft Windows 64bit Operating
Systems. When selecting a device driver update be sure to select the one that is appropriate for your operating system.

| «—

- B2: Caidatang dung

@& Dell Update Package

Dell Command | Configure i J
w4 5.0.205 (ADQ) April 30, 2021

Install or update your system with this software INSTALL

Only extract contents of software update EXTRACT

B 2009 - 2021 Dell Inc. All rights reserved.




ﬁ Dell Cemmand | Cenfigure v4,5.0.203 >

Resuming the InstallShield Wizard for Dell
Command | Configure

The InstallShield(R) Wizard will complete the installation of Dell
Command | Configure on your computer, To continue, dick
Mext.

- B3: Sau khi cai dat, tai tng dung Dell Command Update, chon Setting

‘Q Dell Command | Update | — O X
Sy |
o
H
H: Welcome
]
ates for your system. The application downloads and installs the updates as we
Updates
« CHECK
OptiPlex 7050
CHECK
Service Tag 104412
Last Check
Last Update: Dhax Advanced Driver Restore for Windows Reinstallation
f you are restoring your system’s device drivers from a fresh operating system installation
Update History click here to download and install a complete driver library
Sy on

- B4: Tai cira so Setting, chon Update Settings dé thiét 1ap cau hinh cho viéc cap
nhatbanva

+ Muc 1: Tan suat kiém tra cac ban cap nhat (khuyén nghj dé automatic updates)

+ Muc 2: Cho phép ttng dung thuc hién hanh dong khi phathién ra ban cap nhat moi
(khyén nghj chen Download Updates)

10



Settings

~  Automatically check for updates
General

Check for updates

Update Settings

Automatic Updates h "'1
Update Filter -

Import/Export

Advanced Driver ~  When updates are found
Restore

(®) MNotify only (when updates are available)

BIDS:-Z: ﬁ () Download updates (Notify when ready to install)

Third Party () Download and install updates (Notify after complete)
Licenses

~  After updates are applied

Restore Defaults

- B5: Tai ctra s6 Setting, chon Update Filter ¢éthiét Iap cau hinh nhitng ban va duoc

taivé

Settings
General What to display
Update Settings (® Updates for this system configuration (recommended)

-
: () Allupdates for system model
Update Filter ~ a Y

Import/Export Customize Updates

Advanced Driver Select the updates you would like to receive

Restore -
'  Recommendation Level
BIOS
Security Updates
Third Party o
Licenses Critical Updates

Recommended Updates

Opticnal Updates

Restore Defaults n

11



+ Recommendation level: C thé tly chon chi cap nhat nhitng ban va quan trong

+ Update Type/ Device Category: Chon nhitng phan can tai ban cap nhat (BIOS,
driver phan cimg,...)

Settings

AL L UL F A UL T L e

General > Recommendation Level

Update Settings

~  Update Type
Update Filter

Hardware Drivers

Import/Export

Application Software (e.g. Dell Command | Power Manager)
Advanced Driver BIOS Updates
Restore

Firmware Updates
BIOS Utility Software

Third Party All Others
Licenses

~  Device Category

Audio

Chipset

Input (e.g. Mouse, Keyboard)
Netwark and Bluetooth

Storage (e.g. Hard drive, CD/DVD)
Video

All Others

Restore Defaults n

- B6: Sau khi thiét 1ap xong, chon OK, sau d6 chon Check dé kiém tra cac ban cap
nhat

12



Welcome

——
e Been

@

Updates
To check for uf « CHECK

OptiPlex 7050

—
Service Tag 1044JL2

Last Check

Last Update Advanced Driver Restore for Windows Reinstallation

3L0nng your systems gevice arivers irom a iresn operating system instaliation

ownload and install a complete driver

- B7: Sau khi kiém tra, chon View Details dé kiém tra théng tin cac ban cap nhat

o
]
”E Selected Updates (6 of 6; 447.1 MB)

OptiPlex 7050

Service Tag
Last Check
Last Update:

+ Chon c4c ban cap nhatduoc cai/khong duoc cdi vao may bang cach tich vao 6
dau mdiban cap nhat

13




Customize Selection

v [ 0
v 0
v! Inte e i ]
v! Intel R Te e e e 0

- B8: Chon INSTALL dé cai dat cac ban va duoc lva chon, khoidong lai may tinh
néu g dung yéu cau
!g Dell Command | Update v31 & — =} *

(=}
]
HE Selected Updates (6 of 6; 447.1 MB)
v
OptiPlex 7050
Service Tag
Last Check
Last Update
m '1 ;a‘.‘:
Log
BT

3.1.2.Cach 2: Tdi bdn va va cai dat thi cong
- B1: Truy cap trang: https://www.dell.com/support/home/en-vn va tim kiém theo
Serivce Tag hoic Model cia may tinh can tai ban cap nhattai muc Search Support

14


https://www.dell.com/support/home/en-vn

D<A LTechnologies What can we help you find?

Products Services Support Community
Product Support Knowledge Base Warranty & Contracts Service Requests & Dispatch Status Order Support Contact Support

) Looking for the status of your Service Request or dispatch? You can find it here.

Which product can we help you with?

; Signin ! Cart

‘ == Need help with Windows?

Search support

Enter a Service Tag, Serial Number, Service Request, Model, or Keyword. @

THIS PC I RECENTLY VIEWED

[@ Service Tag: 4594284

Vostro 3881 I 7560| I «

Inspiron 15 7560

Precision 7560

Browse all products & Find my Enterprise asset

- B2: Chon muc Drivers & Downloads, chon Find drives va nhap vao 6 Keyword
théngtin banvacan cap nhat (rong bai huwéng dan cgp nhat BIOS nén sénhdp BIOS

vao 6 Keyword)

+ Chon hé diéu hanh dang sir dung caa may

ﬂ Precision 7560

¢ Change product

Overview Diagnostics Drivers & Downloads hﬂation
RECOMMENDED

Service Events Parts & Accessories

4% Let Dell automatically find driver updates for you

Check for Updates

Manually find a specific driver for your Precision 7560

Keyword Operating system

w— [T

Don't see the one you need?

[610s™ | fm— ‘ Q | [ Windows 10,62 bit | s v

Category Format

‘ All v | | All

v |

@ ) showdownloads foronly TSP @

- B3: Chon ban va dugc khuyén nghi (Kiém tra ngay Release) va chon Download

15



Manually find a specific driver for your Precision 7560

Find drivers A

Keyword Operating system Don't see the one you need?
‘ BIOS | Q | ‘ Windows 10, 64-bit v ‘
Category Format

‘ Al v | ‘ All h ‘

{.::) Show downloads foronly THISPC (@)

This is a comprehensive list of all available downloads. Some may already be installed on your system. To let Dell automatically find driver updates for you, select Check
for Updates above.

Sortby | Urgent v ‘
Number of Drivers : 4
NAME CATEGORY RELEASE DATE ACTION
O Dell Precision 7560 and 7760 System BIOS POPULAR  URGENT BIOS 22 Jun 2021

Mouse, Keyboard & Input

O Intel HID Event Filter Driver ) 16 Feb 2021 | Download | v
Devices —_—

O Dell command | Update Application for windows10 Systems Management 17 May 2021 | Download | v

O Dell Command | Update Systems Management 31 May 2017 | Download | v

- B4: Caidat ban va vira tai vé va khoidong lai may néu dugc yéu cau
3.2.P6ivéi lwa chon khong cap nhatbanva BIOS

3.2.1. Truy cip vao BIOS thay ddi cAu hinh

a) T4t tinh ning BIOS Connect:

- B1: Truy cap BIOS bang phim F2

- B2: Do BIOS c4c may khac nhau ma tinh naing BIOS Connect nam ¢ vi tri khac
nhau, nén co thétit BIOS Connect theo cac cach sau:

+ BIOS > Update, Recovery > BIOS Connect > chuyén sang Off

+ BIOS > Settings > SupportAssist System Resolution > BIOS Connect> Bé
chon BIOSConnect

b) Tit tinh ning HTTPS Boot:
- B1: Truy cap BIOS bangphim F2

- B2: Do BIOS cac may khacnhau ma tinh nang HTTPS Bootnam & vi tri khéac
nhau, nén c6 thé tat HTTPS Boot theo cac cach sau

+ BIOS > Connection >HTTP (s) Boot> chuyén sang Off

+ BIOS > Settings > SupportAssist System Resolution > HTTPS Boot> Bo
chon HTTPS Boot

3.2.2.Swwdung wng dung DELL Command
- B1: Caidatung dungo muc1.1.2 (Buoc 1, 2)
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- B2: VVao tng dung Dell Command Configure Wizard

| Dell Command Co nfigure Wizard

= =

Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms Create Multi platform Package

Configure a generic ini for all systems
Create Local System Package

Settings from the current system View: | Basic hd & Edit (& Validate Enter Text Here Q
Open a Dell Recommended Package Category = Name Value to Set = Apply Settings = Description
Use Settings fi Dell R ded Pack:

RERE R E R ez, Advanced Configur..  Aspm Mot Specified Configures Active State Pow|
Open a Saved Package Advanced Configur..  PcieLinkSpeed Not Specified Configures PCle LinkSpeed.
Use settings from a previously saved settings o )

Advanced Configur..  OneTBSystemMemoryLimitEnable Mot Specified Confines the system memaor
Package History Advanced System..  Advsm Not Specified Displays and configures the
Wiew history of created packages

BIOS Connect Profile  ConnectionProfile Mot Specified Displays and configures the

BIOS Connect Profile  CloudAppProfile Not Specified Displays and configures BIO

BIOS Connect Profile  CsosProfile Mot Specified Displays and configures BIO

BIOS Connect Profile  FotaProfile Not Specified Displays and configures BIO

crom

(# Give us your feedback

- B3: Tai muc Create Multiplatform Packet, tai 6 tim kiém nhap BIOSConnect
+ Tim dong c6 Category la Support Assist; Name la BIOSConnect

Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms Create Multi platforrn Package

Configure a generic ini for all systems
Create Local System Package

Settings from the current system View: | Basic - & Edit £ validate #

Open a Dell Recommended Package Category ~ Name Value to Set | Apply Settings = Description
Use Settings fi Dell R ded Pack:

e Storage TertideMast Not Specified Sets the tertiary IDE master:
Open a Saved Package Storage TertideSlav Not Specified Sets the tertiary IDE slave to
Use settings from a previously saved settings

Storage Scsi3 Not Specified Enables or disables the third
Package History Storage Satas Not Specified Sets SATA port 8 to Disablec
View history of created packages

Storage DashSupport Not Specified Enables and Disables suppo

Support Assist SupportAssistOSRecovery Not Specified Enables or disables the boot

Support Assist AutoOSRecoveryThreshold Not Specified Sets the threshold value for:

Support Assist BIOSConnect | Not Specified | Enables or disables B|os'1:

areror

(# Give us your feedback

+ Tai cot Value to Set chon Disable
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Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms

Create Local System Package
Settings from the current system

Open a Dell Recommended Package
Use Settings from Dell Recommended Package

Open a Saved Package
Use settings from a previously saved settings

Package History
View history of created packages

(# Give us your feedback

Create Multiplatform Package

Configure a generic ini for all systems

View: | Basic - (& Edit [ Validate BlOSConnect

Category ~ Name Value to Set Apply Settings | Description

Storage TertldeMast Not Specified - Sets the tertiary ID
Storage TertldeSlav Not Specified - Sets the tertiary ID
Storage Scsi3 Not Specified - Enables or disable
Storage Satas Not Specified - Sets SATA port 8t
Storage DashSupport Not Specified - Enables and Disab
Support Assist SupportAssistOSRecovery Not Specified - Enables or disable
Support Assist AutoOSRecoveryThreshold Not Specified - Sets the threshold
Support Assist BIOSConnect * Disabled - 1 Enables or disable

o

- B4: Tai myc Create Multiplatform Packet, tai 6 tim kiém nhap HTTPSBoot
+ Tim dong c6 Category la Connection; Name laHTTPSBoot

Dell Command | Configure

Create Multiplatform Package
Settings for all possible platforms

Create Local System Package
Settings from the current system

Open a Dell Recommended Package
Use Settings from Dell Recommended Package

Open a Saved Package
Use settings from a previously saved settings

Package History
View history of created packages

(# Give us your feedback

Create Multiplatform Package

Configure a generic ini for all systems

View: | Basic v 7 Edit (2 Validate *

Category ~ Name Value to Set Apply Settings | Description

Configuration MmioAbove4Gb Mot Specified - Enables or disable
Configuration PciMmioSpaceSize Mot Specified - Allocates a part of
Configuration PciResAllocationRatio Not Specified - Allocates PCl reso
Configuration Nfc Not Specified - Enables or disable
Configuration AdvancedMode Mot Specified - Restricts or permit
Configuration AttemptLegacyBoot Not Specified - Determines if BIOS
Configuration UefiBootPathSecurity Mot Specified - UefiBootPathSecu
Connection HttpsBoot |Not Specified  w | Enables o dis anls

oo

+ Tai cot Value to Set chon Disable
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EMl Dell Command | Configure vaso &2 | _ O x

Create Multiplatform Package

Settings for all possible platforms Create Multiplatform Package
Configure a generic ini for all systems

Create Local System Package

Settings from the current system View: | Basic - (@ Edit [ Validate httpsboot
Open a Dell Recommended Package Category + MName Value to Set Apply Settings = Description
Use Settings from Dell Recommended Package ) - )
Configuration Nfc Not Specified - Enables or disable,
Open a Saved Package Configuration AdvancedMode Mot Specified - Restricts or permii
Use settings from a previously saved settings
Configuration AttemptLegacyBoot Not Specified - Determines if BIOS
Package History Configuration UefiBootPathSecurity Not Specified - UefiBootPathSecu
View history of created packages
Connection HttpsBoot # I Disabled - I ' Enables or disable
Connection HttpsBootMode Mot Specified - HTTP(s) boot allov
Connection WianAntSwitch Not Specified - This setting config
Connection WwanAntSwitch Not Specified - This setting config

oror s

(# Give us your feedback

- B5: Sau khi thiétrlap BIOSConnectva HTTPSBoot, chon EXPORT.EXE va
chon noi luu file cau hinh

Mame Date modified

Application
5H File

Bl multiplatform_202106261302 _x 6 21 1:02 PV Application

- B6: Chay file cu hinh vira xuat ra va khoi dong lai may dé hoan tat thiét 1ap cau
hinh cho BIOS
4. Tailiéu tham khao

https://www.dell.com/support/kbdoc/en-vn/000188682/dsa-2021-106-dell-client-
p latform-security-update-for-multiple-vulnerabilities-in-the-supportassist -
biosconnect-feature-and-https-boot-feature
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DANH SACH CACPON VICO HE THONG CNTT

(Kém theo Céngvinsé  [TTCNTT-KTHTngay / /2021)

—

Tén don vi

Vu Khoahoc Xa hoi, Nhan van va Ty nhién

Vu Khoa hocva Congnghé cac nganh kinh té - ki thuat

Vu Panh gia, Tham dinh va Giam dinh cdng nghé

Vu Cong nghé cao

Vu Ké hoach -Tai chinh

Vu Phép ché

Vu T6 chuc canbo

Vu Hop tacquocte

©|o|Njo|ols|w(N -

Vu Thi dua - Khen thudng

Vu Phat trién khoa hocva congnghé dia phuong

.| Vanphong Bg

.| ThanhtraBo

Cuc Congtacphia Nam

Cuc Ung dungvaphattrién congnghé

Cuc Nangluong nguyén tur

Cuc Thongtin Khoa hocva Congnghé Quoc gia

Cuc Phat trién thi truong va doanh nghiép khoahocva cong nghé

Cuc Antoan birc xa va hat nhan

Cuc So hutritué

Tong Cuc tiéu chuan do ludng chat luong

.| Ban quan ly khu cong nghé cao Hoa Lac

.| Hoc vién Khoa hoc, Céngnghé va Boi méi sdngtao

.| Vién Khoa hocva céng nghé Viét Nam - Han Quoc (VKIST)

Vién Nghién ctru sang ché va Khai thac cong nghé

.| Vién Nang lugng nguyén tir Viét Nam

.| Vién Ung dung cdng nghé

.| Vién Banh gia khoa hoc va Binh gia cbng nghé

.| Vién Khoa hocsé htru tritué

.| Vién Nghién cau va Phat trién Ving

Vian phong cdc Chuong trinh trong di€ém cap nha nudc

.| Van phong Congnhan chatluong

.| Van phong Bangky hoat dongkhoa hocva congnghé

.| Van phong cac Chuong trinh khoa hoc va cong nghé qudc gia

B4ao Khoa hocva Phattrién

.| Tap chi Khoahocva Congnghé Viét Nam

.| Nha xuat ban Khoa hoc va K§ thuat

.| Quy Phat trién khoahocva congnghé quocgia

.| Quy Bdi méi cong nghé quoc gia

.| Trungtdm Nghién ctru va Phat trién truyén théng khoahoc va cong nghé

.| Trungtdm Nghién ctru va Phat trién hoi nhap khoahoc va congnghé quoc té
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