BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phic

S0: I40TTCNTT-KTHT Ha Noi, ngay 09 thang 05 nam 2022
VI/v 16 hong bao mat CVE-2022-1388
anh huong Nghiém trong trong
san pham BIG-IP

Kinh gtii: Cac don vi truc thudc Bo c¢6 hé théng théng tin

Ngay 04/5/2022, F5 d3 cong bd thdng tin vé 16 héng bao mat CVE-2022-
1388 anh huong Nghiém trong trong BIG-IP iControl REST, cho phép dbi twong
tan céng khdng can xac thuc c6 thé thuc thi 1énh tly vy, tao hoic xda tép tin, vo
hiéu hoa céc dich vu (thdng tin chi tiét 16 hong bao mat c6 tai phu luc kém theo).
Qua danh gi4 so bo ctia Cuc An toan thdng tin — Bo Thong tin va Truyén thong, Viét
Nam c6 hang tram hé théng dang sir dung san pham F5 BIG-IP dé bao vé cho cac
hé théng quan trong trén nén tang web nhu dich vy cong, cac hé thong tai chinh, hé
théng quan tri dir liéu,... Do d6 hé théng ndy s& 1a muc tiéu ma cac ddi twong tan
cong uu tién, tir ¢6 thuc hién cac cudc tin cdng nguy hiém hon.

Nham bao dam an toan thong tin cho hé thong théng tin ciia Quy don vi, Trung
tam Cong nghé thong tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat hé thong thong tin c6 kha nang bi anh huong bai 15
hong trén va co phuong an xur ly, khic phuc 16 héng. Thuc hién cap nhat ban va
kip thoi dé tranh nguy co bi tan cdng (tham khao théng tin tai phu luc kém theo);
dong thoi ra soat lai toan bo hé thong thong tin cua Quy don vi, thudng xuyén
Kiém tra, danh gia dé chu dong phét hién va xur ly kip thoi cac 16 hong bao mat.

2. Tang cudng giam sat va sin sang phuong an xu ly khi phéat hién co
dau hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh canh
bdo cua cic co quan chirc ning va cac té chic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cdng mang.

Trong trudng hop can thiét, Quy don vi lién hé dau mdi hd trg cua Trung tam
Cong nghé thong tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Tréan trong./w.ﬁ

Noi nhan:

- Nhu trén;

- Thi trueng Bui Thé Duy (dé b/c);

- Céng thong tin dién tir B KH&CN:
- Luu: VT, KTHT.




. _ Phuluc
Thong tin ve 16 hong bio mat CVE-2022-1388
(Kem theo Cong van so 140 TTCNTT-KTHT ngay 09 b5 /2022 cua Trung tam
Cong nghé thdng tin)
1. Théng tin 16 héng bao mat

- M6 ta: LS hong ton tai trong BIG-IP iControl REST cho phép dbi tuong
tan cong khéng can xac thuc c6 thé thuc thi Iénh tiy v, chiém quyén diéu khién
hé théng.

- Piém CVSS: 9.8 (Nghiém trong).

- Anh huéng:
San pham Phién ban Phién ba?n branh Ban va
hwong

17.x None 17.0.0
16.x 16.1.0-16.1.2 16.1.2.2
15.x 15.1.0-15.15 15.15.1

BIG-IP (all 14.x 1410-1414 14.1.4.6

modules)
13.x 13.1.0-13.14 13.1.5
12.x 12.1.0-12.1.6 Khéng hd tro
11.x 11.6.1-11.65 Khong hd trg

2. Hwéng dan khic phuc

Bién phap tt nhat dé khic phuc 1a cap nhat ban va cho cac 15 héng bao mat
néi trén theo hudng dan cia hiang. Quy don vi tham khao céc ban cap nhat phu
hop cho cé4c san pham dang sir dung tai muc 1 cua phu lyc.

Trong trudng hop chua thé cap nhat ban va, Quy don vi can thuc hién cac
buéc khic phuc thay thé dé giam nguy co bi tin cdng nhu sau:

1. Chin quyén truy cap iControl REST théng qua dia chi IP

Thay doi cai dat Port Lockdown thanh Allow None cho timg dia chi IP
riéng trén hé thong. Trong truong hop can phai mé bat ky cong nao, quan trj vién
nén sir dung tly chon Allow Custom (cha y dé khéng cho phép truy cap vao
iControl REST).

Luu y: Viéc thuc hién hanh dong nay s& ngan chan tat ca quyén truy cap
vao Configuration utility va iControl REST thong qua dia chi IP riéng. Nhiing
thay d6i ndy ciing c6 thé anh hudng dén cac dich vu khéc, bao gdm ca viéc pha
v& cau hinh High Availability (HA).

2. Chidn quyeén truy cap iControl REST thdng qua giao dién quan ly



Quan tri vién nén han ché quyén truy cap vao giao dién quan 1y d6i véi
nhitng nguoi dung va thiét bi dang tin cay. Bé biét thém thong tin va cach dam
bao quyen truy cap vao hé thong théng tin BIG-1P, tham khao tai:

e https://support.f5.com/csp/article/K13092

e https://support.f5.com/csp/article/K46122561

e https://support.f5.com/csp/article/K69354049

Luu y: Viéc han ché quyén truy cap vao giao dién quan ly bang dia chi IP
trong httpd khéng phai la mot bién phap khac phuc kha thi.

3. Sira d6i cau hinh BIG-IP httpd

Do véi cac phién ban BIG-IP 14.1.0 tré 1én, BIG-IP 14.0.0 tré vé truéc, BIG-
IP 14.1.0 trg lén:

Budc 1: Pang nhap vao TMOS Shell (tmsh) cua hé thong BIG-IP bang
Iénh sau:

tmsh

Budc 2: M cau hinh httpd dé chinh stra bang cach nhap Iénh sau:

edit /sys httpd all-properties

Bude 3: Xac dinh dong 1énh bét dau vai include none va thay thé none véi
doan sau:

"<If\"%{HTTP:connection} =~ /close/i \">
RequestHeader set connection close

</If>

<Elself \"%{HTTP:connection} =~ /keep-alive/i \'>
RequestHeader set connection keep-alive

</Elself>

<Else>

RequestHeader set connection close

</Else>"

Budc 4: Sau khi cap nhap Iénh include, st dung phim ESC dé thoat khoi
che d6 tuong tac cua trinh soan thao, cuoi cung luu cac thay doi bang Iénh sau:

‘W

Budc 5: Tai Save changes (y/n/e), chon y dé luu céc thay doi.
Budc 6: Luu cau hinh BIG-IP bang cach nhap 1énh:

save /sys config




Doi véi phién ban BIG-IP 14.0.0 tré vé trudc:

Budc 1: Pang nhap vao TMOS Shell (tmsh) cua hé thong BIG-IP bang
1énh sau:

tmsh

Budc 2: M cau hinh httpd dé chinh stra bang cach nhap 1énh sau:

edit /sys httpd all-properties

Budc 3: Xac dinh dong 1énh bat dau vai include none va thay thé none voi
doan sau:

"RequestHeader set connection close™

Budgc 4: Sau khi cap nhap 1énh include, sit dung phim ESC dé thoat khoi
che do tuwong tac cua trinh soan thao, cuoi cung Iuu cac thay doi bang Iénh sau:

‘W

Budc 5: Tai Save changes (y/n/e), chon y dé luu céc thay doi.
Budce 6: Luu cdu hinh BIG-IP bang cach nhan Iénh:

save /sys config

3. Tai liéu tham khao
https://support.f5.com/csp/article/K23605346




DANH SACH CAC PON VI NHAN VAN BAN
(Kem theo Cong van so 140/[TTCNTT-KTHT ngay 09 b5 /2022 cua Trung tam
Cong nghé théng tin)

STT Tén don vi

Cuc Thdng tin khoa hoc va cong nghé québc gia

Cuc S¢& hiru tri tué

Tong cuc Tiéu chuan Do luong Chat luong

Hoc vién Khoa hoc, Cong nghé va DBbi méi sang tao

Vién Nang lugng nguyén tir Viét Nam

Vién Khoa hoc so httu tri tué

Quy phat trién khoa hoc va cong nghé québc gia

Cuc An toan burc Xa va hat nhan

| N gk iwid =

Quy d6i méi cdng nghé quéc gia

=
o

.| Ban Quan ly Khu cdng nghé cao Hoa Lac
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