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V/v Céanh bao 15 héng trén dich vu
Remote Desktop

Kinh gtri: Cac don vi truc thudc Bo

Ngay 14/5/2019, Microsoft da canh bao vé nguy co khai thac va phat tan
ma doc co thé din téi mét dai dich tuong ty WannaCry thong qua viéc khai thac
16 hong CVE-2019-0708 trén dich vu Remote Desktop (dich vu cho phép diéu
khién may tinh tir xa trén cac hé diéu hanh Windows). L3 hdng nay duoc cac
chuyén gia goi 1a BlueKeep.

Theo Microsoft, ban than dich vu Microsoft khong dé bi thn cong, tuy nhién
15 hdng nay xay ra truée khi xac thuc va khong yéu cau ngudi ding tuong tac
cling ¢o thé cai cam ma ddc vao may tinh ngudi dung. Do véy ddi twong tin cong
hoan toan c6 thé khai thac va lay lan mi doc ty dong tuong tu nhu WannaCry da
thuc hién vao nam 2017.

L3 hong nay anh hudng dén cac hé; diéu hanh Windows 7, Windows Server
2008 R2, Windows Server 2008. Hé diéu hanh d3 bi ngimg hd tro (XP va Server
2003, Vista) cling b1 a&nh hudng.

Do muc do nguy hiém cua 16 hong, Mlcrosoft cling da phat hanh ban va
bao mat cho tit ca hé diéu hanh bi anh hudng bao gdm ca hé diéu hanh bi ngimg
hé tro ban va bao mat.

Viét Nam c6 16.876 may tinh dang md& cdng dich vu Remote Desktop trén
Internet. Dén ngay 23/5/5019 van con rat nhiéu (>2000 may) may chua duoc va
16 hong bao mat d6ng thoi dang cho phép truy cip truc tiép tir Internet. Khi mot
trong nhiing may tinh nay bi tAn cong, lay nhiém mi doc thi nhitng may khéc
trong cing mot vung mang rat dé bi anh hudng.

Nham bao dam an toan thong tin, phong tranh cic nguy co tin cOng mang,
gop phan bao dam an toan cho khong gian mang Vi€t Nam, Trung tdm Cong nghé
thong tin dé nghi quan tri vién tai tit ca cac don vi va ngudi dung kiém tra va cap
nhat ngay ban va bado méit cho cac hé diéu hanh dang st dung, dic biét ban va cho
18 héng CVE-2019-0708. Sau khi cap nhat ban va can khai dong lai hé diéu hanh.

Dic biét dbi véi don vi co thiét bi quang cdo, thiét bi didu khién st dung
hé diéu hanh Windows dang lap dit & dia diém cong cong cin phai dac biétluvu y
dé khong bi loi dung phét tin nhitng hinh anh, ndi dung trai phép anh hudng dén
khoéng gian mang Viét Nam.



Thong tin ban va:

- Windows 7/Server 2008: hitps://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2019-0708

- Windows XP/Server 2003/Vista: htips://support.nucrosoft.com/en-
us/help/4500705/customer-guidance-for-cve-2019-0708

Théng tin lién hé Trung tim C6ng nghé théng tin, tAng 3, s6 113 Tran Duy
Hung, Cau Giay, Ha NOi; sO dién thoai: 024.3943.9060; thu dién tu
phongktht@most.gov.vn.

Trén trong./.

Noi nhgn:

- Nhu trén;

- Thir truéng Bui Thé Duy (dé blc);
- Lwu: TTCNTT.
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