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S6: 130 /TTCNTT-KTHT Ha Ngi, ngay 27 thang 04 ndam 2022
V/v nguy co tan cdng vao hé thong thdng
tin cua cac co quan, td chirc thong qua 15
hong bao mat CVE-2022-29464

Kinh guri: Cac don vi truc thudc Bo

Ngay 01/4/2022, WSO2 di cong bd 16 hong bao mat CVE-2022-29464
(WS02-2021-1738) anh huong dén céc san pham caa WSO2 bao gom WSO2
API Manager, WSO2 Identity Server, WSO2 Enterprise Integrator. L6 hong nay
c6 diém CVSS: 9.8 (Nghiém trong) cho phép d6i tugng tin cong tai tép tiy y 1én
may chu tir d6 thuc thi ma tur xa.

WSO2 cung cap cac san pham phan mém ma nguon mé thuong duoc St
dung nhiéu trong cic co quan to chiic c6 hé théng théng tin véi quy mo 16n nhu
mot giai phap chia sé dir liéu tap trung. Vi vay theo danh gia so bo ctia Cuc An toan
théng tin — B6 Thong tin va Truyén théng mac d6 anh huang cua 16 hong nay rat
Ion.

Nham dam bao an toan thong tin cho hé thong théng tin ciia Quy don vi, Trung
tam Cong nghé thong tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat va xac minh hé théng théng tin c6 s dung san pham
WSO02. Trong trudng hop bi anh huéng, Quy don vi can nang cap 1én phién ban
méi nhat hoic thyuc hién cac bién phap khac phuc thay thé nham giam thiéu nguy
co tan céng (tham khao huéng dan cé tai Phu luc kém theo).

2. Tang cuong giam séat va san sang phuong an xtur ly khi phat hién c6 dau
hiéu bi khai thac, tin cdng mang; dong thoi thuong xuyén theo déi kénh canh bao
clia cic co quan chirc ning va cac to chic 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cong mang.

Trong trudng hop can thiét, Quy don vi lién hé dau mdi hd trg cua Trung tam
Cong nghé thong tin: Phong Ky thuat ha ting, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.

Tréan trong.%

Noi nhan:

- Nhu trén;

- Thir truéng Bui Thé Duy (dé bic);

- Céng thong tin dién tir B KH&CN:
- Luu: VT, KTHT.




PHU LUC

THONG TIN LO HONG BAO MAT
(Kem theo Cong van so 130/TTCNTT-KTHT ngay 27 04 /2022 cua Trung tdm

Cong nghé thdng tin)

1. Théng tin 16 hong bao mat

- M0 ta: LS hong anh hudng dén san pham WSO2 cho phép dbi twong tan
coéng thuc thi ma tur xa trén may cha.

- CVSS: 9.8 (Nghiém trong)

- Anh huéng:

+ WSO2 API Manager phién ban 2.2.0 tro 1én;

+ WSO2 ldentity Server phién ban 5.2.0 tro 1én;

+ WSO2 Identity Server Analytics phién ban 5.4.0,5.4.1, 5.5.0, 5.6.0;

+ WSO2 ldentity Server as Key Manager phién ban 5.3.0 tro 1én;

+ WSO2 Enterprise Integrator phién ban 6.2.0 tré Ién.

2. Hwéng dan khic phuc

Bién phap tt nhat dé khic phuc 156 hong nay 1a nang cap 18n phién ban méi
nhat. Trong trudng hop khong thé nang cap do chua c6 phat hanh phién ban méi
tuong ng va4i phién ban dang st dung, Quy don vi ¢d thé &p dung céc ban sira 15i
lién quan dua trén c4c ban sta 161 da cong khai duoc cung cap dudi day:

https://github.com/wso2/carbon-kernel/pull/3152

https://github.com/wso2/carbon-identity-framework/pull/3864

https://github.com/wso2-extensions/identity-carbon-auth-rest/pull/167

Ngoai ra dé giam thiéu nguy co tin céng, Quy don vi c6 thé thuc hién céc
buéc khac phyc thay thé tam thoi nhu sau:

Phién ban bi anh hwéng

Cac buwéc khic phuc thay thé

WS0O2 APl Manager
2.6.0,2.5.0,2.2.0

WSO2 Identity Server
5.8.0, 5.7.0, 5.6.0, 5.5.0,
54.1,54.0,53.0,5.2.0

WSO?2 Identity Server as
Key Manager 5.7.0, 5.6.0,
55.0,5.3.0

X6a tit ca mapping defined bén
FileUploadConfig tag tai:
<product_home>/repository/conf/carbon.xmi

trong




WSO2 IS Analytics 5.6.0,
5.5.0,5.4.1,5.4.0

WS0O2 APl Manager
4.0.0,3.2.0,3.1.0,3.0.0

Thém céu hinh duéi day vao
<product_home>/repository/conf/deployment.toml

deployment.toml

[[resource.access_control]]
context="(.*)/fileupload/resource(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/(.*)"
secure=true

http_method = "all"

permissions = ["/permission/protected/"]

WSO2 Identity Server
5.11.0,5.10.0,5.9.0

WSO2 Identity Server as
Key Manager 5.10.0,
5.9.0

Thém céu hinh duéi day vao
<product_home>/repository/conf/deployment.toml

deployment.toml

[[resource.access_control]]
context="(.*)/fileupload/service(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/entitlement-policy(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/resource(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/(.*)"
secure=true

http_method = "all"




permissions = ["/permission/protected/"]

WSO2 Enterprise
Integrator 6.6.0, 6.5.0,
6.4.0,6.3.0,6.2.0

Déi véi El profile, x6a mappings trong tép
<product_home>/conf/carbon.xml ra khoi
<FileUploadConfig>

Pbi véi Business process / Broker va Analytics
profiles, thay d6i lai tép carbon.xml cho cac vi tri
tuong rng sau:
<product_home>/wso2/broker/conf/carbon.xml
<product_home>/wso2/business-
process/conf/carbon.xml
<product_home>/wso2/analytics/conf/carbon.xml

deployment.toml

<Mapping>
<Actions>
<Action>keystore</Action>
<Action>certificate</Action>
<Action>*</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports.fileupload
AnyFileUploadExecutor</Class>
</Mapping>

<Mapping>
<Actions>
<Action>jarZip</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports.fileupload
JarZipUploadExecutor</Class>
</Mapping>

<Mapping>
<Actions>
<Action>tools</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports.fileupload
.ToolsFileUploadExecutor</Class>
</Mapping>

<Mapping>
<Actions>

<Action>toolsAny</Action>
</Actions>




<Class>org.wso2.carbon.ui.transports.fileupload
.ToolsAnyFileUploadExecutor</Class>
</Mapping>

3. Ngudn tham khao

https://docs.wso2.com/display/Security/Security+Advisory+WS02-2021-
1738



DANH SACH CAC PON VI NHAN VAN BAN

(Kém theo Céng van s 130 ITTCNTT-KTHT ngay 27 04 /2022 cuia Trung tam

Cong nghé thdng tin)

TT Tén don vi
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