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CONG NGHE THONG TIN

$é: A9 /TTCNTT-KTHT Ha Ngi, ngay YNthéng 05 nam 2019
V/v Canh bao 16 héng, diém yéu an toan

thong tin nghiém trong trong bg vi xu 1y

cua Intel

Kinh gtri: Cac don vi truc thudc B

Ngay 14/5/2019, cac chuyén gia vé an toan thong tin thude Pai hoc Cong
nghé Graz cua Ao va Pai hoc Coéng gido Leuven cua Bi da cong b6 mdt nhém bao
gdm 04 diém yéu an toan thong tin trong b vi xit Iy Intel.

04 diém yéu an toan thong tin c6 ma 13i qudc té 1a: CVE-2018-12126; CVE-
2018-12130; CVE-2018-12127; CVE-2019-11091. Céc diém yéu an toan thong
tin ndy duoc cac chuyén gia ddnh gia 12 nghiém trong va c6 anh hudng téi nhiéu
thiét bj dang str dung bd vi xit 1y cia Intel bao gom: mAy tinh dé ban, may tinh
xach tay, may chu, dién thoai di ddng str dung céc hé diéu hanh Linux, Windows,
MacOS, Android ...

Céc hinh thirc tAn cong loi dung 04 diém yéu an toan thong tin trén duoc
céc chuyén gia cong bd va vin dang duoc tiép tuc nghién ciru, danh gia sdu hon
bao gdm: Tén céng ZombieLoad st dung diém yéu CVE-2018-12130; T4n cong
RIDL sir dung diém yéu CVE-2018-12127 va CVE-2019-11091; T4n cong
Fallout st dung diém yéu CVE - 2018-12126.

Hién tai Intel d4 cong bd danh séch san pham bi anh hudng va ké hoach cép
nhat, ddng thoi 1am viée vdi cac doanh nghiép san xuat hé diéu hanh, firmware,
thiét bj dé hd tro cap nhat ban va.

Nhim bao dam an toan thong tin va phong tranh viéc dbi fwong tan cong
loi dung diém yéu an toan thong tin dé thyc hién nhiing cubc thn cong mang nguy
hiém, Trung tdm Cong nghé thdng tin khuyén nghi cic quéan tri vién tai cac don
vi va nguoi dung thuc hién:

- Kiém tra, ra soat, xac dinh cdc mdy tinh bi anh hudng béi cac diém yéu
trén; cap nhat ban va hodc nang cép cac hé diéu hanh dé tam thoi vé céc diém yéu
d6. Tham khao huéng dan ra soat, xdc dinh va cip nhat tai Phu luc kém theo.

- Dbi véi cac hé diéu hanh chwa co6 thong tin vé ban v4 cin theo doi thuong

xuyén dé nang cp ngay khi c6 bién phép.



- Pbi v6i nhitng dong san phdm ma Intel khong co ké hoach cép nhit cin
16n ké hoach thay thé trong thoi gian toi.

- Thudng xuyén theo ddi kénh canh béo cua cac co quan chirc ndng va céac
td chirc 16n vé an toan thong tin nham dbi pho kip thdi véi cac nguy co tin cong
mang.

Trong trudng hop cin thiét xin vui 16ng lién hé Phong K§ thuat ha ting —
Trung tdm Coéng nghé thdéng tin, sO dién thoai: 024.39439060, thu dién tir
phongktht@most.gov.vn dé dugc hd tro kip thoi. Ig

Tran trong./.

Noi nhin:

- Nhu trén;

- Thir truéng Bui Thé Duy (48 b/c);
- Luu: TTCNTT.
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W&Mﬁt‘ fy h 4nh minh hoa va hwéng din g& bé, cAp nhat
j an/g sin s6 A9 /TTCNTT-KTHT ngay <M /05/2019 ciia Trung tim
Céng nghé thong tin)

1. Danh sach sian phim bi dnh huéng va ké hoach cip nhit ciia Intel

https://www.intel.com/content/dam/www/public/us/en/documents/corpora te-
information/SA00233-microcode-update-guidance 05132019.pdf

B Shoe smmm}‘m‘: 5
2350

2. Sir dung cdng cu ciia nhém chuyén gia dé kiém tra trén may
Déi véi mdy tinh dang diing hé diéu hanh Windows
- Tai cong cung kiém tra tai: https://mdsattacks.com/files/mdstool-win.zip

- Giai nén va chay cong cu tuong tng



https://www.intel.com/content/dam/www/public/us/en/documents/corporate-information/s
https://www.intel.com/content/dam/www/public/us/en/documents/corporate-information/s
https://mdsattacks.com/files/mdstool-win.zip

Doi véi may si dung hé diéu hanh Linux

- Tai cong cu kiém tra 15 hdng tai: https://mdsattacks.com/files/mdstool-
linux.zip;

- Phan quyén thyc thi va chay tip tin mdstool-linux64.bin

3. Cap nhét ban va

- Dbi v6i hé diéu hanh Windows: Bat chuong trinh cip nhét ban va ty dong hodc
tai va cdp nhét ban va tai:

https://portal. msrc.microsoft.com/en-us/security-guidance/advisory/adv190013
- Pbi v6i hé didu hanh MacOS: tai va cip nhit tai
https://support.apple.com/en-us/HT210107 |

- Hé diéu hanh Linux: tim kiém va cip nhét nhan cho hé diéu hanh, hoic cip
nhit theo goi ban va.

Redhat: https://access.redhat.com/security/vulnerabilities/mds
Ubuntu:https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/MDS? g

a=2.264180484.929460546.1557968026-2003291577.1557968026
- Hé diéu hanh 40 héa cia Vmware

https://www.vmware.com/security/advisories/ VMSA-2019-0008.html
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