BO KHOA HQC VA CONG NGHE ~ CONG HOA XA HOI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE Déc 14p - Tw do - Hanh phic
THONG TIN

S6: 445 /CV-TTCNTT
V/v Canh béo thu di¢n tit gia mao

Ha Néi, ngay &2 thing 5 ndam 2019

Kinh guri: Cac don vi tryc thuoc Bo

Trong thoi gian gin day, Trung tim Cong nghé thong tin d4 phat hién mot 56
thu dién tir gia mao tai khoan ding chung/tai khoan nhém/ca nhan thugc Hé théng
thu dién tir ciia Bd v6i ndi dung thong béo tai khoan d4 bi nhiém ma ddc, bi theo
d6i, danh cap thong tin ¢4 nhan dé doi tién chudc (hink dnh cu thé trong Phy luc kém
theo) hodc gia mao cac co quan Chinh phu. Qua phan tich k§ thuat, cac thu dién tor
nay co xuét phat chu yéu tir Italia, An D, Drc, Phén Lan,.... Trung tdm Cdng nghé
thong tin d€ nghi cac Quy don vi/Ca nhén tdng cudng cong tac canh giac va thuc
hién ngay mdt s bién phap bao mat nhu sau:

1. Khi nhan duoc nhiing thu dién tr v6i ndi dung la nhu yéu ciu cung cip
thong tin tai khoan, tong tién,.... cdc can by khong cung cAp bét ky thong tin nao
lién quan dén tai khoan hodc tim cAch tra tién theo huéng din trong ndi dung thu.

2. Thong bao cho b phan vin hanh Hé thong thu dién tir cia B dé kip thoi
xur Iy va ngédn chan khi nhén duoc thu dién tir bi nghi ngd 1a khong an toan.

3. Cai dit phdn mém diét virus c6 ban quyén va cap nhat tw dong thuong
xuyén cho may tinh va c4c thiét bi di dong, dic biét 1 cac thiét bi s dung hé didu
hanh Android.

4. Cép nhat cic ban v4 cho hé diéu hanh.

5. Thay dbi mat khau dinh ky tir 3 dén 6 thang, mét khiu phai du manh (c6 ti
thiéu 8 ky tw, bao gém ca ky tu thuong, ky ty hoa, s6 va ky tu dac biét).

6. Khong sir dung thu dién tir cia Bo dé diing ky tai khoan trén mang x4 hoi,
tai khodn ngan hang,.... ,

Thoéng tin hd tro xin lién hé bo phan van hanh Hé théng thu dién tir cia Bd
theo s6 dién thoai: 024 39439060, thu dién tu: phongktht@most.gov.v%

[
Trén trong./.

Noi nhin:

- Nhu trén;

- Thit trudng Bui Thé Duy (dé b/c);
- Luu: TTCNTT.



mailto:phongktht@most.gov.VI

PHU LUC
(Hinh danh thu-dién-ti-gid mao)

This account has been infected! It will be good idea to chamse your pswd right away!

You probabily do not know anything about me and you may be definitely interested for what reason
von're getting this letter, s it fght?

I'mhacker who crackedyom email boxand devices and gadgetsa few months ago.

Dion't atfempt to'msg me or fnd me, mfact it's impossible, because [ drected vou this imessage from
YOUR hacked account,

1 created malware soft on the adult videos (porno) website and guess that you watched this webste to
have some fiin {ihink you understand what I mean).

While vou have been paying attention to vids, your browser started out aperating as a RDP (Remote
Contrel) having & kevlopger which granted me peraitssion to accass vour display and network camera.
Thien, my saftwaregobal info.

Youhawe put passwords on the oaline resources you visited, and T sniffed them

Weediess to say, you can change them, or have dlready chw:gedﬂieﬂn

Ewven so it does not matter, my app renews information every 5 mimtes.

Aind what did T do?

Imade areserve copy of the system. Of all ﬁmﬁies and contact lsts.

1 formed a dual-screen video. The 1 scresn displays the clip you were observing (vou have got avery
good preferences, hufv..), the second screen reveals the' recording from vour own webcam,

What exactly dovou Tave to da?

Good, T believe, 500 USD:is basically a reasonable smoust of money for our very littfe riddle. You will
do the deposit by bitooins (f you do nok recoggize this, search “how to buy bitcoin”™ in any search
engine).

W bitcoin wallet address:

1PNfMB1YVguz3qx86erqeJCP2FwPWemUD9

{Ris cAsE sensifive, so opy and paste i),

Aftention:

You will have mﬂ}r 2 days to send the payment. (§ put an ueigue picel to this letter, and at this moment T
fnow that you've read this email).

To tracethe reading of 2 messageand the actionsin it, ] wiilizea Facebook pixel. Thanks to them. {That
whichcan be usedfor the anthosities might actually helpus:)

1 i to get bitcoins, T will certainly send vour video to all vour contacts; Along with relatives, co-
wotkers, and many more?



