STT

MAU BAO CAO HOAT PONG BAO PAM AN TOAN THONG TIN MANG NAM 2017

tai cac don vi true thude true tiép B, co quan ngang Bj, co quan thudc Chinh phii, Uy ban
nhén dén tinh, thanh phé true thuge Trung wong

Cau hoi va tra loi

Dé nghi théng ké sb lugng cac hé thdng thong tin do Quy don vi truc tiép quan ly vao bang sau:

Phan loai s6 luong HTTT | cpua
do don vi quan Iy truc ti€p| shan |Cép do 1|Cap do 2| Cép do 3| Cp do 4| Clp do 5
loai

S6 HTTT ndi bd don vi
(chi nguoi trong don vi sir
dung)

S6 HTTT ndi b diing
chung (cho nhidu don vi
truc thudce co quan chu
quén)

S6 HTTT cdng cong
(cung cap dich vu cho
cong dong vuot qua pham

vi ndi by nhu trén)

C6 bao nhiéu don vi (tryc thude truc tiép co quan chi quan) str dung cac HTTT ndi b
ding chung do Quy don vi truc tiép quan 1y?

Quy don vi cung cép bao nhiéu dich vu ddc 1ap (tron goi) sir dung cho cac dbi tuong
ngoai co quan chii quan trong ca nude hodc phuc vu cong dong trén mang Internet?

Pon vi c6 ban hanh quy ché, quy dinh riéng hodc cé ap dung quy ché, quy dinh chung
ctia co quan chii quan v& bao dam ATTTM khong? Néu c6 thi dién noi dung phu hop
vao bang sau va tra 161 thém ciu 6 va cau 7 dudi day (néu khong co thi dé trong)

Loai vin bi Vin ban hién hanh Vin béan cii trudce day da
03i van bin dwgc thay thé bing VB

chinh sach hién hanh (néu c6)
ATTTM dugce

don vi 4p dung

Nim | S6 hiéu vin ban | Nim | S6 hiéu viin bin

Quy dinh riéng

Quy ché chung

Trong c4c quy dinh, quy ché hién hanh vé bao dam ATTTM cua don vi ¢6 cic ndi dung sau ddy
khong?

Quan 1y thiét ké an toan hé thong théng tin

Quan 1y phat trién phin mém thué khoan

Quan ly thir nghiém va nghiém thu hé théng

Quan ly van hanh an toan mang

Quan ly van hanh an toan may chu va ung dung

Quan ly an toan dir liéu
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Céach ghi

0,1,...

0,1,...

0,1,...

1/0

1/0

Huéng din
Cic 6 s0 phii tra 16i néu dé trong thi dwgc coi 1a ¢6 gia tri bing 0. Cdc 6 phii tra 16i cho cau héi
c6/khéng thi dwoe ghi 1 néu 1a "c6" va ghi 0 néu la "khéng" (diu tich v hoic x dwoc coi la 1, dé
tréng coi la 0)

Don vi quan Iy mang LAN/WAN, c6 quyén quan trj hé thdng, thiét 1ap céc chinh sach quan 1y, cac tham
s6 k¥ thuat va ban hanh quy dinh véi ngudi dung ddu cudi. Phéan loai cdp d6 HTTT 1-5 theo Nghj dinh
85/2016/ND-CP.

Ghi s6 lugng hé théng thong tin

Ghi sé lugng don vi dau méi truc thudeco quan. B phan Lanh dao co quan tinh nhu mét don vi dau
mbi. Dé tréng 6 nay néu Quy co quan khéng c6 HTTT ndi bo dung chung trong cau 2.

Néu khong c6 ghi sb 0, néu co thi ghi s dich vu doc 1ap dang cung cip (> 1), khong tinh sb dich vu

con trong mot dich vu 16n.

C6 thi ghi Ia 1, khéng c6 ghi 0

Vin ban nao khong ¢6 thi céc 6 twong g dé trong
Néu ¢6 nhiéu van ban hién hanh thi ting sé dong twong tmg

C6 noi dung nao thi 6 twong g ghi 1a 1, khong co thi 6 twong tmg ghi 0
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Quan Iy van hanh an toan thiét bi dau cubi

Quan Iy phong chdng phan mém doc hai

Quan ly diém yeu an toan thong tin

Quéan Iy giAm sat an toan hé théng théng tin

Quan Iy sy b an toan thong tin

Quén Iy an toan nguoi st dung dau cudi

Quy trinh danh gia, quan Iy va xir Iy riti ro vé ATTT

Quy trinh thao tic chudn dé phan tmg khan cip véi cac sy c6 mat ATTTM

bé nghi tu nhén xét vé chat lugng van ban hi¢n hanh so véi quy dinh cua phap luat

Viét Nam va nhu cdu ctia don vi dén thoi diém hién tai (chi chon 1 dap an)?

+ Py du, chit ché, co thé sir dung on trong khoang 2 ndm tré 1én

+ Tuong dbi day du, c6 thé cin hoan thién nhung st dung 6n trong it nhét 1
ndm téi

+ i thiy c6 cac diém thiéu hodc khong phu hop, cin sita d6i hay bd sung
ngay

pé nghi tu danh gia thuc té hién nay tai don vi vé mirc d6 ap dung thuc hién tdt cac
quy ché, quy dinh bao dam ATTTM dat khoang d6 bao nhiéu phin trim theo thang

diém 100%

Téng sb can bo, cong chur, vién chirc, nguoi lao dong lam viéc trong don vi

Tbng s6 can bd lanh dao quan Iy (cip don vi va cip phong/tuong duong tryc thude

don vi) cua don vi
S6 nguoi sir dung méy tinh hién tai trong don vi
Pon vi ¢6 phan céng lanh dao (cip don vi) phu trich v& ATTTM hay khong?

Pon vi ¢6 t& chire/bd phan chuyén trach vé ATTTM hay khong? (Néu c6 tra 151 thém

cau 14 dudi day)

chon 16

0,1,...

0,1,...

0,1,...

1/0

1/0

Vi tri va quan hé cong tac ctua by phan chuyén trach vé& ATTTM (c6 thé lua chon nhidu dap an)

La bd phan con thudc to chirc phu trach CNTT cua don vi ?

Chiu sy chi dao nghiép vu cuia bo phén chuyén trach ATTTM cua co quan
chu quan

La thanh vién thudc mang ludi chuyén trach bao dam ATTT qudc gia?

C6 quy ché phdi hop tng ciru sw cé ATTTM vé6i doanh nghiép cung cp
dich vu mang?

C6 quy ché phdi hop tmg ciru sw cd ATTTM véi céc t6 chitc ATTTM khéc?
VU o

1/0

Tong s0 can by lam viéc chuyén trach vé ATTTM
Téng sb can bd 1am viée ban chuyén trach vé ATTTM

Quan Iy nhan sy phit hop yéu cu ATTT nhu thé nao? - Cé quy dinh timg khau? Thuc hién day

t khong? (mdi cot lya chon 1 dap an)

Quan Iy nhan s vé Tuyén dung Quan ly qua Chém diit,
ATTT trong tirng khiau can by ATTT trinh 1am viéc | chuyén cong viéc

Chua c6 quy dinh cu thé

C6 quy dinh, thyc hién
chua tot thudng xuyén

1/0

Page 2

O nao chon thi ghi Ia 1

0-100% Co quan ty danh gia mirc d6 thyc té cua minh, ty 1¢ chin don vi trong khoang tir 0% dén 100%

Ghi s6 lugng ngudi 1am viée trong co quan (bao gdm cé cia cac don vi truc thude duoc t6 chire danh
gia)

Ghi s0 luong

Ghi s6 luong

C6 thi ghi la 1, khdng c6 ghi 0

C6 thi ghi la 1, khdng c6 ghi 0

C6 thé lya chon nhiéu dap an

Dbung (co) thi ghi la 1, khong dung ghi 0

Trong mdi cot ghi mot s 1 vao 1 6 phit hop trong mdi cot. Cac 6 con lai trong cot dé tréng
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C6 quy dinh, thyc hién tot

Téng sb can bd nhéan vién da t‘irng duoc q‘ua 16p tap hudn vé ATTTM

Téng s6 can bd lanh dao quan 1y (cég dor} vi va cip phong/tuong duong tryc thude
don vi) da timg duoc dao tao, tap huan vé quan Iy ATTTM

Téng s6 can bo ky thuat c6 trinh d6 twong dwong dai hoc nganh ATTT tré 1én

Téng s6 can bd k§ thuat c6 trinh d6 tuong duong trung cip vé ATTT

Téng s6 chuyén gia chuyén siu vé ATTTM

Pon vi ¢6 ké hoach dao tao, tip huin vé& ATTTM trong nim 2017 khong?
Hay cho biét két qua dao tao, tip hun ndm 2017 vé ATTTM ciia don vi theo bang sau:

0,1,...

0,1,...

0,1,...

0.1,...

0,1,...

1/0

Sb nguoi Theo ké hoach chung ciia [Theo ké hoach riéng ciia co

S0 can bo lanh dao

S0 can bd, nhan vién
chuyén trach ATTTM

S6 can bg, nhén vién khac
sir dung may tinh

0,1,...

Pon vi ¢6 duge thy huong ké hoach tuyén truyén, phd bién ning cao nhan thirc vé
ATTTM cta cép trén (co quan chi quan, co quan quéan Iy nha nudc) trong nam 2017
hay khong?

Pon vi ¢6 ké hoach dinh ky tuyén truyén, phd bién nang cao nhan thirc ciia ngudi sir
dung v& ATTTM nim 2017 hay khong?

S6 don vi truc thude ciing co quan chi quan duge thy hudng ké hoach tuyén truyén,
phd bién nang cao nhan thirc vé ATTTM ma quy don vi trién khai trong nam 2017

S don vi truc thude cac co quan chu quan khac dugc thu huong ké hoach tuyén
truyén, pho bién nang cao nhan thic vé ATTTM ma don vi trién khai trong nam 2017

Pon v1 ¢6 chu truong st dung dich vu thué hosting hé théng (thué ngoai hé théng may
chi1 va Iuu trir co s6 dit lidu) do cac cong ty Viét Nam khong c6 yéu t6 nude ngoai
cung cAp hay khong?

1/0

1/0

01,..

01,..

+ Khong c6 chu truong hay quy dinh thué ngoai

+ C6 chil truong nhung chua c6 thué ngoai

+ Da thué ngoai dich vu bao dam ATTTM

Don vi ¢ chu truong sir dung dich vu thué hosting h¢ thong (thué ngoai hé thong may
chu va Iuu trir co s dit lidu) do cac cong ty Viét Nam khong c6 yéu té nude ngoai
cung cp hay khong?

+ Khong c6 chu truong nay

+ C6 chil truong nhung chua c6 thué

+ Pa thué dich vu cia céc cong ty Viét Nam khong ¢6 yéu td nude ngoai

chon 16

chon 16

Page 3

Ghi s6 lugng
Ghi s6 lugng

Co trinh d6 trong duong cac didu kién sau hodc cao hon:

1) BH nganh ATTT, hodc: 2) BPH CNTT va da qua dao tao cac chimg chi chuyén nghiép ATTT hay da
tham gia nghién ciru/thuc hanh chuyén nghiép v& ATTTM hon 3 nim, hodc: 3) PH céc nganh KHKT,
d3 qua dao tao bdi dudng cac chimg chi chuyén nghiép ATTT va da tham gia nghién ctru/thyc hanh
chuyén nghiép v&é ATTTM hon 5 nim.

C6 trinh d6 twong dwong: 1) DH khong chuyén nganh CNTT hodc Trung cdp/cao ding CNTT, va dugc
dao tao bdi dudng cac khoa k¥ thuat v& ATTTM, hodc 2) PH CNTT nhung khong lam viéc v& ATTTM.
Cén bo lam viée chuyén trach vé ATTTM va c6 trinh d6 twong dwong DH nganh ATTT hoic cao hon,
6 chimg chi dao tao céc khéa chuyén gia k¥ thudt qudc té hodc twong duong vé ATTTM, ¢6 tham nién
cong tac nghién ctru, thuc hanh trong linh vuc ATTTM lién tuc tir S nam trd lén.

C6 thi ghi la 1, khdng c6 ghi 0

Ghi s6 lugng vao timg 6. O nao khong c6 thi ghi 0 hodc dé tréng

C6 thi ghi la 1, khdng c6 ghi 0

C6 thi ghi 12 1, khdng c6 ghi 0

Ghi s6 lugng

Ghi s6 luong

O nao chon thi ghi 1a 1. Cac 6 con lai dé tréng

O nao chon thi ghi 13 1. Cac 6 con lai dé trong
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Pon vi ¢6 chu truong sir dung dich vu thué hosting hé thong c6 yeu to nude ngoai
cung cép hay st dung dich vu dién toan dam may (cloud computing) trén Internet hay
khong?

+ Khong c6 chu truong nay

+ C06 chil truong nhung chua sir dung dich vu nay

+ Pa su dung dich vu nay

Pon vi bao dam ATTTM thuong xuyén bang cch nio:

+ Hoan toan str dung ndi luc

+ Str dung toan bo thué va hd trg tir bén ngoai

+ Str dung mot phﬁn ndi luc mot phén lyc luong bén ngoai

Pon vi ¢6 téng chi (bao gdm ca chi ngan séch thuong xuyén va du an dau tu) cho CNT
nim gan day la bao nhiéu (xTriéu dong)?

T trong 3

Chi cho CNTT 2015 2016 2017

Tong chi (xTriéu dong)

Udc tinh ty 16 chi cho ATTTM chiém bao nhiéu % trong tong dau tu danh cho CNTT tai don vi

trong 3 nam gin day?

Chi cho ATTTM so véi 2015 2016 2017

Ty 1¢ chi ATTTM/chi

Udc tinh ty 1¢ chi cho ATTTM cho cac hé thong thong tin trong yéu/quan trong qudc gia dodon

vi quan Iy chiém bao nhiéu % trong tdng dau tu CNTT ciia co quan trong 3 ndm gin day?

Chi ATTTM so véi chi 2015 2016 2017

Ty 1é chi ATTTM/chi
CNTT (%)

Ubc tinh chi phi chung vé ATTTM nam 2017 dép tmg bao nhiéu % nhu cau (du toan) cta don

vi?

Mirc dap tmg nhu cau 2015 2016 2017

Ty I& chi ATTTM/nhu
cau (%)

Bon vi da trién khai h¢ théng quan Iy ATTTM (hé¢ thong ISMS) theo tiéu chuén
TCVN/ISO-IEC 27000 hoic tiéu chudn TCVN 11930:2017 hay tiéu chuén khac chua?
(Ghitd TCKhAC LA: .. oeeeei e e e )

Pon vi d nhan chimg nhan hop chuén quan Iy ATTTM theo 1 trong nhiing tiéu chuén
trén chwa? Néu c thi cho biét thoi diém chimg nhén da cach thoi diém hién tai bao
nhiéu thang:

Thoi diém hop chuin Lin dau tién | Lan gan diy nhat

Cach day bao nhiéu thang

Pon vi ¢6 bao nhiéu hé thong théng tin quan trong quoc gia (cap do 5) hodc hé théng
thong tin cAp do 4 thudc trach nhiém quan ly da nhan chimg nhan hop chuén quan Iy
ATTTM ?

HTTT da dwoc hop Hé théng cAp do | Hé théng cAp dd | Hé théng quan
chuin 5 4 trong quéc gia
khac

S6 lwong HTTT da hop
chuén

thong tin hay khong ?

Page 4

chon 16

chon 16

%

%

%

1/0

1/0

1/0

O nao chon thi ghi 1a 1. Cac 6 con lai dé tréng.

O nao chon thi ghi 1a 1. Cac 6 con lai dé tréng.

Ghi s6 tién. Ly s liéu tir don vi phu tréach ké hoach-tai chinh dé tra 15i cau hoi nay

Ghi ti 1€ %. LAy s liéu tir don vi phu trach ké hoach-tai chinh dé tra 15i cau hoi nay. Phai dién vao tat ca

cac 0.

Ghi ti 1¢ %. Léy s6 lidu tir don vi phu trach k& hoach-tai chinh d& tra 10i cau hoi nay. Phai dién vao tit
ca cac 0.

Ghi i 1& %. Léy s6 liéu tir don vi phu trach k& hoach-tai chinh dé tra 10i cau hoi nay. Phai dién vao tit
cacac o.

Da trién khai thi ghi 14 1, chua thi ghi 0

Pa nhan thi ghi 1a 1, chua thi ghi 0

Ghi s6 thang ké ca thang hién tai, ghi 0 hay tréng 1a khdng c6 thong tin

Ghi s6 lugng vao timng .

Da phan loai thi ghi 1a 1, chua thi ghi 0
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Viéc quan ly c&n b van hanh, khai thac, s dung hé théng ctia co quan c6 tuan thu cac
chinh sach v& ATTTM hay khong?

Pon vi ¢6 quy trinh danh gid, quan 1y va xi Iy rii ro vé ATTTM khong?

Pon vi 6 quy trinh thao téc chuén (Standard operating procedures) dé phan tmg véi
céc su cb mat ATTT hay khong?

Trong qué trinh trién khai du an phét trién tmg dung CNTT, don vi c6 thuc hién tu
vén, thim dinh, thim tra vé ATTTM cua hé théng thong tin dugc xay dung hay khong?

Téng s6 1dn don vi di thuc hién kiém tra danh gia ATTTM dinh ky cho hé théng thong
tin cua minh trong nam 2017 ?

Téng s6 1an don vi di té chirc hodc tryc tiép tham gia din tap bao dam ATTTM cho
hé théng thong tin ciia minh trong nam 2017?

Vi cac bién phap ky thuat, cong nghé phil hop dang dugc don vi dang 4p dung dé bao dam
ATTTM cho cac HTTT ndi bd va HTTT cdng cong, hdy cho biét 1an trang bi, cap nhat, nang cip
hay lam mé&i gan ddy nhdt 14 cich thoi diém hién tai bao nhiéu thang (tinh ca thang hién tai)?

Cac bién phap k¥ thuit, cong nghé biao dim an toan mang dugc trang | HTTT | HTTT
bi, cip nhat, ning cip hay 1am méi gin diy nhét cich hién nay bao ndibd | cong
nhiéu thang cong

+ Hé thong thiét bi sensor ghi log-file phat hién sy c¢6 va moi de doa ATTT
d6i voi mang

+ Hé théng giam sat va quan ly su kién an toan thong tin (SOC-Security
Operation Center/SIEM- Security Incident & Event Management)

+ Giai phap phén chia hé thong mang thanh cac viing mang chirc nang véi
cac chinh sach quan ly va bién phap ky thuat ATTTM phu hop

+ Hé théng phat hién xAm nhap (IDS/IPS) trong mang

+ Hé théng phong chéng tin cong DoS/DDoS

+ Tuong ltra cho toan mang (Network Firewall)

+ Phan mém chéng virus mirc mang (Anti-Virus)

+ Bao vé kénh truyén bing cong nghé mi hoa va xac thuc

+ Kiém soat moi kénh truy cép co bit budc dinh ky thay déi mat khéu nguoi
dung

+ Kiém soat moi kénh truy cép c6 giai phap han ché dang nhép ty dong (tin
cong kiéu tir dién) va’hodc cd yéu cau xac thyc hai yéu to nguoi dung

+ Bao mit truy cip qua mang khong day va cac thiét bi dau cudi

Véi céc bién phap ky thuat, cong nghé phi hop dang dugc don vi 4p dung dé bao vé cac hé
théng méy chu trong cac HTTT noi bo va HTTT cong cong, hdy cho biét 1dn trang bi, cip nhat,
nang cip hay lam mai gin day nht la céch thoi diém hién tai bao nhiéu thang (tinh ca thang hién

tai)?
Céc cong nghé, bién phap ky thuét bao vé cac hé théng may chi dwge | HTTT | HTTT
trang bi, cAp nhat, ning cAp hay 1am méi gin day nhat cach hién nay ndi by | cong
bao nhiéu thang cong

+ Hé théng quan 1y thu thap va phan tich log-file phat hién sw cé va mbi de
doa ATTT

+ Hé théng phat hién va chdng tin cong xAm nhap may chii (IDS/IPS)

+ Tuong la (Firewall) cho may chii

+ Phan mém chéng virus mi dc (Anti-Virus)

Page 5

1/0

1/0
1/0

1/0

0/1/...

0/1/...

0,1,2...

C6 thi ghi 14 1, khdng c6 ghi 0

C6 thi ghi 1a 1, khdng c6 ghi 0
C6 thi ghi 1a 1, khdng c6 ghi 0

C6 thi ghi 1a 1, khdng c6 ghi 0

Néu khong c6 ghi sb 0, néu co thi ghi tong s lan danh gia (> 1)

Néu khong ¢6 ghi s6 0, néu c6 thi ghi tong s6 1an di&n tap (> 1)

Bién phap k§ thuat, cong nghé nao co thi ghi sb thang >= 1, khéng c6 ghi 0.

Bién phap ky thuat, cong nghé nao co thi ghi sb thang >= 1, khong ¢6 ghi 0.



48 Vi cac bién phép ki thuat, cong nghé phi hop dang duoc don vi dang 4p dung dé bao vé cac 0,1,2...
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+ Quén Iy phén chia ngudi dung theo dic quyén va co theo ddi phat hién tai
khodn ngudi ding la trong hé théng

+ Quan ly truy cap va chdng tan cong leo thang dic quyén

+ Bao mat thiét bi di dong va thiét bi ddu cudi truy cap tir xa

+ Sir dung hé thdng méy chu du phong néng (chay song song, on-line)

+ Sir dung hé thong méy chu du trit (du phong off-line)

tmg dung trong cAc HTTT noi bo va HTTT cong cong, hdy cho biét lan trang bi, cap nhat, nang
cép hay lam méi gan day nhét 14 cach thoi diém hién tai bao nhiéu théng (tinh ca thang hién tai)?

Cac cong nghé, bién phap ky thuat phu hop bao vé cac irng dung dwoc
trang bi, cip nhat, ning cip hay lam méi gin ddy nhét cich hi¢n nay
bao nhiéu thang

HTTT
nodi bo

HTTT
cong
cong

+ Hé thong ghi nhat ky (log-file) cac tmg dung

+ Hé thdng quan Iy va phan tich log-file

+ Quan 1y truy cip co xac thyc nhidu budc

+ Phén mém chdng virus mi dc (Anti-Virus)

+ Tuong ltra mirc tng dung (vi du web-firewall,...)

+ Loc ndi dung Web

+ B6 loc chéng thu rac (Anti-Spam)

+ Sir dung hé théng may chu dw phong nong (chay song song, on-line)

+ Sir dung hé théng may chu dy trit (du phong off-line)

Vi cac bién phap k¥ thuat, cong nghé phli hop dang dwocdon vi 4p dung dé bao vé dir liéu cho 0,1,2...

céc HTTT nodi bo va HTTT cong cong, hdy cho biét 14n trang bi, cp nhat, nang cip hay lam méi
ghn diy nhét 14 cich thoi diém hién tai bao nhiéu thang (tinh ca thang hién tai)?

Cac bién phap k¥ thuit, cong nghé phu hop bao vé dir liéu dugc trang
bi, cap nhat, ning cip hay 1am méi gin dy nhét cich hién nay bao
nhiéu thang

HTTT
ndi bp

HTTT
cdng
cong

+ Hé thong gidm sat tinh toan ven CSDL

+ Hé théng phat hién xAm nhap CSDL

+ Bao vé dit liéu quan trong trong hé thdng bang cong nghé mi hoa

+ Bao vé dit liéu quan trong trong hé thdng bing cong nghé chit ky s6

+ Hé thong quan Iy chdng thit thoat dit lidu (Data Loss protection)

+ Sir dung hé thdng sao lvu dit liéu du phong ndng (on-line back-up)

+ Sir dung hé thdng sao luu dit liéu du phong dinh ky (off-line back-up)

Vi cac bién phap ky thuét, cong nghé phu hgp dang dugcdon vi dang 4p dung d€ bao dam an 0,1,2...

toan v& mat vat Iy cho cac HTTT ndi bd va HTTT cdng cong, hdy cho biét 1an trang bi, cap nhat,
nang cép hay 1am méi gin day nhét 1a cach thoi diém hién tai bao nhiéu thang (tinh ca thang

hién tai)?

Cac bién phap k¥ thuit, cong nghé phu hgp bao dam an toan vat ly
dwoc trang bi, cip nhat, ning cAp hay 1am méi gin day nhit cach thoi
diém hién tai bao nhiéu thiang

HTTT
ndi b

HTTT
cong
cong

+ Giai phap lua chon vi tri vat ly

+ Giai phap kiém soat truy cap vat Iy

+ Giai phap chdng trom, chdng pha hoai

+ Giai phap chbng sét

+ Hé thong chdng chay nd

+ Giai phap chng 4m va chdng thim

+ Giai phap chdng bui va tinh dién

+ Giai phap kiém soat nhiét do va d¢ am
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Bién phap ky thuat, cong nghé nao c6 thi ghi sb thang >= 1, khéng ¢6 ghi 0.

Bién phap k¥ thuat, cdng nghé nio c6 thi ghi s6 thang >= 1, khong ¢6 ghi 0.

Bién phap k¥ thuat, cdng nghé nio c6 thi ghi s6 thang >= 1, khong c¢6 ghi 0.
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+ H¢ thong ngudn cung cap dién du phong

+ Giai phap bao v¢ dién tir truong

Pon vi ¢6 kha nang ghi nhan cac hanh vi tin cong (ké ca chua thanh cong) vao hé

théng ctia minh hay khong?

Khi hé théng ciia don vi gip sw ¢b mit ATTTM, quy vi s& bdo céo/thong béo tin nay di dau?
Panh du twong img vio cac 6 phit hop trong bang sau:
Tuxt |Moi Badocéo [Baova |Badova |Baova |Béova
Phaxy ing ly, DN, st |cép hop tac |hgp taic |hop tac |hop tac
khong [dung trén, véinha |véidon |véidon |véi don
Loai sur O bdo cdo [dich vy |nganh |mang [vi B vi Bo vi Bd
nguy co ATXTM ngoai  |[doc Quéc Congan |TTTT
phong
Pon vi @i kha
nang phat hién
va xu ly
Pon vi phat

hién duoc, chua
gdy tac hai,
nhung kho xu ly

Loai mdi hoac
tan cong gay tac
hai 16n, chua tu
xu ly duoc

Tir 1/1/2017 dén hét 31/12/2017, don vi da phat hién duoc bao nhiéu sy ¢6 ATTTM vao hé
théng cua minh chua gay ra thiét hai hodc gay ra thiét hai nho? Théng ké sé vy tin cdng mang da
xay ra véi cac hé théng thong tin do don vi quan 1y (phan loai theo kiéu tén cong va hau qua).

SO vu tan cong SO vu Solan  [Sdwvu So may Solan  [S6vu So s cd [S6 vu
mang it nghiém |tin tAn tAn tinh may cha |tin cong |khéc xam
trong tir cdng cong tir |cong tramdd [bitin  |vao1d |[(16iha |nhap
1/1/2017 dén web chéi bang bilay |cong héng ting, vat |mang do
31/12/2017 deface |dichvu [thu dién [nhiém |bing md |ATTT |ly, phan |ATP, 16
hay cai [(DDoS) |t ma doc |doc cla mém)  |mat khéu
Phishing (spam- HTTT
mail)
S6 vu da phat

hién va ngan
chan sém, chua
gay ra thiét hai

S6 vu tan cong
da bi xam nhap,
lay nhiém ma
ddc, nhung chi
gay ra thiét hai
nho

S6 vu tan cong, mét ATTTM nghiém trong (gay ra hau qua nghiém trong vé kinh té, gian doan
dich vu mang, 10 lot thong tin quan trong...) xay ra tur 1/2017 dén hét 31/12/2017
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1/0

1/0

1/0

0,1,2,...

0,1,2,...

C6 thi ghi 1a 1, khdng c6 ghi 0

Ghi 1 vao 6 chon

Ghi s6 lwgng sy ¢ twong g vao cac 6

Ghi s6 lugng sy ¢ twong ng vao cac 6
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So vuviécmat |Solan |Solan [Somay (SO vu So vu SO vu So vu

ATTTM thn may tinh xam tan cong |tAn cong [thn cong

nghiém trong cong tr [chubi [tramdad |nhap vaold  |web bing

xay ra tir chéi tan bildy [mang |héng deface |thu dién

1/1/2017 dén  |dichvu |cong  |nhidm |do ATTT |haycai |tr

hét 31/12/2017 |(DDoS) |bing |mddoc [ATP,16 [cia Phishing | (spam-
ma doc mat HTTT mail)

khéu

SO su ¢co
khac
(15i ha
téng, vat
1y, phan
mém)

T(”Sng sb vu viée
da phat hién, xir
ly

Don vi tu xtr 1y,
khic phuc hau

qua thanh cong
trong vong 24h

Pugc don vi
khéc hd tro xir
ly, khéc phuc
hau qua thanh
cdng trong vong
24h

Theo quy vi nhilmg dong co nao duge nghi ngo 1a nguyén nhan gy ra nhitng hanh dong
& trén? (co thé chon nhidu d4p 4n 1a cac muc sau)

tan cong

Nhim thé hién ky ning tin cong

Pha hoai hé théng c6 chii dich

Nhim chiém dung tai nguyén hé théng dé din téi nhimng cudc tan cong nic danh

Thi han c4 nhan (vi du: can bd hoic ngudi ngoai ¢ thu hén c4 nhan)

Nhim tao loi thé canh tranh thuong mai (vi du: tinh bao cong nghiép)

Chiém doat tai nguyén hé théng ciia co quan dé sir dung cho muc dich ca nhan

Bi tAn cong tir nuéc ngoai do cac nguyén nhan lién quan dén chu quyén

Tao ngudn thu tai chinh bat hop phap

Nhim chiém dung tai nguyén hé théng dé din téi nhimng cudc tan cong nic danh

Thu han ca nhan (vi du: can b hodc nguoi ngoai c6 thu han c4 nhan)

Vi tinh hinh hién tai thi trong thoi gian t6i, d6i tuong de doa t6i ATTTM ciia hé thén
vi lo ngai nhit 1a gi ? (Ghi cac s6 1/2/3 tuong img véi cac hang muyc lo ngai nhét, nhi va

g ma quy
ba)

- Can bd dang lam viéc tai don vi

- Can bd da nghi viéc tai don vi

- T6i pham may tinh nhu hacker bat hop phap

- Ddi thi canh tranh (gidn diép cong nghiép)

- Bing nhom t0i pham may tinh ¢6 t6 chirc (khuing bé mang v.v...)

- Doanh nghiép gia cong bén ngoai (nhan vién) Outsourcing company (employees)

- Cac thé lyc dén tir nuée ngoai

- Nhirng mdi de doa khéc (vui long ghi rd):
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0/1

0/1/213

Ghi 1 vao 6 chon

Chon 3 hang muc theo tht tu giam dén xét theo mure do lo ngai trong ) nhitng hang muc duoc liét ké
va ghi cac s6 1/2/3 vao 6 dugc chon tuong ting
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Nhiing vén dé kho khan nhit ma don vi gap phai trong viéc bao dam ATTTM cho hé théng
thdng tin la gi? (Ghi cac sb 1/2/3/4/5 twong tmg véi cac hang muc khd khin nhét, nhi, ba, tu va

nam)

Linh dao chua hd trg diing mirc can thiét cho ATTTM

Sur thidu hiéu biét vé ATTTM trong don vi, thiéu can bo am hiéu k¥ thuat va quan ly
ATTTM

Viéc nang cao nhén thirc va mat béng kién thirc cho nguoi st dung may tinh vé
ATTTM

Viée xac dinh chinh xac mirc d¢ vu tién cia ATTTM trong twong quan chung véi cac
vén d& khac cta don vi

Viéc ap dung céc nguyén téc quan 1y rui ro (Risk Management principles) cho hé
théng thong tin

Viéc cap nhat kip thoi nhimg cach thie tin cong hay nhing nhimg diém yéu méi xuit
hi¢n

Viéc giam sat phat hi¢n, canh bao sdm cac cudc tan cong mang

Khéng di kha nang phan img nhanh va xt 1y chinh xac khi xay ra nhimg vu tin cong
qua mang

Viéc quén Iy chit chg cdu hinh h¢ thdng mang (Configuration Management)

Nhirng hé thong méy tinh khong dugc quan 1y tot

Kinh phi/ngan sich danh cho ATTTM qua thiéu so v6i mit bang chung

Céc van dé khac (Néu co thi vui 1ong ghi rd):

S6 1an don vi da rat kinh nghiém bai hoc khic phuc su c6 dén dén viéc thay déi, bd
sung, hoan thién quy dinh, quy ché tmg ctru sw cé va bao dam ATTTM trong nam 2017

Pon vi c6 sit dung chit ky sb dé bao dam an toan cho céc giao dich dién tir hay khong?

Lanh dao don vi Nguwdi 1ap ban bao cao
(K, ghi ré ho tén va dong Hotén: ..o
ddu) Piénthoai:...............ocoii
Emaili ..o

Bdo cdo da dién day di ngi dung xin giri don vi dau méi ciia co quan d@é tong hop, sau dé giri vé Cuc An

toan théng tin, B Théng tin va Truyén théng, dia chi: tang 8, s6 115 Tran Duy Hung, Ha Ngi.
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0/1/.../5

0,1,...

1/0

Chon 5 hang muc theo thtr tur giam dan xét theo mirc do khé khin trong sb nhitng hang muc duoc ligt
ké va ghi céc s6 1/2/3/4/5 vao 6 dugc chon tuong img

Ghi s lan

C6 thi ghi 12 1, khdng c6 ghi 0



