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V/v: Canh bdo diém yéu an toan thong
tin nghiém trong trong cac bd vi xu ly

Kinh g oo

Ngay 03/01/2018, cac chuyén gia vé an toan thong tin cua Google cong
b mot nhoém gdém 03 diém yéu an toan thong tin trong cac bd vi xr 1y cho phép
bat ky img dung nao ciing c6 thé truy cp vao cac ving nhd dé 1ay thong tin cua
hé thong va thong tin cua cac Gng dung khac (thay vi chi dugc truy cap vao
ving nhé cap cho tng dung).

Céc diém yéu an toan thong tin trén c6 ma 13i qudc té 1a: CVE-2017-
5753, CVE-2017-5715, CVE-2017-5754. Cac diém yéu an toan thong tin nay
duoc cac chuyén gia ddnh gia 1a nghiém trong va c6 anh hudng téi nhiéu thiét
bi, bao gé)m: may tinh dé ban, may tinh xach tay, may chu, dién thoai di dong sur
dung céac hé diéu hanh Linux, Windows, MacOS.

C6 2 hinh thire tan cong loi dung diém yéu an toan thong tin nay dang
duoc cac chuyén gia danh gia gom:

- Hinh thirc tan cong dugce goi la Meltdown: theo cac chuyén gia, hinh
thirc tin cong nay co thé pha v& co ché bao vé ving nhd hé thdng, gitip cho cac
ang dung truy cdp dugc vao cac ving nhé hé théng dé 14y cac thong tin nhu:
mat khau, khoa diang nhép, cac théng tin duoc luu trong bd nhd dém v.v...

- Hinh thuc tan céng duge goi la Spectre: twong tu nhu Meltdown, hinh
thirc tan cong nay co thé cho phép cac ung dung truy cip vao vi tri bat ky trén
b6 nhd. Hinh thirc tin cong nay c6 thé khai thac trén hau hét cac bd vi xir 1y hién
dai (Intel, AMD, ARM).

Céc hang san xuét bd vi xir 1y Intel, ADM va ARM da c6 xé4c nhan va bat
dau dua ra ban va.

Viéc cdp nhat ban va c6 thé thuc hién thong qua ban vé cua hé diéu hanh,
hoic nang cap thiét bi phan cung, do vay véi may tinh, thiét bi bi anh hudng co
thé thyc hién cdp nhat ban véa khi chwa c¢6 didu kién nang cép bo vi xir ly. Hién
nay cac nha san xuét bo vi xtr ly ciing dang phdi hop vdi cac hing phan mém dé
dua ra ban véa cho hé diéu hanh.



Nham bao dam an toan théng tin va phong tranh viéc di tuong tin cong
loi dung diém yéu an toan thong tin dé thuc hién nhiing cudc tin cong mang
nguy hiém, Trung tim Cong nghé théng tin khuyén nghi cac quan tri vién tai cac
co quan, don vi va nguoi dung thuc hién:

- Kiém tra va cap nhat ban va hodc nang cép cic hé diéu hanh dé tam thoi
va cac diém yéu an toan thong tin trén. Khuyén cdo bat chirc niang tw dong cép
nhit ban va trén cac thiét bi dé dong thoi cap nhat cac diém yéu an toan thong
tin khac ngay khi ¢6 ban va.

- Dbi v6i cac hé didu hanh chua c6 thong tin v& ban va can theo ddi thuong
xuyén dé nang cép ngay khi c¢6 bién phap.

- Thuong xuyén theo doi kénh canh bao cia cac co quan chlrc nang va cac
to chirc 16n vé an toan thong tin nham doi pho kip thoi voi cac nguy co tan cong
mang.

Khi trién khai cac ndi dung néu trén, trong trudng hop can thiét, Quy Don
vi co6 thé lién hé voi Trung tam Coéng nghé thong tin, s dién thoai:
024.39439060, thu dién tir phongktht@most.gov.vn dé duoc phdi hop, hd tro.

Tran trong thong bao./ /«é

Noi nhin:

- Nhu trén;

- Lanh dao B6 (dé b/c);
- Luu: TTCNTT.
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Phu luc
Thong tin tham khio va théng tin vé ban va cho mot so cac thiét bi
(Kem theo Cong van sé U4 /CV-TTCNTT ngeay ¢ X/01/2018)

1. Mot s6 thong tin vé ban va cho cac thiét bj
a) Thong tin xdc nhan vé cdac dong vi xiv Iy bi anh huwong
- Intel

https://secuntyv-center.ntel comy/advisory.aspx7intelid=INTEL -SA-

Q0088 & lanouageid=en-1r

- ARM

nitps://developer.arm.com/support/security-update

b) Théng tin ban vd trén cdc hé diéu hanh
- Linux Kernel:

https://Tkml.org/lkml/2017/12/4/709

Ban va nay da dugc 4p dung dé han ché tin cong Meltdown va mdt phﬁn
ctia Spectre. N6 s& anh hudng téi hiéu ning cua hé thdng (lam giam tir 5-30%
tuy thudc vao cac tién trinh va cac loai CPU khéc nhau).

- Microsoft (Windows)
Windows 10 s& dugc tu dong update thong qua Windows Update.

tps://support.nicrosoft.com/en-us/help/4056892/windows-10-update-
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hittps://support.google.cony/fags/answer/7622138

2. Thong tin tham khao

https://googleprojectzero blogspot.com/2018/01/reading-privileged-

memorvwith-side. html



https://support.google.com/faqs/answer/7622138

