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V/v Canh béo 186 héng nghiém trong méi
trong dich vu Remote Desktop anh huéng
t¢i nhidu phién ban hé didu hanh Windows

Kinh gtri: Cac don vi truc thudc BO

Theo thdng bdo cia Cuc An toan thong tin — Bo Thong tin va Truyén thong
hién nay da xuat hi¢n 10 hong méi (CVE-2019-1181 va CVE-2019-1182) trong dich
vu Remote Desktop ctia Windows c6 kha ning dnh hudng t6i nhiéu co quan td chi.

Cac 18 héng nay cho phép d6i twong tAn cong thwe thi ma tir xa dé cai cim ma
doc va kiém soat hé théng muc tiéu. Déc biét khi da c6 1 may trong mang bi cai cim
ma doc thi cdc may khéc trong cling ving mang cfing ¢6 thé bj khai thac va cai cim
ma dc mot cach ty dong.

Theo thdng k& so bo, hién nay c¢0 hon 22.000 may tinh & Viét Nam dang mé

cdng RDP - Remote Desktop Protocol (TCP 3389) trén Internet, néu céc may tinh
ndy chua cp nhat ban v4 thi s& tré thanh myc tiéu khai thac dau tién va lay nhiém
sang cac may khac trong ciing ving mang.

Trung tim Cong nghé thong tin xin giri tom tt théng tin vé 16 hdng va khuyén
nghi xtt 1y d€ céc co quan, to chirc, cd nhan tham khao va c6 cac bién phap phong
ngua hop ly.

Thong tin chi tiét duoc dang tai trén Cong thong tin dién tr tai lién két
https://www.most.gov.vn/vn/chuyen-muc/605/canh-bao---khuyen-nghi.aspx

Trong truong hop can thiét, c6 thé lién hé Phong K thuat ha tAng - Trung tim
Cong ngh€ thong tin, so dién thoai: 024.39439060, thu dién tu
phongktht@most.gov.vn dé dwgc hd trg kip thoi./. /g

Trén trong./.
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