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V/v canh bao 16 hong bao mat trong san
pham VMware

Kinh gui: Cac don vi ¢6 hé thong cdng nghé théng tin truc thuoc Bo

Ngay 30/03/2021, VMware tiép tuc cong bb 02 15 héng bao mat (CVE-2021-
21975, CVE-2021-21983) trong phan mém VMware vRealize Operations Manager,
cho phép dbi twong tan cong thuc hién tan cong gia mao yéu cau tir phia may chi
(SSRF) dé danh cap théng tin xac thuc caa quan tri vién, cai cam tép tin doc hai, tir
d6 chiém quyén kiém soét toan bo hé théng. Cac 16 hong nay anh hudng dén cac san
pham vRealize Operations Manager, VMware Cloud Foundation (vROps), vRealize
Suite Lifecycle Manager (vROps) (thdng tin chi tiét vé cac 16 hong ¢ tai phu luc
kem theo).

Theo danh gia so bd, phan mém VMware vRealize Operations Manager
thuong dugc st dung nhiéu trong hé thdng cua cac co quan to chirc doanh nghiép dé
hd tro viéc giam sat cac thiét bi VMware, cai thién hiéu suat tng dung, nang cao
hiéu qua va giam thiéu gian doan.

Nham bao dam an toan thong tin cho hé thong théng tin ciia Quy don vi, Trung
tam Codng nghé thong tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat, xac minh hé théng thdng tin ¢ kha ning bi anh huong
boi 16 hong trén dé c6 phuong an xir ly, khac phuc 16 hong. Tham khao huéng dan
tai phu luc kem theo.

2. Ting cudng giam sat va sin sang phuong an xir ly khi phéat hién co
dau hiéu bi khai thac, tan céng mang. Bdi voi cac co quan to chic cd nhan sy
ky thuat tét cd thé thir nghiém xam nhap vao hé théng théng qua 16 hong nay.

Trong trudng hop can thiét cé thé lién hé dau moi hd trg ciia Trung tam Cong
nghé thong tin: Phong Ky thuat ha tang, dién thoai 024.39439060, thu dién tir:
phongktht@most.gov.vn.
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. Phu luc
Thong tin vé cac 16 hong bao mat trong VMware
(Kém theo Céng vin sé ITTCNTT-KTHT ngay / /2021)

1. Thong tin cac 16 hong bao mat

1.1. L hong bao mat CVE-2021-21975

- biém CVSS: 8.6 (cao)

- Chirc ning vRealize Operations Manager API ton tai 156 hong SSRF cho phép d6i
tugng tan cdng khdng can xac thuc co thé danh cap thong tin xac thuc cua quan tri
vién,

1.2. L3 héng bao mat CVE-2021-21983

- biém CVSS: 7.2 (cao)

- Chirc nang vRealize Operations Manager API ton tai 16 hong Arbitrary File Write
cho phép dbi tugng tan cdng voi quyén quan tri cao co thé thuc hién ghi tép tiy y
Ién hé thong (hé diéu hanh photon).

2. Hwéng dan khic phuc:

Céch 1: Thuc hién cap nhat ban va theo huéng dan cua nha cung cap. Tham khao
bang sau:

San phim | Fhien ban bianh Tham khio link ban vé
huong
8.3.0 https://kb.vmware.com/s/article/83210
. 8.2.0 https://kb.vmware.com/s/article/83095
VRealize
Operations 8.1.1,8.1.0 https://kb.vmware.com/s/article/83094
Manager
8.0.1,8.0.0 https://kb.vmware.com/s/article/83093
7.5.0 https://kb.vmware.com/s/article/82367
v 4.X https://kb.vmware.com/s/article/83260
mware
Clouo! 3.X https://kb.vmware.com/s/article/83260
Foundation
(VROps) 8.x https://kb.vmware.com/s/article/83260

Céch 2: Trong truong hop khdng thé cai dat ban va hoic khéng c6 ban va cho phién
ban vRealize Operations dang st dung, quan tri vién c6 thé thuc hién bién phéap khic
phuc thay thé bang cach x6a dong cau hinh khai file casa-security-context.xml nhu
sau:



Budc 1: Bang nhap vao Primary node véi quyén root théng qua SSH hoic Console
(nhian ALT+F1 trong Console dé ding nhap)

Budc 2: Mo file
/user/lib/vmware-case-webapps/case/WEB-INF/classes/spring/casa-security-
context.xml trong trinh soan thao.

Budc 3: Tim va x0a dong:

<sec:http pattern="/nodes/thumbprints" security="none'/>

Budc 4: Luu va dong file.

Budéc 5: Khai dong lai dich vu CaSA:

service vmware-casa restart

Budc 6: Thuc hién lai cac bude tir 1-5 trén tit ca cac nodes khac trén vRealize
Operations custer.

3. Nguén tin tham khao
https://www.vmware.com/security/advisories/VMSA-2021-0004.html
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