BO KHOA HOC VA CONG NGHE CONG HOA XA HOI CHU NGHIA VIET NAM
_ TRUNG TAM Poc 1ap - Tu do - Hanh phiic
CONG NGHE THONG TIN

., Ha Néi, ngay24 théng 03 nam 2019
$6: 6% /TTCNTT-KTHT @ VoL gy ang U nam
V/v nguy co lay nhiém ma djc qua 16 hong
trén phan mém Winrar chua cip nhét

Kinh gtri: Cac don vi truc thudc Bo

Theo thong bao ciia Cuc An toan théng tin tai Cong vian sé 251/CATTT-
NCSC ngay 18/3/2019, Trung tdm gidm sé&t an toan thong tin mang qudc gia
(NCSC) thudc Cuc An toan théng tin d3 ghi nhén nhiéu chién dich phét tdn ma
déc, tAn cong mang thong qua 15 héng trén phdn mém Winrar (CVE 2018-
20250). L3 hong nay cho phép ddi twong tAn cong cii cim m4 ddc vao may ngudi
ding va anh hudng dén tit ca cic phién ban ctia Winrar phét hanh trong thoi gian
qua. Hinh thtrc phd bién dé phét tdn ma déc duoc ddi tuong tin cong da thuc hién
nhu sau:

- Lya chon nhiing tép tin tai li€u c6 dd tin cdy cao, thudong st dung tai li€u
cua chuong trinh, hdi nghi dugc nhiéu ngudi quan tam;

- Str dung phin mém Winrar dé nén tap tin tai liéu ndy va tap tin ma doc.
Phat tan tdp tin nén bing phan mém Winrar qua nhiéu kénh khac nhau: thu dién
tir, hodc céac tap tin tai liéu trén mang (tai li€u hoi nghi, héi thao...). Ngudi ding
mé tdp tin nén ndy s& chi nhin thdy tap tin tai liéu théng thudng.

- Khi nguoi diing giai nén bang phin mém Winrar c6 chira 15 héng thi ma
doc cling dugc giai nén vao thu muc Startup ctia Windows dé thuc thi trong 14n
khoi dong tiép theo ctia may tinh.

Trudc thuc trang trén cling véi viéc Winrar 13 mét trong nhitng phdn mém
nén tap tin phd bién & Viét Nam nhung chua c6 co ché cap nhét ty dong, ddng
thoi nhiéu co quan td chirc chua chi trong dén cong tac ra sodt, xir ly cac diém
yéu 15 héng ATTT. Vi vdy, nhim bao dam an toan thdng tin, phong tranh cac
nguy co lay nhim ma doc théng qua 16 héng nay, Trung tim Céng nghé thdng
tin dé nghi cac don vi thyc hién:

1. Ra so04t va kiém tra phién ban phdn mém Winrar dang duoc cai dit va st
dung trén toan bé may tinh, méy chu;

2. M4y tinh nao dang st dung céc phién ban cii cin loai bo phin mém khéi
méy tinh; Cép nhét 1én phién ban Winrar méi nhat (Winrar 5.7.0). Cht y chi tai
phin mém tir trang cha Winrar hodc t6 chtc tin cay. DPuong din tai phién ban
Winrar ~ méi  nhdt:  https://www.win-rar.com/download.html  hoiic
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https://www.rarlab.com (Tham khao hudng déin kém theo).

Trong trudng hop cn thiét xin vui 1ong lién hé Phong K§ thuat ha ting —
Trung tdm Cong nghé théng tin, sd dién thoai: 024.39439060, thu dién tir
phongktht@most.gov.vn dé duoc hd tro.
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M0t s6 hinh dnh minh hoa va hwéng din go bé, cip nhat
(Kem theo Cong vin s €% /TTCNTT-KTHT ngay 2{ /03/2019 ciia Trung tdm
Cong nghé théng tin)

1. Hinh anh tai liéu nén bing Winrar dwoc sir dung dé phat tan ma doc

- Hinh anh khi nguoi ding st dung phan mém Winrar dé nén céc tap tin tai lidu
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2. Loai bé Winrar khéi may tinh (hé diéu hanh windows)

Vao Start => Control Panel => All Control Panel Items => Programs and
Features => WinRAR ... => Uninstall => Yes.



: v!@' b ContrctPanel » All Control Panelltems » Program:

ContmolPaneltome * = Uninstall or change a program

: View installed updates - To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
B8 Turn Windows featuresonor: e
ot .- Organize ... Uninstall ...

#

| Publisher Instalied On  Size Version

i Microsoft System ‘ypes for SQL Se Microsoft Corpontion 3/6/2018 683 MB  120.240211

ij Microsoft System CLR Types for 5QL Server 2014 Microsoft Corporation 3/6/2019 812MB  120.2402.29

& Microsoft System CLR Types for SQL Server 2016 Microsoft Corportion 3/6/2018 6.08 MB  130.160L5

& Microsoft Systern CLR Types for SQL Server 2016 Microsoft Corportion 3/6/2019 867MB 13046005

3 Microsoft Visio Professional 2016 - en-us Microsoft Corporation 3/20/2019 16.0.11425.20140
ﬁMkwmft Visual C+ « 2012 Redistributable {464) - 11.0,..  Microsoft Corporation 3/6/2019 205MB 110606101

173MB 110506101
205MB  120.21005.1
171MB 120210051
254 MB 140.24215.1
215MB 140242151
10.0.50903
503GB 140.23102.178
626 MB 312381962

- $BMicrosoft Visuat C++ 2012 Redistributable (46) - 11.0
;ﬂMicrosoft Visual C++ 2013 Redistributable (64) - 1
ﬁMicrcso& Visual C++ 2013 Redistributable (86) - 12,
B Microsoft Visual C+ + 2015 Redistributable (64) - 14 oy " . .
$Microsoft Visual C+ « 2015 Redistributable (436) - 14 @ Continuevith uninstall WinRAR?

: 15 Microsoft Visual Studio 2010 Tools for Office Runting

* EE)Microsoft Visual Studio Professional 2015

: & Microsoft Web Deploy 3.6 o .
{2 Notepad++ (32-bit x86) 5 : j ] 996 MB 759
4 Prerequisites for55DT Microsoft Corpontion 3/6/2018 684 MB 12020008
 Prerequisites for SSDT Microsoft Corporation 3/6/2019 744MB 13016015
%& Reattek High Definition Audio Driver Realtek Semiconductor Corp. 3/6/2019 6016343
156G SecuXMi. for G28 Universal v3.0 3/20/2019
* [BSignGATEP Cenificate Management 32 KiCAIne. 3/20/2018 32
B Unikey 4.0 Plus Microsoft Googlelne 37512019 135MB 1010.2010
ETIWCF RIA Services V1.0 5P2 Microsoft Corporstion 3672019 681 MB 41628120
[BEWindows SOK AddOn Microsoft Corpontion 3/6/2019 152KB 10100
:@Windcws Soft: Develop Kit - Windows 10.0... Microseft Corporatien 3/6/2019 21568 101.0586.212
#2Windows Sof Develop Kit - Windows 18.0..,  Mi ft Corporati 3/6/2018 14368 10.0.26624
‘BBY/inRAR 540 (64-bit) s e ER 1. S 5400

m Win.rar GmbH Product version: 5400

3. Tai va cai dit Winrar tir trang chii (twong trng v6i hé didu hanh)

Search {enter your search term here

Language " gnglish

if you don't know what you are looking for then you are probably looking for this:

WinRAR §.70 64bit

If you are looking for the 32bit version glick here, or did not find what you were looking for, please search below...

Select for download .

Language A [ vVersion av [ Puatorm an_ AchType AL B search
Language Version Size ; Arch-Type _ Piatiorm
English §.70 3068 KB 84bit Windows
English B0 S 2863 KB 32bit Windows



