BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phic

S6: 282 ITTCNTT-KTHT 7 Ha Néi, ngay 18 thang 9 nam 2020
VIV nguy co tan cong vao cac co quan t6 chirc
qua 16 hong Zerologon

Kinh gui: Cac don vi truc thuoc Bo (c6 hé thdng cong nghé théng tin)

Ngay 11/8/2020 Microsoft da cong bd 16 héng CVE-2020-1472 (con duoc
goi 1a Zerologon) trén cac may chu Domain Controller cho phép ddi twong tan
cong thuc hién tan cong leo thang dé chiém quyén quan tri. Domain Controller Ia
may chii dong vai tro trung tam trong hé thdng mang trién khai theo mé hinh quan
ly tap trung, dung dé xac thuc va quan ly cac may tram khéc. Khi tan céng duoc
vao may chu nay, thi dbi twong tdn cong xem nhu kiém soéat toan bo hé théng
thong tin cua td chic.

Theo danh gia so bo, 16 hong nay cé thé anh hudng dén nhiéu co quan, to
chuc & Viét Nam, dic biét 1a co quan chinh phu, ngan hang, to chic tai chinh, tap
doan, doanh nghiép va céc cong ty 1on, do cac don vi nay déu trién khai md hinh
mang ¢6 st dung may chi Domain Controller dé thuan tién cho viéc quan Iy.

Pau thang 9/2020, mot s ma khai thac da duoc cong khai trén Internet va
canh bao chinh thic tir Trung tam Giam sat an toan khong gian mang quéc gia,
Cuc An toan thong tin, Bo Thong tin va Truyén thong. Nhitng ma khai thac nay
c6 thé sir dung dé tin cdng vao may chi Domain Controller qua d6 kiém soat hé
théng thong tin cta cac co quan to chirc trong céc chién dich tan cong nguy hiém.
Trong khi d6 dén Quy | nam 2021, Microsoft du kién méi phéat hanh ban va day
dua cho 15 hong trén.

Hién tai, mot s6 nhdm chuyén thuc hién tin cdng APT c¢6 dau hiéu tan dung
15 hong nay dé tin cong sau vao hé thdng théng tin cua cac co quan td chic. Nham
dam bao an toan thong tin cho hé thdng thong tin cia quy don vi, Trung tm Cong
nghé thdng tin yéu cau don vi trién khai quyét liét mot sé khuyén nghi sau:

1. Kiém tra, ra soat va c6 phuong an ngan chin cic nhém ddi twong tan
cong tan dung 15 hong dé thuc hién céc chién dich tin cong APT nguy hiém.

2. Tang cudng giam séat va san sang phuong an xt Iy khi phat hién c6 dau
hiéu bi khai thac, tan cong mang. Déi véi cac co quan té chic ¢ nhan su ki thuat
tt cd thé thir nghiém xam nhap vao hé thdng théng qua I8 hong nay.

Trong trudng hop can thiét c6 thé lién hé dau méi hd tro caa Trung tam
Cong nghé thdng tin: Phong K§ thuat ha tang, dién thoai 024.39439060, thu dién
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tu: phongktht@most.gov.vn. y
Trén trong./.

Noi nhan:

- Nhu trén;

- Tht trudng Bui Thé Duy;
- Luvu: VT, KTHT.

GIAM bOC

SN,
Ha Quoc Trung



Phu luc
Thong tin vé 16 hong
(kém theo Cong vansé  /TTCNTT-KTHT ngdy /  /2020)

1. Thong tin chung
- Piém CVSS: 10.0 (d4c biét nghiém trong)

- Anh huong: cac may chu Domain Controller sir dung Windows Server
2008; 2012; 2016; 2019, Windows Server Version 1903, 1909, 2004.

- L& hong ton tai khi ddi tugng tan cdng thiét 1ap két ndi kénh bao mat
Netlogon véi bo diéu khién tén mién (Domain Controller), sir dung giao thic tir
xa Netlogon (MS-NRPC).

- Pé khai thac 15 hong, d6i tuong tan cdng s& dugc yéu cau st dung
MSNRPC dé két néi voi Domain Controller, dé c¢6 quyén truy cap quan tri vién.
2. Huéng dan cap nhat ban va

Microsoft dang giai quyét 156 hong nay trong ban phat hanh theo tiing giai
doan, quan tri vién tai co quan t6 chirc trudc mat cé thé can thyc hién ban vé cua
Giai doan 1.

- Giai doan 1 (thwc hién ngay): cap nhat ban va da phat hanh vao
11/8/2020. Ban va nay cho phép Domain Controller cé thé bao vé cac Windows,
ghi lai cac sy kién dé phat hién thiét bi khéng tuan thu dang st dung cac két ndi
kénh bao mat Netlogon dé bi tan cong.

Tham khao céc ban va duoc cap nhat tai:

https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/CVE-2020-1472

https://support.microsoft.com/en-us/help/4557222/how-to-manage-the-
changes-in-netlogon-secure-channel-connections-assoc

- Giai doan 2: ban véa phat hanh Quy | ndm 2021 s& khac phuc hoan toan.
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