BO KHOAHOQOC VA CONG NGHE CONG HOA XAHQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Dgc 1ap - Tw do - Hanh phic

S6:233 /TTCNTT-KTHT Ha Ngi, ngay 17 thang 08adm 2021
V/v 10 16 hong bao mat mac cao va nghiém
trong trong cac san pham Microsoft

Kinh gtri: Cac don vitruc thuoc Bo

Ngay 10/8/2021 vira qua, Microsoft phat hanh danh sach ban va 16i thang
8/2021 véi 44 ban va cho céc 16 hdng bao mat trongsan pham cua minh, 13 trong
s6 4416 hong duogc cong bé 1an nay 14 16 hdng bao mat cho phép thyc thi ma tir
xa, 7 15 hong trong s nay duoc danh gia 1a quan trong. Trong d6 dang chi y 1a
10 16 hong bao mat cd muc anh hudng twong d6i lén trong cac san pham Microsoft
(thdng tin chi tiét c6 tai Phu luc kém theo), dic biét 1a 04 16 hdng bao mat ton tai
trong Windows Print Spooler va Microsoft Windows. Cu thé nhu sau:

- 03 15 hdng bao mat (CVE-2021-36936, CVE-2021-36947, CVE-2021-
34483) trong Windows Print Spooler: cho phép ddi tugng tan cong thuc thi ma tix
Xa, nang cao dac quyeén. Trong 2 thang vira qua, 16 hong trong Print Spooler da co
anh huong khé 16n va duge quan tam dac biét khi ma Microsoft lién tuc cong bd
ban va cho cac 16 hong lién quan, bat dau véi CVE-2021-1675 vao thang 6, tiép
theo la ban va 16i cho CVE-2021-34527 (con duoc goi la PrintNightmare) vao
thang 7. Cong cu dé khai théac céc 16 hong trén da dugc cdng bd rong rai trén
Internet nén nguy co bi khai thac bai cac nhém tan cong APT hoic duoc st dung
trong cac cudc tan céng dién rong larat Ion. 0215 hong nay da duoc canh béo tai
Cong van s6 203/TTCNTT-KTHT ngay 22/7/2021 vé viéc cac 16 hong bao méat
mac cao va nghiém trong trong cac san pham Microsoft va Céng van sb
17UTTCNTT-KTHT ngay 30/6/2021 vé viéc du bdo sém nguy co tan congmang
trén dién rong.

- L& hong bao mat (CVE-2021-26424) trong Microsoft Windows: 12 15
héng TCP/IP, cho phép dbi tugng tan cong thuc thi ma tir xa. L hong nay anh
hudng dén Windows 7 dén 10 va Windows Server 2008 dén 2019 véi diém CVSS:
9.9 (Nghiémtrong). Tuy vay theo du doan cua Cuc Antoan thong tin—Bo Thong
tin va Truyén thong, ma khai thac cua 156 hong nay sé kho dugc cong bd som do
viéc phat trién ma khai thac phai vuot qua cac tinh ning bao vé trong cac phién
ban mdi cua Windows.

Nham bao d¢am an toan théng tin cho hé thong thdng tin cia Quy don vi,
Trung tam Cong nghé thongtin khuyén nghi Quy don vi thuchién:

1. Kiém tra, ra soat va xac dinh may chu, may tram st dung hé diéu hanh
Windows c6 khanang bi anh huong. Thuc hién cap nhatban va bao mat cho cac
may bi anh hudng theo huéng dan caa Microsoft (chi tiét tham khao tai Phu luc
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kém theo).

2. Tang cuong giam sat va san sang phuong an xu Iy khi phat hién c6 dau
hiéu bi khai thac, tAn cong mang; ddng thdi thuong xuyén theo dai kénh canh béo
clia cac co quan chiic nang va cac to chic 16n vé an toan thong tin dé phét hién
Kip thoicac nguy co tan cdng mang.

Trong truong hop can thiét, Quy don vi lién hé ddu méi hd tro caa Trung
tam Cong nghéthéng tin: Phong Ky thuat ha tang, dién thoai 024.39439060, thu
dién t: phongktht@most.gov.vn.

Tran trong./.

Noi nhdn:

- Nhur trén;

- Thi treong Bui Thé Duy (dé b/c);

- Cong thong tin dién tir B6 KH&CN;
- Luu: VT, KTHT. |

a Qudc Trung



Phu luc

Théng tin cac 16 hong bio mat
(Kem theo Cong van so 233/TTCNTT-KTHT ngay 17 /08/2021 cuia Trung tam

Cong nghé thdng tin)

1. Thong tin cac 16 hong bao mat

TT

CVE

MO ta

Ghichu
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CVE-2021-36947

- M6 ta: L& hong ton tai trong
Windows Print Spooler, cho phép
d6i tugng tan cong thuc thi ma tir
Xa.

- Piém CVSS: 8.8 (Cao)

- Anh hwéng: Windows 7/8.1/10
va Windows Server
2008/2012/2019.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2021-34473

CVE-2021-36936

- M6 ta: LS hong ton tai trong
Windows Print Spooler, cho phép
dbi twong tan cong thuc thi ma tur
Xa.

- Piém CVSS: 8.8 (Cao)

- Anh hwéng: Windows 7/8.1/10
va Windows Server
2008/2012/2019.

https://msrc.microsoft.com/
update-guide/en-
US/ulnerability/CVE-
2021-36936

CVE-2021-34483

- M0 ta: L& hong ton tai trong
Windows Print Spooler, cho phép
dbi twong tan cong nang cao dic
quyén.

- Piém CVSS: 7.8 (Cao)

- Anh hwéng: Windows 7/8.1/10
va Windows Server
2008/2012/2016.

https://msrc.microsoft.com/
update-guide/en-
US/ulnerability/CVE-
2021-34483

CVE-2021-26424

- M6 ta: L& héng ton tai lién quan
dén giao thac TCP/IP cua
Windows, cho phép ddi tuong
tan cong thuc thi mi tir xa.

- Piém CVSS: 9.9 (Nghiém
trong)

- Anh hwéng: Windows 7 dén 10
va Windows Server 2008 dén
2019.

https://msrc.microsoft.com/
update-guide/en-
US/vulnerability/CVE-
2021-26424

CVE-2021-34535

- M6 ta: LS hong ton tai trong
Remote  Desktop Client, cho
phép d6i tuong tan cong thuc thi
ma tur xa.

- Piém CVSS: 8.8 (Cao)

https://msrc.microsoft.com/
update-guide/en-
US/vulnerability/CVE-
2021-34535




- Anh huéng: Windows 7/8.1/10
va Windows Server
2008/2012/2019.

CVE-2021-36948

- M6 ta: LS hong ton tai trong
Windows Update Medic Service
(WaasMedic), cho phép ddi
twong tan céng nang cao dic
quyén.

- Piém CVSS: 7.8 (Cao)

- Anh hwéng: Windows 10 va
Windows Server 2019.

https://msrc.microsoft.com/
update-guide/en-
US/vulnerability/CVE-
2021-36948

CVE-2021-36942

- M6 ta: L6 hong ton tai trong
Windows Local Security
Authority (LSA), cho phép doi
twong tan cong thuc hién tan cong
gia mao.

-Piém CVSS: 7.5 (Cao)

- Anh hwéng: Windows 10 va
Windows Server 2019.

https://msrc.microsoft.com/
update-guide/en-
US/ulnerability/CVE-
2021-36942

CVE-2021-36941

- M6 ta: LS hong ton tai trong
Microsoft Word, cho phép dbi
trong tan céng thuc thi ma tir xa.
- Piém CVSS: 7.8 (Cao)

- Anh hwéng: Microsoft 365,
Microsoft Office 2019.

https://msrc.microsoft.com/
update-guide/en-
US/vulnerability/CVE-
2021-36941

CVE-2021-34478

- M6 ta: LS hong ton tai trong
Microsoft Office, cho phép dbi
twong tAn cong thuc thi ma tir xa.
- Piém CVSS: 7.8 (Cao)

- Anh hwéng: Microsoft 365,
Microsoft Office 2019.

https://msrc.microsoft.com/
update-guide/en-
US/ulnerability/CVE-
2021-34478

CVE-2021-34524

- M6 ta: LS hong ton tai trong
Microsoft Dynamics 365 (on-
premises), cho phép ddi tugngtan
cong thyuc thi méa tur xa.

-Piém CVSS: 8.1 (Cao)

- Anh hwéng: Microsoft
Dynamics 365 (on-premises)
version 9.0 va 9.1

https://msrc.microsoft.com/
update-guide/en-
US/vulnerability/CVE-
2021-34524

CVE-2021-26426

- M6 ta: L& hong ton tai trong
Windows User Profile Service
cho phép ddi tuong tan cong nang
cao dic quyeén.

- Piém CVSS: 7.8 (Cao)

https://msrc.microsoft.com/
update-guide/en-
US/vulnerability/CVE-
2021-26426



https://msrc.microsoft.com/update-guide/en-US
https://msrc.microsoft.com/update-guide/en-US
https://msrc.microsoft.com/update-guide/en-US

- Anh huwéng: Windows Server
2008/2012/2016/2019, Windows
7/8.1/10
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CVE-2021-34484

- M6 ta: LS hong ton tai trong
Windows User Profile Service
cho phép ddi twongtin cong nang
cao dic quyeén.

- Piém CVSS: 7.8 (Cao)

- Anh hwéng: Windows Server
2008/2012/2016/2019, Windows
7/8.1/10

https://msrc.microsoft.com/
update-guide/en-
US/vulnerability/CVE-
2021-34484

2. Hwéng din khic phuc

Bién phap tét nhat dé khac phuc céc 16 hong bao mat nay 1a cap nhat ban vé. Trong
trudng hop chua thé cap nhat ban va kip thoi, Quy don vi thuc hién céc bién phap khic
phuc theo hudng dan cua hang, dé giam thiéu nguy co tan céng (tham khao tai ngudn link
duoc théng ké ¢ bang trén).

3. Nguén tham khao

- Ban véa thang 8 cua Microsoft:

https://msrc.microsoft.com/update-guide/en-US

https://msrc.microsoft.com/update-guide/releaseNote/2021-Aug




DANH SACH CAC PON VI NHAN VAN BAN

(Kém theo Cong van so 233/TTCNTT-KTHT ngay 17 /08/2021 cuia Trung tam

Cong nghé¢ thdng tin)
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