BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phuc

S6: 171 [TTCNTT-KTHT Ha Ngi, ngay 30 thang 7 nam 2021
VIv dy bdo sém nguy co tan cdng mang
trén dién rong

Kinh gui: Cac don vi truc thuéc Bo

Gan day, Microsoft co cong bd thong tin lién quan tsi 16 hong bao mat
(CVE-2021-1675) dugc danh gia c6 mirc do nguy hiém cao (7.8/10) anh huong
dén hau hét cac phién ban caa hé diéu hanh Windows bao gém: Windows
10/8.1/7, Windows Server 2019/2016/2012/2008. L& héng niay cho phép dbi
tuong tan cong leo thang dac quyeén tir tai khoan nguoi dung thong thuong co rat
it quyén (thong tin chi tiét vé 16 hong cd tai phu luc kém theo).

Ngay 08/6/2021, Microsoft da phat hanh ban va cho 16 héng bao mat néi
trén. Tuy nhién, ngay 16/6/2021, qua cong tac giam sat va dam bao an toan thong
tin trén khong gian mang, don vi chtrc nang cua Bo Théng tin va Truyén thong da
ghi nhan maot sé thdng tin bo sung méi cho rang 16 hong bao mat (CVE-2021-
1675) c6 muc d6 nguy hiém cao hon thuc té duoc cong bd. LS hdng nay khong
chi don gian 1a khai thac dugc khi c6 quyén truy cap truc tiép vao may tinh/may
chu cai dit phién ban hé diéu hanh Windows bi anh hudng, ma con ¢ thé tan
cong thong qua mot may tinh trong mang.

Theo phan tich va danh gia tr Cuc An toan théng tin, B Thong tin va
Truyén théng, théng tin nay co tinh chinh xac kha cao. Trén co sd d6 va thuc té
trién khai cong tac giam sat an toan thdng tin nhitng nim qua, Cuc An toan thong
tin “dw bao sém” 16 hong nay hoan toan co thé dugc tan dung dé tién hanh cac
chién dich tan cong c6 chu dich APT 1on trén quy md rong trong thoi gian ngan
sap t6i vao khong gian mang Viét Nam.

Nham dam bao an toan théng tin cho hé théng thdng tin cia Quy don vi,
Trung tdm Cong nghé thdng tin yéu cau Quy don vi chi dao thuc hién:

1. Kiém tra, ra soat va xac dinh may chi, may tram st dung hé diéu hanh
Windows cé kha nang bi anh huong. Thuc hién cap nhat ban va bao mat cho cac
may bi anh hudng theo hudng dan caa Microsoft (hudng dan chi tiét tham khao
tai phu luc kem theo).

2. Tang cudng gidm sat va san sang phuong an xtr ly khi phat hién c6 dau
hiéu bi khai thac, tan céng mang; dong thoi thuong xuyén theo déi kénh canh bao
Clia cac co quan chirc ning va cac to chuc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cOng mang.

Trong truong hop can thiét, Quy don vi lién hé dau méi hd trg cua Trung

1



tam Cong nghé thong tin: Phong K§ thuat ha tang, dién thoai 024.39439060, thu
dién tia: phongktht@most.gov.vn,

Trén trong./.

Noi nhan:

- Nhu trén;

- Tht truong Bui Thé Duy (dé b/c);

- Cong thong tin dién tir Bo KH&CN;
- Luu: VT, KTHT.
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Phu l?l.lc
Thong tin 16 hong bao mat
(Kem theo Cong van so ITTCNTT-KTHT ngay / /2021)

1. Thong tin 16 hong bao mat (CVE-2021-1675)

- M ta: Ld hong ton tai trong Windows Print Spooler, cho phép ddi tuwong tan
cong leo thang dic quyén chi véi quyén ngudi dung thap.

- Piém CVSS: 7.8 (cao)

- Anh hwéng: héu hét cac phién ban hé diéu hanh Windows. Thong tin chi tiét
cac phién ban tham khao tai: https://msrc.microsoft.com/update-quide/en-
US/vulnerability/CVE-2021-1675

2. Huéng dan khic phuc

Bién phap tot nhat dé khac phuc 16 hong bao mat nay 1a cip nhat ban va.
Do trong thoi diém hién tai, Microsoft chua c6 thong tin vé cac bién phap giam
thiéu thay thé.

2.1. Bing md cdp nhdt can tdi cho tirng phién ban hé diéu hanh

TT Hé diéu hanh Makb | Ghichu
_ 5003667 | Dan update
1 Windows Server 2008 R2 for x64-based Systems thang
Service Pack 1 A
5003694 | Dan update
security
_ Ban update
Windows Server 2008 R2 for x64-based Systems | 5003667 théng
2 Service Pack 1 :
(Server Core installation) 5003604 | Dan update
security
5003697 | AN update
. thang
3 Windows Server 2012 -
5003696 | S2n update
security
_ 5003697 | 2N update
Windows Server 2012 thang
4 (Server Core installation) Ban undat
5003696 | —.n uPdate
security
5003671 | Do update
. thang
5 Windows Server 2012 R2 -
5003681 | Dan update
security



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675

5003671

Ban update

6 Windows Server 2012 R2 thang
Server Core installation 2
( ) 5003681 | Dan update
security
7 Windows Server 2016 5003638 | Dan update
security
8 Windows Sgrver 20-16 5003638 Ban upplate
(Server Core installation) security
9 Windows Server 2019 5003646 | Dan update
security
10 Windows Sgrver 20_19 5003646 Ban up_date
(Server Core installation) security
11 Windows Server., version 2004 5003637 Ban up_date
(Server Core installation) security
12 Windows Server_, version 20H2 5003637 Ban up_date
(Server Core installation) security
Windows 10 Version 1607 Ban update
13 (32-bit Systems/x64-based Systems) 5003638 security
Windows 10 Version 1809 Ban update
14 | (32-bit Systems/ARM64-based Systems/x64-based | 5003646 D
security
Systems)
Windows 10 Version 1909 Ban update
15 | (32-bit Systems/ARM64-based Systems/x64-based | 5003635 D
security
Systems)
Windows 10 Version 2004 Ban undate
16 (32-bit Systems/ARM64-based Systems/x64-based | 5003637 P
security
Systems)
Windows 10 Version 20H2 Ban undate
17 (32-bit Systems/ARM64-based Systems/x64-based | 5003637 P
security
Systems)
Windows 10 Version 21H1 Ban undate
18 (32-bit Systems/ARM64-based Systems/x64-based | 5003637 P
security
Systems)
Windows 10 Ban update
19 (32-bit Systems/ x64-based Systems) 5003687 security
5003667 Bé?hgﬁgate
20 Windows 7 (32-bit System) Service Pack 1 :
5003694 | Dan update
security
21 Windows 7 (x64-based System) Service Pack 1 5003667 | Ban update
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thang

Ban update

5003694 (
security
) 5003671 Bé{‘hgﬁgate
Windows 8.1 (32-bit Systems) -
5003681 | Dan update
security
) 5003671 Bé?h‘;ﬁgate
Windows 8.1 (x64-based Systems) -
5003681 | Ban update
SeCU“ty
24 Windows RT 8.1 5003671 | Ban update

thang

2.2. Hwoéng dén kiém tra lich si cdp nhat

Phwong phap 1: Kiém tra lich st cap nhat trén may chu

- Windows Server 2012:

Truy cap Windows Update > View update history > Kiém tra ma ban
cap nhat da dung voi ma phién ban can cap nhat tai muc 2.1.

g

(e

Review your update history

View update history

+ 1 | » Control Panel » System and Security » Windows Update » View update history

Check the Status column to ensure all important updates were successful. To remove an update, see [nstalled Updates.

Troubleshoot problems with installing updates

Mame

Status Importance  Date ifstalled

ISe:urity Update for Windows (KB4571723) Succeeded Important 9/15/2020 I

- Windows Server 2016 tré 1én/ Windows 10:

(_

Truy cap Setting > Update & Security > Update history > Kiém tra ma
ban cap nhat da dung voi ma phién ban can cap nhat tai muc 2.1.

Update status

J | Updates are available.

Update & security

Windows Update

Windows Defender

Recovery

Activation

+» Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10).

Updates are ready to install

Install now

Update history

Update settings

Phwong phap 2: St dung CommandLine




- Cach thac truy cap CommandLine:

+ Vao thanh cbng cu Start > Run > gd cmd.exe va chon OK

+ Vao thanh c6ng cu Start > G6 cmd tai 6 tim kiém va 4an ENTER
Str dung 1énh systeminfo | findstr KB(ma kb tai muc 2.1)

- Vi du: systeminfo | findstr KB5003681

+ V6i nhitng may cha da update s€ hién théng tin:

. Command Prompt

icrozsoft Windows [Uerzion 6.3.96001
(c> 2813 Microszoft Corporation. All rights reserved.

zysteminfo | findstr KBS5B003681
[1431: KBS58B83681

+ Véi nhitng may chua chua update, s€ khong hién ra thong tin:

® Command Prompt — [m| X

SySTeminto Tindst

2.3. Huwoéng dén theec hién cdp nhat ban va

2.3.1. Péi véi hé thang khéng cd may chi: WSUS

- Bué6c 1: Kiém tra OS, version hé diéu hanh dang sir dung:
Céch 1: Chon thanh Start > G& winver > Enter dé kiém tra;

All Apps Documents Web More ¥

Best match

El winver
Run command

Search the web

/O WINVer - See web results >

O winver




Céch 2: Chon Setting > Nhap 6 tim kiém “About this PC” (hoic chudt phai
This PC > Properties)

Settings

g System

y, sound, notifications

@ Personalization

Background, lock screen, colors

@ Gaming
Xbox Game

e Bar, captures, Game

Mode

Q

Update & Security

ws Update, recovery

Windows Settings

| aboud X

(i) About your PC

...... ® See if you have a 32-bit or 64-bit version of

Devd Windows

Bluet| |, iPhone

=3 Taskbar notification area

E_: Appt (D H:ar adva‘nceg information about controls
8=  Unind when navigating bail syne
featul le
A System
-
{ J'7’ Eas Show all results
~*" Nama missions

contrast

Kiém tra muc: Windows Specifications

Settings

' Home

Find a setting pel

System

T Display

1) Sound

D Notifications & actions
J Focus assist

C'J Power & sleep

== Storage

[ Tablet

=} Multitasking

51 Projecting to this PC

%  Shared experiences

About

Product ID 00330-800

64-bit ope

System type iting system, xB4-based processor

Pen and touch No pen or touch input is available for this display

Copy

Rename this PC

Windows specifications

Edition Windows 10 Pro

Version 20H2

Installed on 41472021

OS build 19042928

Experience Windows Feature Experience Pack 120.2212.551.0
Copy

Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

- Bué6c 2: Download ban va tai

https://www.catalog.update.microsoft.com/Home.aspx

Tai 6 Search nhap ma kb phu hop dua vao bang trén muc 2.1

Network & Internet

Wi-Fi, airplane mode, VPN

Time & Language

Speech, region, date

Privacy

Location, camera, microphone

System protection
Advanced system settings

Rename this PC (advanced)

@ Gethelp

& Give feedback



https://www.catalog.update.microsoft.com/Home.aspx

Ty
‘,
Microsoft'Update Catalog

Faq [ help

2020 Microsoht Comporation, Al Rights Reserved, | privacy | tems of use | help

D Search results for "5003681°
Updes 1383 e 11 o s s
e [prses e [l it [t [s22 | Oowriom
2 81 Windows 8.1 Security Updates. 6172021 a 387M8 Download
Windows 8.1 Security Updates. 6772021 wa 25408 Download
= | Secrey Ut o w wrne

Microsoft Update Catalog - Profile 1 - Microsoft Edge

(5] https://www.catalog.update.microsoft.com

Download

Download Updates

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems
(KB5003681)

|windo'.-;58.'| -kb5003681-x64_b153926f601015f8734d2b28b0936eTd6441c375f.msu |

=

Close

- Budc 4: Cai dat ban cap nhat da tai Ién tirng may



o Windows Update Standalone Installer

Do you want te install the following Windows software
update?

ISecur'rtj.r Update for Windows (KE3003681) I

m The updates are being installed

Installation status:

Initializing installation. .. |

Installing:

- Budc 5: Khoi dong lai may chu sau khi tién hanh cai dat ban cap nhat.
2.3.2. Béi véi hé thong sir dung WSUS

- Budc 1: Véi céc hé thdng st dung may cha WSUS dé quan tri cac ban cap
nhat tap trung, nhap mé kb phu hop dua vao bang trén muc 2.1.

Search

Search the title, description, Knowledge Base article number, or the Microsoft
Security Response Center number of all updates.

Text: (5003681 |

Update Title

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems (KB




- Budc 2: Chon Approve va chon group hé diéu hanh phd hop vai ban update

Search *

Updates Computers Find Now

Search the title, description, Knowledge Base article number, or the Microsoft al |
Security Response Center number of all updates. 958

Tw:tl 4571723 I

Update Title

2020-08 Security Only Cluz - 012 B2 for x64-based Systemns (KB4571723)
Approve...
Decline
Revision History
Status Report

s
Approve Updates *

p—

% To approve an update, select the group from this list of groups, click the arrow, and choose the type

of approval.
Computer Group Approval Deadline
I@ | All Computers Install 6/16,/2021 3:00 AM
@' al Unassigned Computers Install (inherited)  6/16/2021 3:00 AM (inherited)
@' ~ Windows 10 Install (inherited} 6162021 3:00 AM (inherited)

Install (inherited} 6162021 3:00 AM (inherited)

2/16/2021 3:00 AM (inherited)

Install {(inherited)

16,2021 3:00 AM (inherited)

Approved for Removal Ctr+R  16/2021 2:00 AM (inherited)

Mot Approved Ctri+M
The files fo Deadline »  he update can be approved but will not be
available tc

Same as Parent Ctrl+P :

QK Cancel
Apply to Children Ctrl+-C

- Budce 3: Cai dat ban cap nhat va khai dong lai may chu.
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2.3.3. Kiém tra lgi bén cai dat trén may chu
Cac budc thuc hién tuong ty & muc 2.2.

2.4. Poi véi nhirng hé thong chua cap nhat dwoc DC

- Budc 1: Vao may chu DC, chon Start > Nhap services.msc > Enter

T . -

q} Services

5 Services
7 app
| Apps

. Windows Server Update Services >

# Component Services >

=  Microsoft Azure Services >
Analysis Services Deployment 5
Wizard 18

= Active Directory Sites and Services >

Settings

[5 Use online services with Narrator >

A) Do not allow Microsoft to use your N

voice to improve speech services

Search the web

L service - see web results >

| O services

- Buéc 2: Tai muc Services, tim dén muc Print Spooler > chugt phai chon
Properties




Print Spooler Name “ Description Status Startup Type
‘i, Performance Counter DLL ...  Enables rem... Manual
Stop the servicg -ﬁperformance Logs & Alerts  Performanc... Manual
Restart the service -%Plug and Play Enablesac.. Running Manual
i, Portable Device Enumerator... Enforces gr.. Running  Manual (Trig...
Description: o Power Running _ Automatic
This ser\.fice spot_}ls pri_ntjobs a|:1d APrint Spooler Running  Automatic
:;a):ful Etz Ir:tz;?ﬁ:;;ns::irl;h:‘irﬁz:] ¢ L Printer Extensions and Motif... This service ... Manual
be able to print or see your printers. ﬂ.&} Problem Reports and Seluti...  This service ... Manual
- Remote Access Auto Conne... Creates a co... Manual
-%Remoteﬁ.ccess Connectien... Manages di... Manual
{:ﬂ Remote Desktop Configurat... Remote Des.. Running Manual
Qﬁ Remote Desktop Services Allows user..  Running  Manual
-S;TQRemote Desktop Services .. Allows ther.. Running Manual
iﬂ Remote Procedure Call (RPC) The RPC55..  Running  Autematic
7, Remote Procedure Call (RP... In Windows... Manual
f.,g, Remote Registry Enables rem... Disabled
7, Resultant Set of Policy Provi.. Provides a n... Manual
f.g Routing and Remote Access  Offers routi... Disabled
’.,9 RPC Endpoint Mapper Resolves RP... Running  Automatic
‘2% Secondary Legon Enables star.. Running Manual
7 Secure Socket Tunneling Pr...  Provides su... Manual
<] m |

=
m

Loc
Loc
Loc
Met
Loc

Loc .,

- Budc 3: Chon Startup Type: Disable; Services Status: Stop

General | Log On I Recovery | Dependencies |

Service name: Spooler

Digplay name: Print Spoaler

Path to executable:
CAWindows System32'spoolsv exe

Description: is service spools print jobs and handles interaction|
ith the printer. K you tum off this service, you won't|

Startup type: | Disabled

Service status:  Stopped

| Start | | Stop | | Fause | | Resume |

You can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

- Bugc 4: Chon OK dé hoan thanh thiét lap.

Nguén tham khao:

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675

https://twitter.com/ fOrgetting /status/1405119285802897410
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DANH SACH CAC PON VI CO HE THONG CNTT
(Kém theo Cong van so /ITTCNTT-KTHT ngay / /2021)

_|
_|

Tén don vi

Vu Khoa hoc Xa hoi, Nhan van va Ty nhién

Vu Khoa hoc va Cong nghé cac nganh kinh té - k§ thuét

Vu Panh gi4, Tham dinh va Giam dinh céng nghé

Vu Cong nghé cao

Vu K& hoach -Tai chinh

Vu Phép ché

Vu T6 chirc can bo

N ORA WINE

Vu Hop tac quéc té

Vu Thi dua - Khen thudng

.| Vu Phét trién khoa hoc va céng nghé dia phuong

.| Van phong B§

.| Thanh tra Bo

Cuc Cong tac phia Nam

Cuc Ung dung va phét trién céng nghé

Cuc Nang lugng nguyén tu

Cuc Thdng tin Khoa hoc va Céng nghé Qudc gia

Cuc Phat trién thi truong va doanh nghiép khoa hoc va cong nghé

Cuc An toan buc xa va hat nhan

Cuc S¢ hiru tri tué

.| Téng Cuc tiéu chuan do ludng chat lugng

.| Ban quan ly khu cdng nghé cao Hoa Lac

.| Hoc vién Khoa hoc, Cong nghé va P6i méi sang tao’

.| Vién Khoa hoc va céng nghé Viét Nam - Han Quéc (VKIST)

.| Vién Nghién cau sang ché va Khai thac cong nghé

.| Vién Nang lugng nguyén ti Viét Nam

.| Vién Ung dung cong nghé

.| Vién Banh gia khoa hoc va Binh gia cong nghé

.| Vién Khoa hoc s¢ hiru tri tué

.| Vién Nghién ciru va Phat trién Ving

.| Van phong cac Chuong trinh trong diém cap nha nudc

.| Van phong Cong nhan chét luong

.| Van phong Pang ky hoat dong khoa hoc va céng nghé

.| Vian phong cac Chuong trinh khoa hoc va cdng nghé qudc gia

Bao Khoa hoc va Phat trién

.| Tap chi Khoa hoc va Cong nghé Viét Nam

.| Nha xuat ban Khoa hoc va Ky thuat

.| Quy Phét trién khoa hoc va cdng nghé quéc gia

.| Quy B6i méi cdng nghé quéc gia

.| Trung tdm Nghién ctu va Phat trién truyén théng khoa hoc va cong nghé

.| Trung tdm Nghién cizu va Phét trién hoi nhap khoa hoc va cdng nghé quéc té
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