BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phuc

S6: 118 /TTCNTT-KTHT Ha Ngi, ngay 20 thang 05 nam 2021
Vv canh bao cac 16 hong nghiém trong
trong cac san pham Microsoft

Kinh gui: Cac don vi truc thuoc Bo ¢ hé thong cdng nghé théng tin

Pau thang 5/2021, Microsoft di tiép tuc phat hanh cac ban vé cho 55 CVEs
trong cac san phém cua minh, nhu Internet Explorer, NET Core, Visual Studio,
Windows 10 va Office. Trong d6, dang chu y 1a cac 16 hong bao mat trong cac hé
théng Exchange va SharePoint (1a 02 hé théng quan trong va duoc sir dung pho
bién trong cac co quan to chirc).

Céac 16 hong bao mat anh huéng dén Microsoft Exchange: CVE-2021-
31207, CVE-2021-31209, CVE-2021-31195, CVE-2021-31198. Trong do co6 02
16 hong bao mat (CVE-2021-31195, CVE-2021-31198) cho phép thyc thi ma tir
xa, diéu nay cho thay day la nhiing 15 hong dé bi khai thac va tan cong.

Cac 16 hong trong Microsoft Sharepoint: CVE-2021-31171, CVE-2021-
31181, CVE-2021-31173, CVE-2021-28474, CVE-2021-26418, CVE-2021-
28478, CVE-2021-31172. Trong do, c6 CVE-2021-28474, CVE-2021-31181 cho
phép thuc thi ma tir xa, ddy ciing 1a nhing 16 hong dé bi khai thac va tan cong.

Trung tdm Cong nghé thong tin xin giri thong tin canh bao dé Quy don vi
kiém tra, ra so4t va nang cip ban va kip thoi phong tranh nguy co bi tan cong.

Link tham khao:

https://www.bleepingcomputer.com/news/microsoft/microsoft-may-2021-
patch-tuesday-fixes-55-flaws-3-zero-days/

Trong truong hop can thiét c6 thé lién hé dau méi hd tro cua Trung tam
Cong nghé thdng tin: Phong K§ thuat ha tang, dién thoai 024.39439060, thu dién
tu: phongktht@most.gov.vn.
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- Nhu trén;
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- Cong thong tin dién tir Bo KH&CN;
- Luu: VT, KTHT.
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DANH SACH CAC PON VI CO HE THONG CNTT

(Kém theo Cong van sé ITTCNTT-KTHT ngay / /2021)
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Tén don vi

Cuc Thdng tin khoa hoc va cong nghé québc gia

Cuc S¢& hiru tri tué

Tong cuc Tiéu chuan Do luong Chat luong

Hoc vién Khoa hoc, Cong nghé va Bbi méi sang tao

Vién Nang lugng nguyén tir Viét Nam

Vién Khoa hoc so httu tri tué

Quy phat trién khoa hoc va cong nghé québc gia

Cuc An toan burc xa va hat nhan
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Quy d6i méi cdng nghé quéc gia
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Ban Quan ly Khu céng nghé cao Hoa Lac
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